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. ‘ CONTRACT USZA22-02-D-0017
1 AFRIL 2002
Section B - Supplies or Services and Prices/Casts

B.] The industry partner shall furnish the necessary personnel. travel and iterns on & nonpersonal service basis in
accordance wilh Section C, Requirements document, and all attachments,

B.2 This conlract is an indefinite delivery/ indefinite quuntity contract. Task orders will be execuled o contract for work
under this contract. 0 0402, 0501 03502, will be funded at the basic
contract Jevel each ordering period not  exceed 12-months in dusation. These CLINs however, will also have the
capability to have a task order executed in part (some subclins) or in full (atl subclins) for services considered outside of the
normal operetions and will be funded at the task order level as required.

)¢]

{ February
2003, PPBES-MIS suppont will begin [ Qutober 2002, and Mission Planning support will begin | April 2003. Pricing for
these areas should be provided in the proper CLINs for the ordering period applicable.

B .4 The nminimum amount guaranteed under this contract is the toral aceepted or negotiated amount for the CLIN 0001
value.

B.5 This contract has five basic ordering periods with four potential term incentive exrensicns plus one option for any
transitioning efforts in the future.

B.6 Only the Contracting Officer may execnte CLINs 0010, 0210, 0310, 0410, and 0510 (CLINs 0610, 0710, 0810 and

0910 if executed in accordance with the Award Term Plan and funding is available) for tecbnology refreshment
requirements, Written approvel will be obtatned from the Chief Informanon Officer (CIO) prior to execution. The

Government reserves the right to issue delivery orders for these CLINs without an initiated plan by the industry partner s
tong ag CIO approval has been granted. '

B.7 The term incenlive periods wiil only be executed if all crileria are met as siated in the Award Term Tncentive Plan and
funding is 2vailable. These CLINs will be established at NTE with some flexibility for negotiations (see Section H
provisions). ;

B.8 The option (CLINs 1000 and 1001) is strictly for any transitioning as teguired by the Government.
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. CONTRACT USZA22-02-05-0017

1 APRIL 2002
First Period - { April 2002 through 31 March 2003
CLIN Iiem Description QTY UP EP
0001 Enterprise Support Services for Locat Area Network
(LANYMetropolitan Area Netwosk (MAN) and Wide Area Network
{WAN) - Provide recommendations. planning, imtegration, and
engineering suppon of the development and documcniation for
future IT requirements, architecrures, and information sssurance
measures [AW Seclion C, 3.1.1-3.1.3,3.3.1, 33.4, 3.5.1, 3.6.1, 3.2.1,
3.3.2,33.3, 3.1.9 and Appendices A-E. NSP
O00IAA | Overall Program Management of the SOF Infarmation Technology
Enterprise effort as defined in Section C. 10 | Months | ]78.299.60 5 1,782996.00
0001AB | Systems Admindstrasion Secvices 10 | Months | 744 847.60 $ 7.448476.00
000LAC | lpformetion Assusance Services 10 | Months | 15274450 | S 1,527.445.00
0001AD | Coafiguration Management Support Services 10 | Months 75.557.00 3 75557000
000IAE | Help Desk Support 10 | Moaths | 170.472.20 5 1,704.722.00
D00IAF | System lntegration and Testing 10 | Months | 444 950.30 $ 4,449903.00
0001AG | Disaster Recovery | 10 | Months 24,277.40 $ 242,774.00
Not To Excesd
0002 Teavel in supgort of CLIN 0001 and 0003 1 Lol g 500.000.00
0003 ?cl;tgi:mufa:}hry far CLI'BT' 0001 an a level of cffort basis usimg i e v
0004 ; : '
Priced af Task Omier Level
I |
00305 Cantingency operations for CLIN DGO for afler normal duty hours 2 =
as specified in the task order using, Section I, Archment 3). P:md ) 'rm?w o
0006 Infrastructure suppor services — Design, engineer, install and i |
mamtain the voice, video, and data infrastructurc and upgrades in Priced at Tagke Ooder Lovel
cpordination with the Government [AW Section C, 3.1.4,3.1.6, 3.1.7
and Appendices A-E
GO06AA | Voice
C006AB | Video
O0D06AC | Data
0007 Hardware 2nd software - Support services for all hardware and
deskiop software; configurarion, imstallation, upgrades. integration, Pricad al Task Order Lavel
raining, ard maintenance of desktops. portable computing devices,
and their approved peripherals [AW Section C, 3.1.8.3.22. 3.2.3,
3.4.1,3.42 3.43 and Appendices A-E
Q007AA | Mardware maintemance support
GO07AB | Deskrop support
0007TAC | Training
000TAD | Web Development
OD07AE | Dambase Development
Q0O7TAF | Application Development
Not To Exceed
CO0TAG | Repair pams 1 Lot 3 500,000.00
0008 Transmission Security — Provide for the engineering, designing.
integration, and edministration of the network encryption and : :
security sohtians in accordance with Gova-nnrnlr;s?delines and eSS e
regulations and [AW Section C, 3.3.2,3.3.3, 3.5.2 and Appendices l I
A-E Priced a1 Tosk Orcler Level
0009 Deployment support as required IAW Section C, 3.1.1,3.1.2, 3.1.5 | |
0010 Technology refreshruent (Noic B.6) of hardware/software JAW 1 |
Section C. 33.) Prioed ul Task Order Level
ool Travel »o suppon of task ordexs awarded 1 Lot Not To Exceed
§  1,000000.00
0012 Transilion Period 1 Iob $ 460.847.00
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. CONTRACT USZA22-02-D-0017

1 APRIL 2002
Second Period - 1 April 2003 throngh 31 Merch 2004
CLIN Item Deseription QTY UpP EP
0201 Enterprise Support Services for Local Arca Network
(LANVMetrepolitan Area Network (MAN) and Wide Area Network
(WAN) - Provide recommendstions, planping, integration, and
enginsering suppon of the development and documentstion for
fucure IT requirements, architectures, and infonmanon assurance
measures [AW Section C, 3.1.1-3.1.3, 3.3.1, 33.4, 3.5.1, 3.8.1. 3.2.1,
3.3.2,33.3, 3.1.9 and Appendices A-E NsP
020JAA | Overall Program Management of the SOF Information Technology
Enterprise effort as defined in Section C. 12 Monbs | 161,569.83 | $ 1.938,838.00
| 0201AB | Systerns Administration Services 12 Months | 84].347.33 | § 10,096,168.00
| 0201AC | (nformation Assurance Services 12 Months | 14550400 | § 1,746,048.00
0201AD | Configuration Management Support Services 12 Months 7282375 | § 873,885.00
0201AE | Help Desk Suppon 12 Months 159,069.33 | § 1,908,832.00
0201AF | System Integration and Testing i2 Months | 444,03333 | $ 532840000
0201AG | Disaster Recovery 12 Months 18,821.00 | § 225.852.00
Not To Excesd
0202 Travel in support of CLIN 0201 and 0203 1 Lot $ 55000000
0203 Surge capability for CLIN 020] on 2 Level of Effost basis using Bt T i b
Section J, Anachment (2). i i
Priced at Task Orcer Level
| |
Conrin operations for CLIN 0201 for after normal duly hours 7 '
uspeag;:yinfi'ne:ﬂfnk order ysing Scction J, Attachment (3) ol el o
0265 Infrastructure support services ~ Design, engincer, nstall and ] [
magintain the voice, video, and data infrastrcture and upgrades in
coordination with the Government AW Section C, 3.3.4, 3,16, 3.1.7 Tricied S uk Otar Lol
and Appendices A-E
0205AA | Voice
U206AB | Video
0206AC | Dam .
0a7 Hardware and software - Support services for all hardware and
deskiop soflware; confi ion. mstalfation, upgradcs, in tion, .
s R tonascs O dedlitome ponahl:fcmgutiugmsr:ﬁoes. s S
and their approved peripherals TAW Section C, 3.1.8,3.2.2.3.2.3,
34.1,3.42. 3.4.3 and Appendices A-E
0207AA | Hardware maintenance support
0207AB | Deskrop suppart
0207AT | Training
0207AD | Web Development
0207AE | Dagabase Development
0207AF | Application Development
Q207AG | Repair pans I Lot Not To Exceed
3 75000000
0208 Transmission Securiry - Provide for the engineering, designing, |
imegration, and administration of the network eacryption and Priced ot Tesk Order Level
security solutions 1 aceordance with Government guidelines and
regufations and IAW Section C, 3.3.2. 3.3.3, 3.5.2 and Appendices | ]
A-E Pricadt 3t Task Order Level
0209 Deploymeot support as required AW Section C, 3.1.1,3.1.2, 3.1.5 | |
% | 1
1o ;:uhnozhcﬁ zf‘rcshml (Note B.6) of har.dwe.rdsoﬂware 1AW e
0211 Travel in snpport of task orders awarded 1 Lot Not To Bxceed
S 1,000.000.00
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. CONTRACT USZA22-02-D-0017

1 APRIL 2002
Third Period — I April 2004 through 31 March 2005
CLIN [tem Description QTY UpP EP
0301 Enterprise Support Services for Local Area Network
(LANYMetropolitan Area Network (MAN) and Wide Arca Network
(WAN) - Provide recommendations, planning, integration, and
enginsering suppor of the developmens and docurmatation for future
IT requirements, architeclures, and informalion asyurance measurcs
IAW Section C., 3.1.1-3.1.3,3.3.1,334,35.1,36.1,32.(,3.32,
3.33, 3.1.9 and Appendices A-E NSP
0301AA | Overall Program Management of the SOF Information Technology
Enterprise effort as defined in Section C. 12 | Months | 16505225 | § 1.991,427.00
0301AB | Systemns Adminismation Services 12| Months | 84590841 | § 10,150.501.00
0301AC | Information Assurance Services 12 | Months | 15026883 | § 1,803,226,00
0301AD | Cenfiguration Mansgement Support Services 12 | Months 7593842 [ §  91),26L.00
001AE | Belp Desx Suppon 12 | Monts | 163,768.83 | § 1,965,226.00
0301AF | System Integration and Testing 12 | Months | 44938608 | § 5,392,633.00
0301AG_| Disaster Recovery 12 | Momhs | 1831191 |8 219.743.00
0302 Travel in support of CLIN 0301 and 0303 ] Lot Not To Exceed
§ 600,000.00
0303 Surge capability for CLIN 0301 an a Level of Effon basis vsing Pricod at Task Crder Level
Section J, Anachment (2). 1 1
0304 I |
Priczd et Task Qrder Level
| |
0305 ontingency operaions jor r after 1o w2y houss &s > ¢
speciﬁfd i s using Section J, Attachment (3). el i
G306 Infrastructure suppost services — Design, engincer, install and T ]
madntain the voice, video, and data mfrastructure and upgrades in ,
cocrdinalion with the Government [AW Section C, 3.1.4, 3.1.6,3.17 Priced a1 Task Order Level
and Appendices A-E
0306AA | Voice
0306AB | Video
306AC | Duta
o307 Hardware and software - Support services for all hardwace and
deskiop software; configuration, installation, u ¢s, iategration, ;
m:z:. and mzintenance of desktops. ponablcp%;ﬁpuung é‘:vices. LT
and their approved pecipherals 1AW Scction €, 3.1.8,32.2, 3.2.3,
141,342 3.43 and Appendices A-E
0307AA | Hardware mainienance support
0307AB | Desktop suppon
030TAC | Training
0307AD | Web Development
0307AE | Database Development
0307AF | Application Development
0307AG | Repair parts 1 Lot Not To Exceed
$775.000.00
0308 Transmission Secusity — Provide for the engineering, designing,
integration, and administration of the nerwork encryption and security ;
solutions in a¢cordance with Government guidelines and regulations an; s :'m: Fevet
and IAW Section C, 3.3.2. 3.33, 3.5.2 and Appendices A-E S
0309 Deployment support as required JAW Section C, 3.1.1,3.1.2, 3.1.5 T :
0310 Technology refreshument (Nole B.6) of hardware/sofiware JAW T
Section €, 3.3.1 ! ]
0311 Travel in support of task orders awarded 1 Lot Not To Excead
$1,000,000.00
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. CONTRACT USZA22-02-D-0017

1 APRIL 2002
Fourth Peried — 1 April 2005 through 31 March 2006
CLIN Item Description QTY UP EP
04el Enterprise Support Services for Local Area Network
(LANYMetopolitan Area Network (MAN) and Wide Arez Network
(WAN) - Provide recommendstions, planning, intcgration, and
engineering support of the development and docomentation for
furure IT requirements, architectures, and mformatioo assurance
measures [AW Section C, 3.1.1-3.1.3, 33,1, 3.34, 3.5.1, 3.6.1. 3.2.1, NSP
33.2,3.3.3, 3.1.9 and Appendices A-E&
0401AA | Overall Program Mapagement of the SOF Information Technology
Enterprise effort as defined in Section C. 12 | Months 170364.75 | $ 2.044377.00
040IAB | Systems Admuinistration Services 12 | Months 840.872.16 | $ 10,090.466.00
C401AC | Information Assurance Services 12 | Months 155,17625 | § 1.862,115.00
C401AD | Configuration Management Suppor Sarvices 12 | Months 7135075 | §  855,205.00
O401AE | Help Desk Suppon 12 | Months 168,500.83 | § 2,023,090.00
0401AF | Sysiem lntegration and Testing 12 | Months 45334150 | § 5.440,098.00
0401AG | Disaster Recavery 12 | Months 16,879.16 | §  202,550.00
0402 Travel i support of CLIN 0401 and 0403 1 Lot Not To Exceed
$  650.000.00
0403 Surge capability for CLIN 8401 on a level of effort basis using Biicad at Task Ordor Lavll
| 1
I |
Priced #t Task Ornder Lavel
| |
Contingency operations foc CLIN 0401 for after normal duty hours i !
as specified in the task order using Section 1, Attachment (3). Priced 2t Task Ordes Level
0406 Infrasiructore suppost services — Design, engineer, install and ’ |
maintain the voice, video, and deta mfresmucture and upgrades in .
coordination with the Government JAW Section C, 3.1.4, 3.1.6,3.1.7 Puipdat Task Oue Lipwi]
and Appendices A-E
0406A4A | Voice
0406AB | Video
0406AC | Daia
0407 Hardware and software - Support serviees for &ll hardware and
deskiop software; configuration, installation, upgrades, integration.
irining, and mmintenance of deskiops, portable computing devices, Priced ul Yask Order Lewd
and their approved peripherals AW Scction €, 3.1.8,3.2.2, 3.2.3.
341,342 3.4 and Appendices A-E
(407AA | Bardware maintenance support
0407AB | Deskiop sugport
D407AC | Training
0407AD | Web Development
0407AE | Database Development
0407AF | Application Development
0407AG | Repar parts ! Lot Mot To Exceed
3 800.000.00
0408 Transmission Securily — Provide for the engineening, desigoing,
integration, and zdministration of the network encryption and Iriced at Task Order Level
security solutions in accordance with Governmenl guidelines and J |
regulstions and IAW Section C, 3.3.2, 3.3.3, 3.5.2 and Appendices
A-E Prived at Task Order Level
0409 Deploymen! support as required JAW Secton C, 3.1.1,3.1.2. 3,15 ] [
i 3
0410 ‘;::{I:r;ﬁlg% l;flrc:shmem (MNole B.6) of hardware/software AW .
041§ Travel in support of task orders awarded 1 Lot Not To Exceed
§ 100000000
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. CONTRACT USZA22-02-D-0017

I APRIL 2002
Fifih Period - 1 A pril 2006 through 31 March 2007
CLIN Item Description QTY UP EP
0501 Bnterprise Support Serviess for Local Ares Network |
(LANYMewropolitan Area Nepwarl (MAN) and Wide Area Netwark
(WAN) - Provide recommendarions, planning, intcgration, and
enginecring support of the development and documentation for
funure IT requirements. architectures, end information assurance
mensures JAW Section C, 3.1.1-3.1.3,33.1, 334, 3.5.1, 3.6.1, 3.2.1,
33.2.33.3.3.1.9 and Appengices A-E i NSP
0501AA | Overall Program Mansgement of the SOF Information Technology
Enterprise efffort as defined In Section C. 12 | Monibs 174,816.25 | $ 2,097,795.00
0501A8B | Systems Admmmstration Services 12 | Months 821.690.08 | $ 986028100
0501AC | Information Assurance Services 12 | Months 160,234.41 | § 1922813.00
0501AD | Configuration Management Support Services 12 | Months 74,526.25 | $ 8943)5.00
0501AE | Help Desk Support B 12 | Months 153.211.66 | S 1,838,540.00
0S0IAF | System Integration and Testing 12 | Months 451,007.33 | § 5412,088.00
0501AG | Disaster Recovery 12 | Menths 17,35691 | §  208.283.00
0502 Trave! in support of CLIN 0301 and 0503 1 Lot Not to Exceed
§ 70000000
0503 Sur; iliry far CLIN 050 on a level of effort basis usin,
Secton 7 Archmene 2) : il
Priced et Tusk Qrder Level
| ]
Cantingency operations for = i
as sp:'l:arﬁe? in the tesk order using Section J, Attachment (3). ol et Tk Cader Lot
0506 Infrastructure support services — Design, enginesr, install and 1
mantain the vaice. video, and dats infrastucmure and upprades in ;
coordination with the Govemment IAW Section C. 3.1.4, 3.1.6, 3.1.7 P Tl DO LAG)
and Appendices A-E
0S06AA | Voice
0506AB | Video
0506AC | Data
o507 Hardware and software - Support services for all hardware and
desktop software; configuration, instaltation, upgrades. integration,
training, and mainienance of desktops. portable computing devices. Priced ot Task Order Level
and their approved peripherals IAW Section C, 3.1.8,3.2.2,3.2.3,
3.4.1,3.4.2. 3.4 and Appendices A-E
0507AA | Hardware mainkenance support
0507AB | Deskrop supporn
0507AC | Trainmg
0507AD | Web Development
O0S07TAE | Database Develapment
0S0TAF | Application Development
0S07AG | Repalr parts 1 | Lot Not To Exceed
§  825.00000
0508 Transmission Security — Provide for the engincering, designing.
integration, end administraticn of the netwark enceyption and .
mil:y solutions 1n accordance with Gavernment guidelines and et T"klamr ket
:vgé:.lallms and AW Section C, 3.3.2, 3.3.3, 3.5.2 end Appendices T
0509 Deployment support a8 required IAW Section C, 3.1.1,3.1.2, 3.1.5 _l
0510 Technology refreshment (Note B.6) of hardware/software JAW S e e Tt
Seciion C, 33.1
0531 Travel in suppor: of task orders gwarded 1 | Lot Not To Exceed
$ 1,000.000.00
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. CONTRACT USZAZ22-02-D-0017

| APFRIL 2002
Term Incentive Period Ore — 1 April 2007 threugh 31 March 2008
CLIN ltem Description QTY UpP EP
0501 Enterprise Suppon Services for Loczl Area Network
(LANYMetropolitan Arca Network (MAN) and Wide Arca Network
(WAN) - Provide recommendations, planning, integration, and
engimeecing suppart of the development and documentation fur
future IT requirements, architectures, and information assurance
measures 1AW Section C, 3.1.1-3.1.3, 3.3.1, 334, 3.5.1,3.6.1. 3.21,
3.3.2,3.3.3,3.1.9 and Appendices A-E ~ NSP
0601AA | Overal] Program Mapagement of the SOF [rformation Technology
Emerprise effort as defined in Section C. 12 Months 179.311.75 | § 2.151.741.00
060IAB | Sysiems Administration Services 12 Months | 77051841 | § 924622100
0601AC | Information Assurance Services 12 Months 16544275 | § 1,985313.00
0601AD | Configuration Management Suppost Services 12 | Momhs | 7786433 | % 934372.00
OGOIAE | Belp Desk Support 12 | Months | 150.13100 | § 1,801,572.00
D601AF | System Integration end Testing 12 | Months | 450,70041 | § 5,408405.00
0601AQ | Disaster Recovery 12 | Moaths 1784525 | § 214,143.00
0502 Travel in support of CLIN €601 and 0603 | Lot Not To Exceed
$  750.000.00
0603 Surge capability for CLIN 0601 on 2 level of effort basis using Priced o1 Tack Order Level
I 1 )
0602 | | I
Pricad 2 Task Order Level
| | |
0665 Contingericy operations for CLIN 0601 for after normal hours ; > !
as Miﬁedﬁn ki using Section J, Attachmem o T Seeteodl
0506 Infrastructure suppon sexvices — Design, cngineer, install and | l ]
maintain the voice, videq, and dzta infrastructure and upgrades in .
coocdination with the Government JAW Section C, 3.1.4. 3.1.6, 3.1.7 PrEsL e R Lo
and Appendices A-E
O605AA | Voice
0606AB | Video
0606AC | Datz
0607 Hardware and sofiware - Support services for all hardware and
deskrop software; configuration, installai redes, imtegration, ;
Lrajning, and maintenance of desktops, pa:u?.blllrgcmpming @ces. Trostar i Crnlont
and their approved peripherals IAW Section C, 3.1.8,3.2.2,3.2.3,
3.4.1,342.3.43 and Appendices A-B
0607AA | Hardware maintenznce support
0607ABR | Desktop support
0607AC | Training
0607AD | Web Development
0607AE | Database Development
Q607AF | Application Development
0607AC | Repair parts 1 Lot Not To Exceed
$§ 850,000.00
0608 Transmission Security - Provide for the engineering. designing,
iptegration, and administration of the network en on and
secui"; solutions IAW Government guidzlines mgulaﬁons and Ftela Ink el Lol
IAW Section C. 3.3.2. 333, 3.5.2 and Appendices A-E. | |
0609 Dcploymem suppbrrasrcqmmd 1AW Section C, 3.£.1,3.1.2,3.1.§ Priced a1 Task Crder Level
0610 Tecf!ﬂoléo?}; ﬁeshmcnc {Note B.6) of hardware/software 1AW Priced a1 Task Ovder Lewel
Semon 2 1
0611 Travel in support of task orders awarded 1 Lot Not o Exceed
, § 1,000,000.00
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. CONTRACT USZA22-02-D-0017

1 APRIL 2002
Term Incentive Period Two — 1 April 2008 through 31 March 2009
CLIN Item Descripuon QTY UP EpP
0701 Enterprise Support Services for Local Area Network
(LAN)/Metropolitan Area Network (MAN) and Wide Area Network
(WAN) - Provide recommendations, planping, integeation, and
engineering suppon of the development and documentation for
future [T requirements, architectures. and information assurancs
measures JAW Section G, 3.1.1-3.1.3, 3.3.1. 334, 35.1,3.6.1, 3.2.1, NSP
332,333, 3.1.9 and Appendices A-E
0701AA | Overall Program Mamagement of the SOF Information Technology
Buterprise effort as defined in Section C. 12 ( Months | 18385625 |$ 2,206,275.00
0701AB | Systems Administration Services 12 Months | 748.541.08 | § 8,982.493.00
0IMAC | Information Assurance Services 12 | Months | 153,39258 | § 1,840,71L.00
ON0IAD | Configuration Management Support Services 12 | Months 8137475 | § 976,497.00
0701AE | Help Desk Suppon 12 | Months | 124,673.00 | § 1 496,076.00
O70TAF | System Imegration and Testing 12 | Months | 446,65625 | § 35,359,875.00
0701AG | Disaster Recovery 12 | Months 18,343.33 | § 220,120.00
o702 Travel in support of CLIN 0701 and 0703 1 Lot Not To Exceed
3 800,000.00
0703 Surge capebility for CLIN 6701 on a level of cffort basis using ik Tk Ol Gares
A | i
0704 ! I
Priced at Tugk Order Lovel
1 |
4705 Contingen: tions for CLIN 0701 for afier nommal daty hours R
asspec?ﬁe?i_r?ﬂf task order using Section J, Attschment (3; SRS Bl ion
0706 {ofrastructure support gervices — Design, engineer, install and ] l
maintzin the vqioc, video, snd daia infrastructure and upgrades 1n it i it
coardination with the Government [AW Section C,3.1.4,3.1.6,3.1.7 .
and Appendices A-E
0106AA | Voice
9706AB | Video
0706AC | Deta
0707 Hardware and sotware - Support services for all hardware and
deskiop software; configuration, installation, upgrades, integration. :
Lrnining. and maintenance of deskiops, portable computing f:viccs. ek
and their spproved peripherals JAW Section C, 3.1.8,3.2.2, 323,
3.4.1.34.2 3.43 and Appendices A-E
0707AA | Hardware maintenance support
0707AB | Deskiop support
0707AC | Training
0707AD | Web Development
O7T07AE | Database Development
Q707AF | Application Development
0707AG | Repair parts 1 Lot Not To Exceed
3 §75.000.00
0708 Transrassion Security — Provide for (he eogincening. Gesigning.
integration, and administralion of the perwork encryptios and Piced % Tagk Gades Level
sacurity solutlons IAW Government guidelines and regulations and
IAW Section C, 3.3.2, 3.3.3, 3.52 and Appendices A-E
0708 Deployment support a< required LAW Section C, 3.1.1,3.12,3.1.5 Priced at Task Order Level
0710 Technology refrechment (Note B.6) of hardwars/soflware [AW P Tl O LAt
Section C, 3.3.1 |
0711 Travel in suppon of t2sk ordess awarded I |Lat Not To Exceed
§ 1,000,000.00
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Term Incentive Perlod Three — 1 April 2009 threugh 31 March 2010
CLIN ltern Description QTY up EP
0801 Enterprise Support Services for Local Ares Metwork
(LANYMetropolitan Area Network (MAN) and Wide Area Network
(WAN) - Provide recommendations, planning, intagration, and
engineering support of the development and documentation for
future IT requirements, architectures, aod inforTation 2ssurance
messares JAW Section C, 3.1.1-3.1.3, 3.3.(, 334, 3.5.1, 3.6.1, 3.2.1,
3.3.2,33.3,3.1.9 apd Appendices A-E ~ NSP
0801AA | Overall Program Management of the SOF Informarion Techrology
Enterprise effort as defined im Section C. 12 | Months | 18843575 | $ 226122900
OBOIAB | Systcms Admaistrarion Services 12 | Months | 752,508.58 | § 9,030,103.00
D20YAC | Infocmation Assuranee Services 12 | Months | 145767.00 | § 1,749204.00
0201AD | Corfiguration Manapement Support Services 12 | Months 6197891 | §  743.747.00
O801AE | Help Desk Suppont 12 | Months 9245266 | 3 1,109.432.00
08D1AF | System Integration and Testing 12 | Months |} 422.833.00 | S 5.073,9956.00
0801AG | Disaster Recovery 12 | Months 1885141 | § 226217.00
0802 Trayel in support of CLIN 0801 and 0803 1 Lot Not to Exceed
3  850,00000
0803 Surge capability for CL;N 0801 on a kevel of =ffort basis using Bricd 2t Task Order e vel
- I
0804 ' |
Priced at Task Owder Cevel
| L ]
0803 Contd operations for CLIN 0801 for after pormal duty hours 7 =
as ::;:tgeﬁ::y in ?t:: task order using Section J, Attachment (3; ‘Pmd ™ Wk.w i
0805 Infrescucture support services — Design. engineer, install and | ]
maintain the voice. video, and data infrasmructure and upgrades in
coordination with the Government IAW Section C, 3.1.4, 3.1.6,3.1.7 Fvicedon S Quiec Lewn
and Appendices A-E
0BOSAA | Voice
0R06AB | Video
0BGSAC | Dae
0807 Hardware and eoftware - Support services for all hardware and
deskiop software: confi jon, installation, v s, intepration, ;
traiming, and nuinlenanicm:;' deskiops, pcml:ls ﬁ;m grcvim. s
and their approved peripherals IAW Section C. 3.1.8,3.2.2.3.23.
3.4.1.3.42.3.43 and Apperdices A-E
GE07TAA | Hardware maintengnce support
0807AB | Desktop support
0807AC | Training
0207AD | Web Development
0807AE | Database Development
0807TAF | Application Development
0807AG | Repair parts 1 Lot Not To Exceed
S 900.000.00
0808 Transmission Security — Provide fos the engineering, designing, ]
integration, snd admindstration of the network eccryption and Priced a1 Task Order Level
security solutions in accordance with Government guidelines and | '
regulations and JAW Section C, 33.2, 3.3.3. 3.5.2 and Appendix A-
E Priced s! Task Ovdes Level
0809 Deployment suppon as required JAW Section C, 3.1.1, 3.1.2, 1.5 | | [
] 1 1
0810 ;‘;mgg 3;t-t‘lrcshmmt (Mot B.6) of hardware/software JAW T
0811 Travel in support of task orders awarded 1 Lot Not To Exceed
§ 1.000,000.00
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Term Incentive Perlod Four -1 April 2010 through 31 March 2011

CLIN hem Description QTY UP EP

0901 [ Bnerprise Support Services for Local Area Network
(LAN)Metropolitan Area Network (MAN) and Wide Area Network
(WAN) - Provide recommendations, planning, 1negration, and
engineering support of the development and documentation for NSP
future IT requirements, architectures, and information asstrance
measares JAW Section C, 3.1.1-3.1.3, 33,1, 334, 35.1,. 36.1,3.2.1,
3.3.2,3.3.3. 3.1.9 and Appendices A-E

0%01AA | Overall Program Management of the SOF Information Technology

Enterprise effort as defined in Section C 12 | Months 193,398.00 | § 2,320.776.00
0901AB | Systems Administration Services 12 | Months 728.501.91 | § 8,742,023.00
0901AC | Information Assurance Services 12 | Months 129,385.16 | § 1.552,622.00
0901AD | Configuration Managerent Support Services 12 | Manths 5440158 | § 77281900
0901AE | Help Desk Suppont 12 | Months 87.288.16 | § 1047 458.00
0901AF | System Integration and Testing 12 | Months 37261008 | § 4.471,321.00
0901AC | Disasier Recovery 12 | Monihs 1944683 | § 233,362.00
0902 Travel in suppart of CLIN 0901 and 0903 I |Lo Not To Exceed

) §  900,000.00
0903 Surge capability for CLIN 0901 on 2 Jevel of effort basis asing Srioed 2 Task Order Level

Sectian J, Aachment 1 1 [

0504 | I |
Priced at Tusk Order Leved
| | |

0505 Contingency opecations for CLIN 0901 for afler normal duty hours ; ! '

as specified in the task order using Section 1. Attachment (3). . pnmaa'ml(omuw 2
0205 Infrastructure support services — Design, engineer, install and ! J P

maintain the volce, videg, and data infrastruciure and upgrades in )

coordination with the Governmene IAW Section €, 3.1.4, 3.1.6,3.1.7 Frcadar g Kecce Lowl

and Appendices A-B

0906AA | Voke

OMAB | Video
0908AC | Dan
027 Hardware and software - Support services for all hardware and
deskiop software; configuralion, installatior, upgrades, intcgration, Pricad ad Tish ey Level

training, and maintenance of desktops, portable computing devices,
and their approved peripherals |AW Seczion C, 3.1.8,3.2.2, 3.2.3.
3.4.1.3.4.2, 3.4.3 and Appendices A-E

0907AA | Hardware maintenance support

0907AB | Deskiop suppont

0907AC | Trainimg

0507AD | Web Development

0907AE | Database Development

03Q07AF | Applicotion Development

0907AG | Repair pams I | Lot Mot 10 Exceed
" § 925,000.00
0508 Transmission Seeurity — Provide for the engineering, designing,
integration, and admunisiration of the network encryption and Priced at Task Orcer Level

sesurity selutions TAW Government guidelines and regulations and
IAW Section C, 3.3.2, 3.3.3, 3.52 and Appendjees A-E

0209 Deplayment support as required IAW Sectien C, 3.1.1,3.1.2.3.1.5 Priced ul Task Order Lavel
I T
o110 g:::x[?:g 'r_:flreshmmr (Note B 6) of hardware/soflware TAW - vl
0911 Travel in support of task orders awarded 1 LOT Not to Excesd

$ 1,000,000.00
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Dptional Transitionlng Period -Three month pertod beginning dey after last date of final ordering period or term
incentive perfod, whichever Is later (Reference Section H, Paragraph H.26).

CLIN Itemn Description QTY urp EP
1000 Trapsitioning CLIN - If exercised this option will be for transitioning
services back to the Government or industry partner based on 1 Job $4,911,957.60"
competition.
1001 Travel for wansitioning (CLIN 1000) 1 Lot Not to Exceed
$ 250.000.00

*This amount is for the transitioning of the FFP CLEN Ox01 support. This amount does not Include

transitioning of any Task Ordars under the Contract T&M GLINs active at the end of Cordract that the Govermment may
reguire.
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United States Special Operations Cammand (USSOCOM)
Enterprise Information Technology Contract (EITC)

Requirements Document

1.0 INTRODUCTI

1.1 PURPOSE. The purpose of this Requirements Document is to define the
support required for all elements of USSOCOM in all aspects of the IT enterprise.

1.2 OBJECTIVE. The objectives of this contract are to: 1) achieve Command-
wide interoperability for all aspects of the IT enterprise, 2) establish standardized
operations, 3) increase overall performance and communications, 4) reduce
costs, 5) provide a single point of contact for the overall management of the [T
enterprise, and 6) manage technology refreshment for the SOF enterprise. The
cultural impact to SOF must be minimal ai the outset but change is expected
throughout the contract life. The implementation of an enterprise wide concapt
will properly focus the Command’s program to achieve improvements. Most
notably, this concapt will provide complete visibility for the Command Chief
information Officer in terms of where limited Major Force Program (MFP) 11
dofiars are apptlied for Information Technology. It will provide specific visibility
into areas where duplication occurs and offer opportunities for cost savings. An
enterprise approach for the IT contract will give a "Big Picture” of fotal asset
vigibility and allow Commander in Chief Special Operations Command
(CINCSOC) and SOF Commanders to make better and mora informed decisions.
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1.3 SCOP

The scope of this contract includes the planning, management, and
operation and maintenance (O&M) of all garrison and deployed Wide Area
Networks (WAN), Meiropolitan Area Networks (MAN), Local Area Networks
(LAN), and the communication and network infrastructures for data, voice, and
video. This contract includes the O&M, development, integration, testing,
training, and customer support for all desktops, portable computing devicss,
applications, messaging systems, databaseas, and web services used by SOF.
This contract also includes information assurance, transmission, and
communication security requirements, requirements management, configuration
managemend, hardware maintenance, and disaster recovery. The general
support functions for this contract are defined in Section 3. The specific support
requiremenis and locations are identified in appendices A through E. Note that
noet all locations require all services.

2.0 APPLICABLE DOCUMENTS. The applicable documents for this contract
include, but are not limited to, those listed below. The contractor will be expacted
to comply with all DeD ragquirements including specific service and agency
reguiations. The contractor shall use the latest version of the applicable
document. Documents listed are unclassified unless ptherwise noted.

Document Referance Number (if any) | Document Title

AFSCCI 33-201 AFSOC Communication Securily for information Systemns
{Networks) Processing at the Sensitive Unclassified (SU)
Level

AFSOC! 35-302 NATQ Classifled Handling Praceduras

AFSOC) 33-303 AFSCC Web Proceduras

AFSOC HQ Operating Instruction (HOI) Fire Protection

321

AFS0C HOI 33-2 HQ AFEOC LAN Sacurity Proceduies

AFSCC HOI 31-2 Emiry Procadures to HQ AFSOC Bullding

AFSOC HOI 31-401 Shredding Procadures for HQ AFSOC

AF1 33-211 Hurfburt Fiald Supplemant Communication Security (COMSEC) User Requiremanis

Hurlburt Fiald Instruction 33-115 Hurthurt Fisld Network Control Center

Husrlburt Figld Inetruction 33-128 Bage Network Web Server Managsment and Publishing

AF1 83-104, AFSOC Supplament Base Level Planning and implamentation

| AFt 33-114, AFSOG Supplsment Software Managemert

AFl 33-115, AFSOC Supplement Networks Management

AF1 33-322, AFSOC Supplement Records Program Managemeni

AF| 33-332, AFSCC Supplement Alr Force Privacy Act

USSCCOM 70-1 Acquisition Management Systern Policy

USSOCOM 380-3 (nformation Assurance Pragram

USSOCOM 380-1 Information Security Program
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USSOCOM 25-10 Telecommunicalions
USSOCOM 2511 Wireless Talecommunications _mi
USSOCOM Policy Memo 00-05 USSOCOM DoD Red Switch Network System |nstructions
USSOCOM Policy Memao D0-07 Computer Hardware/Software Enbry/Exit Policy
USSOCOM Policy Memo 01-12 Contrel, Passage, 2nd Usage of Partable Electronic Devices
within Heedquariers, United States Spetial Operalions
Command
USSOCOM Policy Memo D1-14 GCCS User Account Procadures
USSOCOM Policy Memo 88-13 Parsonal Use of Fedaral Telecommunications
C4\AS Concept of Operations
SOF-IV Cancept of Operations
TACLAN Concept of Operatiens
VTC Concept of Operations
SIM Concept of Operations
Department of Defense intsfiigence Information Systems
(DoDliS) Enterprise Management Strateqy (DEMS)
DoDIlS Entarprise Transiton Methodology (DETM)
DoDiIS Instructions
USASOC Reg 25-70 Information Management: Automnation — ASOCNet Security
USASOC Rag 25-72 Information Managemanit: Automation - ASOCWab
USASOC Reg 380-3 Malicious Software
USASOC PAM 25-1 Information Managament: Management of Subdisciplines —
Information Technology Requirements Valldation end
Procurement _
| USASCOC Policy 5-00 Information System Security Monitoring
USASOC Policy 07-01 Procedura for Government and Employse-Owned Electronic
Sq;:':l)ment and Devices Entering or Exiting USASCC HQ
Uikd g
USASOC Policy 09-01 Acquisition Procasas for Poriable Electronic Devices (PEDs)
_ and Wirsless Portable Digltal Assistants (PDAs)
USASOGC Policy 14-0t Parsonafly Owned Computers/IT Davices Policy
USASOC Policy 15-01 USASOC Wirelass Technologies Policy
USASOC Policy 17-01 Foraign National Aocess fo USASCOC Autometed Information
Systams [AIS) Policy
USASOC Policy 22-D1 USASOC STAMIS Training and Cevtification Policy
USASOC Policy 25-88 Automated Message Handling System {AMHS)
USASOC Policy 40-88 Use of Govamment-Cwned or Leased Information Mission
Area Resources
US Army Reg 25-1 Information Managemsnt: The Army Information Resgurces
Mamagement Program
US Army Reg 310-25 Dictionary of US Army Terms
US Army Reg 310-50 Authorized Abbraviations, Brevity Codes, and Acronyms
| LIS Amy Reg 380-5 Dapartmeni of the Army information Securily Program
US Army Req 380-18 Information Systems Security
US Army Reg 380-53 Information Systems Security Manitoring
LIS Army Req 735-5 Policies and Procaedures for Propery Accountghility

3.0 REQUIREMENTS. The contractor shall provide services defined in this
section. This section, appendices A through E, and the SLAs in attachment 1
define the basic functions required upon award of the contract. The site unique
funclional support requirements are defined in appendices A through E. Specific
as-is system information and goverming directives, policies, and procedures are
identified in the bidder’s library. In addition to the basic support contract,
individual task ordsrs may be issued within the function areas defined in this
section.

3.1 INFORMATION TECHNOLOGY SYSTEMS SUPPORT.
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3.1.1 LANJMAN SUPPORT. The contractor shall operate and maintain local and
metropolitan (Campus) area networks at sites designated in Appendices A-E at
various levels of security clagsification in accordance with DoD regulations and
site procedures. The contractor shall recommend, install, and integrate network
enhancements. The contractor shall ensure full interoperability and a seamless
connsction between all internal and external systems. Support will apply to
garrison and deployed systems, remote network systems, and legacy systems.
The following paragraphs define the LAN/MAN support required.

a. Provide communication support to all garrison and deployed users on
the LANs/MANS, to include remote access users, to maintain reliable
operational status.

b. Provide the support to interconnect geographically co-located Local
Area Networks and Metropolitan Network attached devices.

c. Provide system adminisiration support for all MAN/LAN servers
(network, mail, web, database, application, efc.) to maintain reliable
operational status.

d. Provide support to address the specific mission requirements of each
site, with regard to security, functionality, classification, performance (such
as latency within the MAN boundary and packet loss), survivability
(including fauit tolerancs), interoperability, network management, and total
bandwidth available to accommodate surge requirements.

e. Plan, conduct, test, and document systemymaintenance upgrades for
LAN/MAN hardware, firmware, and software (8.g., servers, switches,
routers, and back-up equipmant), to include information protection
measures. Coordinate with vendors to apply vendor-supplied corrsctions
to operating systems and applications on application servers. Implement
new operating systems, applications, and system updates to
systems/software applications as applicable.

I. Provide daily, weekly, and monthly back-ups of core data and network
servers and restoration of data. Transfer back-ups o off-site storage in
accordance with site standard operating procedures {(SOPs).

g. Coordinate planned upgrades and outages in accordance with Site
SOPs.

h. Provide system administrator support after normal werking hours. Site
spedific requirements are defined in appendices A through E.

i. Manage user accounts, system policies and profiles. Maintain host
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lables (printers, workstations, servers, etc.) on enterprise servers.

j- Coordinate with the Government on administration activities with
external organizations (Defense Information Systems Agency (DISA),
National Security Agency (NSA), National Imagery and Mapping Agency
(NIMA), eic.) to ensure compliance and interoperability with axternal
systems and the Global Information Grid (GIG).

k. Provide maintenance and connectivity to all required legacy systems
and applications.

I. Coordinate with the Information Assurance/Information Systems
Security Officer (ISSO) staffs to implement and enforce network security
measures. Provide technical support to DISA and other government
agencies to improve network security.

m. Provide expertise and technical assistance to remote system
administrators at component locations worldwide. Support exercises and
deployments, remote or deployed, while maintaining the basic garison
support requirements.

n. Collect, analyze and provide natwork statistics (e.g., central processing
unit {CPU) utilizalion, memory utilization, hard drive space, application
usage, and bandwidth wtilization) for the government.

0. Based on the data collecied, provide while paper recommendations o
improve overall performance to the government.

3.1.2 WAN SUPPGCRT. The contractor shall operate and maintain wide area

networks betwsen designated sites at various levels of security classificati
The contractor shall install and intsgrate network enhancemsnis.

remote network systems, and legacy systems in accordance with Defense
information Technology Security Certification Accreditation Procedures
(DITSCAP) and other DoD and agency directives. Tha following paragraphs
define the WAN support required.

a. Provide support for maintaining reliable connectivity for the existing
wide arsa neitwork (WAN) between geographically separated
users/devices. Provide suppori to maintain rafiable connectivity between
all SOF and DISN users via applicable networks (NIPRNET,_
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b. Provide connaction to external networks to include, but not limited to,
mmusmoefem Résssrnh Encirdering Notwork
iDHEH“ , Pubiic Switched Telephone Network (PSTN), the internet,

¢. Operate and maintain all WAN communications eguipment fo includs,
but not limited to, Asynchronous Transfer Mode (ATM), IDNX, Routers,
switches, and network managemeant tools/platforms.

d. Provide problem resolution to the WAN and the SOF enterprise as a
whole. Problem resolution may include repairing, replacing, or
coordinating with vendors.

e. Plan, conduct, test, document, and implement systerm/maintenancs
upgrades for WAN hardware, firnware and software (e.g., servers, hubs,
routers, and back-up equipment). Coordinate planned and unplanned
upgrades and outages in accordance with Site Standard Operating
Procedures (SOPs).

f. Support exeréises and deployments as required. Support exercises and
deployments, remote or deployed, while maintaining the basic garrison

suWn ﬁuirements. Provide engineering and maintenance for all

g. Provide dstailed reporis on network performance, utilization, and
reliability to the government.

h. Based on the data coilected, provide white paper recommendations to
improve overall performance to the govermment.

3.1.3 NETWORK MANAGEMENT SUPPORT. The EITC shall monitor the
overall network, resolve enterprise system faults and implement approved
security policies and procedures. The following paragraphs defing the enterprise
management support required.

a. Provide customer technical assistance for solving enterpnsa problems
24 hours x 7 days a weak.

b. Monitor the overall network, resolve enterprise system faults,
implerment approved sacurity policies and procedures, perform real-time
bandwidth load management, and manage enterprise-wide performance.

3.1.4 INFRASTRUCTURE SUPPORT. The contractor shall design, implement,
and maintain the voice, video, and data infrastructure and upgrades in
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coordination with the govermment. The coniractor shall document the initial IT
requirements and participate in the infrastructure design process at directad
sites. The following paragraphs define the infrastructure support required.

a. Provide support to maintain the emerprise infrastructure for data, video,
and voics networks connecling all SOF siles. Coordinate voice
requirements with the service level communication support.

b. Insure lull interoperability and seamless interface across the SOF
enterprise and between the SOF enterprise and all extemal systems to the
enterprise.

¢. Provide problem resolution to all sections of the SOF enterprise and
the enterprise as a whole. Problem resoluticn may include repairing,
replacing or coardinating with vendors.

d. Design, coordinate, test, install, document, and maintain all
infrastructure components (e.g., cable, circuits, fiber, pipe, conduit, etc.).

o. Manage connectivity with tactical systems to include future mission
planning systems and architectures.

3.1.5 DEPLOYED COMMUNICATIONS SUPPORT. The contractor may
deploy, operate, and maintain deployed communications devices as required by
the government. The following paragraph defines the deployed communications
support requirad.

Provide necessary services required for sustaining the transmission

and/or communication path between geographically separated
users/devices (8.g., satellite, l2ased lines, wireless, etc.). Support access
trom tactical sites back to garrison based sites.

3.1.6 VOICE SUPPORT. The contractor shall configure, test, install, upgrads,
and maintain SOF managed voice infrastructuras either garrison or deployed for
all levels of classification in accordance with applicable DoD reguiations. The
lollowing paragraphs define the voice support required.

- a. Provide the installation, testing, operation, maintenancs, and
management of designaled voice communications systems and
associated equipment (e.g., PSTN, DSN, VOIP, efc.). Coordinate
telephone requirements with the service level communication support.

b. Provide all services required to sustain the axisting voice
communications systems between geographically separated
users/devices.
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3.1.7 VIDED SUPPORT. The contractor shall configure, install, upgrade,
maintain, and operate video infrastructures, either garrison or deployed, lor all
levals of security classification. The contractor shall ensurs full interoperability
and a seamless cennection between all internat and extarnal systems to include,
but not limited to, DVS-G, NIPRNET, IIIININGEGEEEEE e following
paragraphs define the video support required.

a. Provide the installation, operation, maintenance, and management of
video communications systems and associated equipment (e.g., VIC,
deskiop VTC, video sirsaming efc.).

b. Provide all servicas raquired to sustain the existing video
communications systems batween geographically separated
users/devices.

c. Parform VTC confarence scheduling.

d. Manage and maintain infrastructure to provide high bandwidth
capacities for passing near real time video.

3.1.8 HARDWARE MAINTENANCE SUPPORT. The conftractor shall maintain
all SOF WAN/MANALAN garriscn and deployable hardware to inciude
communication and network devices and network servers. The following
paragraphs define the hardware maintenance support required.

a. Maintain all SOF hardware resources to include, but not limited to,
communication and network devices and network servers.

b. Maintain and report statistics on failure rates using industry standards
on a monthly basis.

¢. Provide repair parts for corrective action within designated response
times in accordance with sita procedures.

3.1.8 DISASTER RECOVERY SUPPORT. The contractor shall define,
document, and execute catastrophic failure recovery procedures. The following
paragraphs define the disaster recovery support required.

a. Plan, document, and execute catastrophic failure and disaster recovary
procedures (Hurricane, ECU/HVAC, Power, etc.).

b. Draft, finalize, and maintain a communications annex to the Continuity
of Operations Plan for approval by the Government.

3.2 CUSTOMER SUPPORT.
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3.2.1 HELP DESK SUPPORT. Provide technical assistance, troubleshooting,
and support to IT systems for all levels of classification. The follawing
paragraphs define the customer support/help desk support required.

a. Provide customer technical assistance for solving problems. Specific
support requirements are identified in the site appendices.

b. Log, track, process trouble calls, cotrect problems, and provide status
feedback to users.

¢. Provide telephonic, on-line, and/or in-person troubleshooting and
technical suppon.

d. Coordinate status of irouble tickets with other maintenance sections.

g. Coordinate and schedule [T assat downtime in accordance with site
procedures.

f. First level of troubleshooting must have experience or training
equivalent on the use of Command standard office automation products.

g. Provide detailed reports on problem occurrences and resolulion
methods in a readable formal for the government.

3.2.2 DESKTOP SUPPORT. The contractor shall provide support for the
configuration (sofiware and hardware), installation, upgrades, intsgration, and
maintenance of deskiops, portable computing devices, and their approved
peripherals. This support shall inciude LAN based and stand-alone computers in
accordance with established configuration management and security procedures.
The following paragraphs define the deskiop support required.

&. Configure and manage customer workstation and portable computing
devices and peripherals.

b. Provide problem resolution to all desktop workstations and portable
computing devices and peripherals. Problem resolution may include
repairing, raplacing, coordinating with vendors, or assumption of
functionality by a redundant system.

c. Insure full interoperability and seamless imerface of deskiops, portable
computing devices, and their approved peripherals to LANs/MANS.

d. Provide hardware and software updates and upgrades to desktop
workstations, portable computing devices, and peripherals.

e. Maintain and report statistics on failure rates using industry standards
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on a monthly basis.

f. Provide support for maves, additions, and changes that are directed by
the government.

3.2.3 TRAINING SUPPORT. The contractor shalf analyze, recommend, prapare,
and implement appropriate training for IT services, devices and applications as
directed by the Government. The following paragraphs define the training
support required.

a. Analyze, identify, document and implement the form of training most
effective and efficient for customers and administrators.

b. Schedute user-training requirements and maintain training records for
all users.

3.3 PLANNING AND ENGINEERING SUPPORT.

3.3.1 ENTERPRISE INFORMATICN TECHNOLOGY PLANNING SUPPORT.
The contractor shall provide recommendations, planning, integration, and
engineering in support of the development and documentation of future IT
requirements and architectures. The following paragraphs define the enterprise
information technology planning support required.

a. Provide planning, engineering, documentation, and implementation
support for future IT functionality. Maintain a technology refreshment plan
for the SOF enterprise.

b. Manage enterprise and site level IT requirements. Produce cost and
time estimates of IT infrastructure requirements.

¢. Recommend network upgrades to support telecommunications
requirements.

d. Develop and maintain a garrison and deployed IP addressing schemes
for all networks.

e. Develop and maintain command architectures (operational, system,
technical, etc)) to include graphically documenting all WAN/MAN/LAN
architecturas/topologies.

3.3.2 SOF INTEGRATION FACILITY (SIF) SUPPORT. The contractor shall
provide planning, support documentaticn, testing, integration, and version
upgrades of enterprise infrasiruciure, hardware, and software. The following
paragraphs define the system integration and testing support required.
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a. The contractor shall maintain a quality management system that meets
the requirements specified by the International Standards Organization
(ISO) 9001: 2000. Maintenance of the quality plan inciudes identifying the
gaps that axist betwsan the |SO standard and SIF cument processes. The
contractor shalf prepare and implement additional processes and
procedures to insure a total quality management organization that
supporis the SOF Information Enterprise with quality Information
Techneology producis and services.

b. The contractor shafl manage projects based on the principals of the
Project Management Institute (PMI), the industry standard for project
managemsnt training and cerification. Project management shall address
Integration Management, Scope Management, Time Management, Cost
Management, Quality Management, Human Resource Management,
Communications Management, Risk Management, and Procurement
Management

¢. The contractor shall perform research, writing, revising, and editing of
technical documentation developed and used by technical parsonnel. The
contractor shall maintain the cofficial SIF web site and publish written
material 1o the web site.

d. The contractor shall maintain total accountability of all automated
information systams (AIS) equipmant assigned to the SIF. The contractor
shall track new hardware, software and license purchases and
demonstrate ties to projects in the Project Management Plan (PMP). The
contracior shall control all documentation and media produced by the SIF
and delivered to the operational SIE.

e. The contractor shall manage and control the development and test
environments ta insura all products producad are developed in an
environment that mirrors the operational SIE environment as closely as
economically feasible. The contractor shall manage the configuration of
ali project versions within the SIF.

f. The contractor shall propose solutions to meel change requests that
maintain interoperability with the SIE and DeD Global Information Grid
(GIG). The contractor shall test prior to deployment, and coordinate
system, preduct, and service roll outs with the Government to facilitate
implementation and to minimize impact to users.

g. The contractor shall develop interoperability test plans and procedures
for all modifications of the operational SIE baseline. The contractor shall
verify that interoperability is intact upon completion of the modification,
and provide for intercperability monitoring during fielding. The
Interoperability Test plan shall provide for a series of mechanisms that
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. detact unaccaptable trends in performance that indicate that the software
and hardware installed, companent sefttings, and/or procedures are not in
compliance, and must be corrected to support interoperability.

h. The contractor shall support various Program Managers with tislding
tested and approved solutions. Releasas shall be automated and
deployed and monitored ramotely as much as possible. The contractor
shall be required to support hardware/software deployments io any SOF
location when an automated process is not possible.

3.3.3 Slte Integration Support. Individual SOF sites may require support for
service and site unique integration activities. All integration functions performed
at SOF siles will be coordinated with the SIF and conducted in accordance with
applicable service, SIF, and industry standards. The following paragraphs define
the site support raquired.

a. Plan, develop, migrate, test and integrate sarvica and site unigue
hardware and software in accordance with applicable service, SIF, and
industry standards.

b. Document ail steps necessary in the integration of service and site
unique hardware and scftware (e.g., acceptance testing, development
procedures, migration procedurss, and test procedures.) in accordance
with applicable service, SIF, and industry standards.

3.3.4 System Integration Management (SIM) Support. The contractor shall
provide program management support for systems integration, as outlined in the

following paragraphs.

a. The Contractor shall support the enterprise program management
effort by providing Command Control, Communications, and Computer
Information Surveiliance, and Reconnaissance (C4ISR) systems
intagration management expertise in support of intelligence, automation,
communication, mission planning, and information technology programs.
This pregram management support includes the innovative establishment
and management of organizational processes designed to monitor
migrafion systems for managerial-level integration of new functionality into
Information Technology (IT) architectures. This support has as its
objective tha provision of Government visibility into program schedules,
performance, and risk to facilitate daliberate planning and decisions.

b. The Contractor shall develop and maintain the USSOCOM Department
of Defense Intelligence Information System {DoDIIS) Site Transition Plan
(STP) using the standards in the DoDIIS Enterprise Transition
Methodolegy (DETM). The Contractor shall drafl or raview associated
documentation for enterprise plans and programs. Efforts shall include
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documentation review of altemative systems and the
identificatior/analysis of programmatic and tachnical issues. The
Contractor shall prapare or review briefings, memoranda, and documents
as required.

¢. The Contractor shall support planning conferances, In-Progress
Reviews, Managers Group Meetings, tachnical exchange mestings, and
demonstrations of functional capability. -

3.4 APPLICATION DEVELOPMENT AND SUPPORT.

3.4.1 WEB DEVELOPMENT AND SUPPORT. The contractor shail support the
development, migration, testing, documentation, integration, and maintenance ot
government off-the-shelf (GOTS) / contractor off-the-shelf (COTS) web basad
software, applications, and content in accordance with applicable DoD
regulations. The following paragraphs define the web development and support
required.

a. Maintain all web servers, manage web security requirements, and
serve as the web technical focat point.

b. Devslop, migrate, test, document, integrate and maintain web-based
software and applications {(Cold Fusion, Visual Basics, Shell, Java, Perl,
JavaScript, C/C++, efc.).

¢. Provids customers with support for the creation of wab pages to
include graphics intagral to the documents.

d. Manage user files and diractory structures on web servers tc ensure
appropriate operation and isolation of separate application areas and
maintenance of links.

3.4.2 DATABASE DEVELOPMENT AND SUPPORT. The contractor shall
support the development, migration, testing, documentation, integration, and
mainienance of current and legacy GOTS/COTS databases, database software,
applications, and content in accordance with applicable DoD regulations. The
following paragraphs define the database development and support required.

a. Develop, migrate, test, document, intaegrate, and maintain databases,
applications, stored procedures, and associated reports and forms.

b. Provide system adminisiration for database servers.
¢. Provide consulting services to users on database development.

3.43 APPLICATION DEVELOPMENT AND SUPPORT. The contractor shall
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support the development, migration, testing, documentation, integration, and
maintenance of current and legacy GOTS/COTS software and applications in
accordance with applicable DoD regulations. The following paragraphs define the
application development and support required.

a. Develop, migrate, fest, document, ilegrate, and maintain software and
applications.

b. Pravida consulting services to users on application and software
development.

¢. Provide maintenance and connectivity to all required legacy systems
and applications.

3.5 INFORMATION ASSURANCE SUPPORT.

3.5.1 INFORMATION ASSURANCE SUPPORT. The contractor shall support
the development, testing, documentation, integration, operation and maintenance
of the information assurance infrastructure. The contractor shall assist in the
development, maintenance, and implementation of information assurance
policies, proceduras, centification, and accreditation in accordance with
applicable DoD regulations, computer emergency response teamv/information
assurance vulnerability alert (CERT/IAVA) notices, and best business practices.
The following paragraphs define the information assurance support required.

a. Design and implement a multi-laysred architecture and approach for
system and network security.

b. Respond to network intrusion, virus or malicious code attacks or
change of INFOCON.

¢. Perform vulnerability analysis and network audits.
d. Provide security testing of all new or upgraded software or hardware.

e. Assist in formulating, updaling, and implementation of SOF Enterprise
wide information assurance policies and procedures.

f. Assist in the review and/or development of certification and
accraditation packages.

3.5.2 TRANSMISSION AND COMMUNICATIONS SECURITY SUPPORT. The
contractor shall provide for the engineering, designing, integration, and
administration of network encryptiocn and security solutions in compfiance with
the applicable goverment guidelines and regulations. The following paragraphs
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define the transmission and communications security support required.

a. Provide supporl for CRYPTO administration and re-keying of all
encryptad communications devices.

b. Engineer, design, test, integrate and administer network encryption and
security solutions (e.g., PKl, FORTEZZA, Smart Access Card.)

3.6 CONFIGURATION MANAGEMENT SUPPORT.

3.6.1 CONFIGURATION MANAGEMENT SU PPORT Provide and maintain an
up-to~dale inventory and configuration for all operational infrastructures,
hardware, software, and software licenses including warranty information. The
following paragraphs dsfine the configuration management support required.

a. Provide hardware, firmware, software, and infrastructure configuration
management for the information technology enterprise.

b. Provide management of operational software licenses.
€. Provide management of hardware warranties.

d. Provide hardware and software configuration management for SOF
and Service information technology programs.
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SECTION D ~ PACKAGING AND MARKING

D.1. 5652.247-9000 Packaging & Marking - F.0.B. Destination (1998)

The shipping address, contract number, device number, and any other “MARK
FOR"® information shall be clearly marked on the outside of all paciages shipped
under this contract. information shall be easily identified without opening the
package. This information shall also be included on the inside of all packages.
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SECTION E - INSPECTION AND ACCEPTANCE
E.1. 52.252-2 Ciauses Incorporated By Reference (FEB 18399)

This contract incorporatas ons or more clauses by refsrence, with the same force and sffect as if they
were given in fulf text. Upon request, the Contracting Officer will make their full text available.

52.246-4 Ingpection of Servicas ~- Fixed-Prica AUG 1986
52.246-5 Inspection of Services - Cost-Reimbursement APR 1984
522466 inspection--Time-And-Material And Labor-Hour MAY 2001
252.248-7000 Material Inspection And Receiving Report DEC 1291

E.2 Government Ingpection and Aecepiance

Govemment inspecilion and accepiance shall be parformed by the Governmant Requiring Activity Official
(RAQ) designated in sach individual task order or by the Contracting Officer Repressantative (COR) for
that area. :

E.3 52.245-11 Higher-Level Contract Quality Requirement  (FEB 1893)

The Contractor shall comply with the higher-level quality standard below:
] 001: 2 uality Managemsnt ms — Regui or eguivalent.

NOTE: Submission of the succassful offeror's Quality Control Plan (QCF) due 90 days after coniract start
date. The Government Quality Assurance Survelllance Plan (QASP) will be developed to assure
contractor compliance with a quality system that is compliant with ISO 3001,

** |S0-8001: 2000 cartification is not required at contract award. The successiul offeror is, however,
required to inform the Governmaent if this certification is received during the life of the contract. At that
tima, ISO-5001 certification will be incosporated into the contract as a requiremant.

E.4 5652.246-9001 Material Inspaction and Recelving Reports (DD 250) Malllng Addresses (1998)

Material Inspection and Receiving Reports shall be malled in accordance with DFARS 252.246-7000 fo
the following addrasses:

(1} One copy RAO Address: Will be dslineated on each task order.
{(2) One copy COR Addrsss: Will be dalineatsd on each task order,
(3} One copy Contracting Addrass: Will be delineatad on sach task order.

(4) Ona copy Pracurement Offics:

USSOCOM

ATTN: SOAL-KB (EMC Contracting Officer)
7701 Tampa Point Blvd

MacDill AFB, FL 33621

{5) One copy Payment Office:
DFAS-Omaha FP hitp:fAwww. dfas.mil/
PO Box 7020 Phone: 402-232-3168
Bellevus, NE 88005-1920 Fax; 402-232-3458

END OF SECTION E
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SECTION F - DELIVERIES OR PERFORMANCE
F.1, 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This contract incorporates one or more clauses by referencs, wilh.the same force and effect as #

they were given in full text. Upon request, the Contracting Officer will make their full text
aveilabla.

§2 242-15 Stop-Work Order {Aug 1983) - AHernale | APR 1984
52 24217 Governmant Delay of Work APR 1984
852.247-34 F.0.B. -- Dastination NOV 1921
F.2 Ordering Periods

The tollowing conditions apply to this requirement;

(a) Place of dslivery will be dalineated on each individual task order under FOB destination terms.
{b) Period of performance for this contract, Including the five ordering pariods, four award term
incentive pariods, and transition/phase-out option, shall not excead 1 April 2002 to 30 June 2011.
The transttion/phase-out option period is established and can be sxecuted at any tima after the
contract is set.

{c } Each ordering period will not exceed 12 months in duration unless sooner terminated under
the terms of the conract. Any incentive periods awardad will not exceed 12 months per incentive
period.

F.3 Delivery Locations

(a) Information Technology Servicas will be performed in accordance with the DD Forms 1423,
Contract Data Requirements Lists (CDRLs), and as specified in the individual task arder(s).

(b) The Technology Refreshment CLINs “ship to address” will be delineated in each individual
task order. '

END OF SECTIOM F

Page F.1




SECTION G - CONTRACT ADMINISTRATION DATA

. CONTRACT USZA22-02-0-0017
1 APRIL 2002

G.1. ACCOUNTING AND APPROPRIATION DATA:

ACRN, Accounting Classification Data and Amount to be fillad in at contract award and/or in individual task
orders.

CONTRACT AWARD

+8.035,060.00

ACRN  AMOUNT REQUSTTION NUMBER(S) ACCOUNTING CLASSIFICATION

AA $5,935,660 CRAR2020570100 9720100 56SF SC2 5254 VECCS2 010000 59200 013432 5252700 F25700
C4A32020700200 _

AB $1,062,300 1610020700100 §720100.56SF S5C2 52SF EXE240 010000 59200 013453 525700 F25700

AC  $426.100.00 1J610020700100 9720100.56SF SC2 525F EXE260 010000 58200 013453 525700 F25700

AD  $491,000.00 1J610020700100 5723600 302 5201 1SNS0O 040000 58200 31336F 525700 F25700

AE $120,000.00 MIPRZMEHBO1003 2122020 0000 0 50 5019 432140.00000 25F8 00000 MIPR2MEHR01003

HBSCES 531007
Funds will be avallable on 1 Cct 2002 to fund the remaining amounts on CLINs 8001 and 0002.

SEE FUNDING SCHEDULE AT PAGE G-1{A) (Exce! Spreadshest)

G.2. 5652 232-9000 Funding Schedule (1398)

(a) In accordance with FAR 52.232-22 Funds inthe amountof§__ have bean allottad to cover
contract pertarmancs throlgh .

(b} It is anticipated that additional funds will be obligated in accordance with the fallowing schedule.

G.3. 5652.232-8003 Instructions to Paying Oifice (1998)
(a) The Contracting Office Point of Contact is:

Contracting Officer

United States Specizl Operations Command
7701 Tampa Peint Bivd.

MacDill AFB, Florida 33621-5323

(b) The Requiring Activity Official (RAO) will be delineated on each individual task order.

(c) Payment will be made by the office designated in Block 12 on Standard Form 28, Block 25 on Standard
Form 33, or Block 15 on DD form 1155, ar otherwlss designated paying office. Invoice(s) should be
forwarded directly to the designated paying office.

{d) Payment to the contractor shall be mailad to the fcllowing addrass:
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G.3. 5652.232-8004 Distribution of Vouchere/Invoices {19598)
(2) The contractor shall forward vouchers/invoices to the addresses below in a simultansous mailing.

(1) The original and six {8) copies shall be submitted to Defense Contract Audit Agency (DCAA) office
if a cost type contrace, or to the Defense Finance Accounting Service (DFAS) office if other than
cost contract. The cognizant office addrass is:

DFAS-Omaha FP

0O Box 7020

Bellevug, NE 68005-1920

Phone: 402-232-3168 Fax: 402-232-3468
{2) Ona electronic copy shall be submitted to:

The Requiring Activity Official and the Contracting Officer Reprasentative as delineated on the
individual task orders.

(3) One electronic copy shall be submitted to the Contracting Officer or the Specialist.

(b) Contract Compistion voucher shall be submitted to the Contracting Officer and a copy to the primary
Contracting Officer’s Representative (COR) for approval and transmittal to the cognizant disbursing office.

G.4. Award Term
(a) Award Term Administration: The award term avaluation will be completed on an annual basis. The

annual evaluation will be comprisad of two successive 6-month "interim® evaluations and be averagsed
fo cbtain the “final® annual scors. The annual score will be used as the basis for any award term
decisions. The first year of the contract will be evaluated on a “transition” basis with the evaluated
scora not resulting in any award tarm decision. Award term decisions that affect the period of
perfonmance will commence at the end of the first contract year and conclude at the end of contract

year five.
{b) Adjectival Rating: The following rating systern will be used for evaluation of Award Term:
ctival Ratin Range of Polnts Description
Excellent {100-21) Ot excaptional merit; exemplary
' performance in a timely, efficient and economical

manner; very minor (if any) deficlencies with no
adverse effect on overzll psrfermance.

Very Gaod (80-81) Very effective performancs, {ully |

responsive to contract requirements;. contrach
requirements accomplished ina
timely, efficient and economical
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manner for the mast part; only
minor deficiencies.

Good (80D-71) Effective psrformance;
fully responsive to contract
requirements; reportable '
ceficiencies, but with little identifiable effect on overall
performance.

Satisfactory (70-81) Meets or slightly exceads
minimum acceptable standards;
adequate rasults; reportable
deficiencies with identifiable,
but not substiantial, effacts
on overall performance.

Poor/Unsatisfactory {less than 61) Daes not meet minimum
accsptable standards in
one or more areas; remeadial
action required in one or more areas; deficiencias in
ona ar more areas which adversely atfect ovarall
parformance.

Award Term Declslong: For the evaluation period at the conclusion of contract year two and three,
the Contractor's final annual numerical score must be "81.0" or above 10 be awarded an additional
contract term. For the remafning annual evaluation periods, the Contractor's final annual numerical
score must be at least “91.0" to be awarded additional contract terms,

(c). Automatic Re-competition Decislon: If the scarss given in paragraph (b} are not achieved in any
given year, the contract will bacome “se?” (as defined in (2)}) at that point. The contract may become
"sef” for years 3-7; however, the time between the evaluation pariod when the tarm is “set” and the end
of the period of perfarmance shall not be less than 24 months. The Contractor cannot be awarded an
additional award term in any final year of the contract period. in no event will the contract peried
excead 9 years with the exception of the transition CLIN 1000 and 1001.

G.5. Payment through Governmeant Purchase Card Program

Payment will be mads via U.S. Governmant Purchase Card or through X DFAS (contractor shall elect
desired methed of payment)

Payment through Government Purchase Card Program:
a. Paymaent by the Government Purchase Card usually occurs within 72 hours of card transachion.
Card trangaction (payment) will be wpon receipt of properly certified invoices or vouchers by tha
contractor,

b. For further information see:

hitp://purchasecard sarda.army .mil
andfor
http://weww com/i h 1

G.6. TASK ORDER COMPLETION. Within ninety (90) days of the completion of task ordsrs, an authorized
representative of tha contractor shall certily, in writing, to the Contracting Cfficer that the task order is
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completely billed, remaining dellars of said amount can be de-obligated and all deliverabies have been
received and accepled by the Government. This information will be used for contract closeout.

END OF SECTION G
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

H.1. AUTHORIZED CHANGES ONLY BY CONTRACTING OFFICER. The Contractar shall not comply with any
order, direction or requast of Government parsonnel unless it is issued in writing and signed by the Contracting
Officer, or is pursuant to specific autherity otherwise included as a part of this contract. Excepl as specified
hereir, no order, statemenrt, or canduct of Govarnmsnt personnel who visit the Contractor’s facilities orin any
other mannar communicate with Contractor personne! during the performance of this contract shall constitute a
change under the Changes clause in Seclion I. The Contracting Officer is the only person authorized to approve
changes 1a any of the requiraments of this confract and notwithstanding provisions contained elsewhere in this
contract, this authority remains solsly the Contracting Officar’s. In the evant the Contractor effacts any change at
the direction of any person other than the Contracting Officer, the change will be considered to have been made
without authority and no adjustment will be madsa in the contract price to cover any increase in charges incurrad
as a resull thereof.

H.2. CONTRACTOR IDENTIFICATION.

Contractor employees shall wear a Government-issued badge while in Government facilities. Contractor
employees are required to clearly identify themselves as a contractor at alt times whather in parson or on the
islaphone. Further, sub-contractors must identify their respective prime contractors.

It a contracior employse leaves the company or movas o a differant agency for support under this contract thay
will be required to "check-out” with their Government representative (COR) and tum their badge into the Sacurity
Management Office (SMO) and clear all cornputer systams to which they have access.

H.3. GOVERNMENT CONTRACTOR RELATIONSHIPS.

The Government and the contractor understand and agres that the services fo be delivered under this contract by
the contractor to the Government are nonparsonal services. The parties recognize and agree that no emplover -
employse relationships exist or will exist under the contract betwesn the Government and Coniractor and/or
batween the Government and the Contractor's employses. It is, therefore, in the best interest of the Governmant
to afford the parties a full and complete understanding of their respective obligations.

Contractor personnsl under this contract shall not:

= Dbe placad in a pasition where thay are appointed or employed by a2 Federal Officer, or are under the
suparvision, direction, or evaluation of a Federal Officer, Military or Civilian.

e bae placed in a staff or policy making position.

e be placed in a position of command, supervision, administration of control over Military or Civiftan
Parsonnel, or personnal of othar contractors, or bacome a part of the Government organization.

e be used for the purpose of avokling manpower ceilings or other personnel rules and ragulations or the
Civil Service Commission.

e be usedin administration or supsrvision of military procurement activities,

The services ta ba parformed under this contract do not require the comracter or its employees to exercise
personal judgment and discretion on bahalf of the Government, but rather the contractor's smployess will act and
axercise personal judgment and discretion on behalf of the contractor.

Rules, regulations, directions, and requirements issued by command authorities to those under their respansibility
for good order, administration, and security are applicable 1o all personne! who enter the installation, or who travel
on Government transportation. This is not to be construed or interpreted to establish any degree of Government
control, which Is inconsistant with a non-persenal service contracl.

H.4. WORK PERIOD AND AUTHORIZED HOLIDAYS.

A standard work period is 40 hours per week. Contract performance is in accordance with Section C and includes
shift work as necessary to perform this contract. Holidays observed by the Govermment includs:

e January ist
e 3rd Monday of January
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3rd Monday ofg)ruary
Last Monday of May
July 4th

1st Monday of September
2nd Monday of October
Novembar 11th

4th Thursday in November
Dacember 25th

® 8B 8 @ & @ ® @

When one of tha above dasignated lagal holidays falls on a Sunday, the feliowing Monday will be observed as a
isgal holiday. When a legal holiday falls on a Saturday, the procseding Friday is observed as a holiday by U.S.
Government Agencies.

H.5. ORDERING PROCEDURES - TASK ORDERS.

Soliclting Task Order Proposals. When the Government has a requiremnent for services to be performed under
this contract, the Contracting Officer will issue a requast for task order proposal that will include, but not
necessarily be limited to, the following:

Hems to be delivared and delivery schedule/performance pericd; and
A Esting of Governmant furnished property to be provided to the Contractor, # required.

o Request for proposgal number and/or title;
» Contract Numbsr;

s Statement of Work;

e Instructions to Offerors;

]

&

Urgent Requirements. In the event of an urgent requirsment, the Contractor shall provide 2 written proposal
within the timeframa epacified by the Contracting Officer in the specified format.

Submisslon of Proposals. The Contractor's proposal must comply with the Instructions to Offarors included in
the requast for task order proposal. The Contractor shall have na more than 10 calendsar days to submit thair
proposals, unless a} a longer timeframe is specified in the request for task order proposal. or b) it is an urgent
requirerment.

H.6. ISSUANCE OF TASK ORDERS.
Upon recsipt of the propesal, the Contracting Officer may:

e Issue a task arder basad upon the propesal furnished;
o Negotiate with the Contractor prior to issuing a task order, or,
e Reiect the proposal and cancsl the requirement.

Task orders shall be issued on DD Form 1155, Order For Supplies and Services, or similar form.
Task orders shall be consacutively numbered, dated, and shall include supperting documents as applicabls.
H.7. EXTENSION OF SERVICES.

The Government may require continued performance of any services within the limits and at the rates spadcified in
the last ordering period of tha contract including any incentives awarded. This provision may bs exsrrised more
than once, but the total extension of performancs hereunder shall not exceed 8 months. Tha Contracting Officer
mey exercisa the provision by written nolice 10 the Contractor within S0 days prior to contract expiration.

H.8. AWARD TERM.

a. Perlod of Parformance: As dascribed herein, the Gavarnmant may award up to four ons-year
incentive terms basad on overali contractor performance. The Award Term Plan will pravide for evajuation of
technical performance and utilize the metrics described in the Pedormance Requirements Summary to measure
tschnical performance. These additional award term pericds will be awarded by the Govemment based on overall
contractor periormance as avaluated In accordance with the cortract’s approved Award Term Plan.
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b. Award Term Plan: The Award Term Plan will be approved by the Government and incorporated upon
contract award (Sectlon J, Attachmant 4). The Award Term Plan will serve as the basis for any award term
dacisions. The Award Term Plan may be revised by the Government and re-issued to the Contractor prior to the
commencement of any 5-month evaluation period. An Award Term Determination Official (TDO) shall be
appointed by the Government and is responsible for the overall award term evaluation and award term decisions.

c. Review Process: The Contractor may request an imlermal review of an annual award term decision,
The requast shall bs submitted in writing to the Contracting Officer within 15 days after noftification of the award
term decision. The Contracting Office will conduct any award term decision raviews. Dacisions by the
Contracting Offlce are considered final.

H.8 RATE ADJUSTMENT FOR POTENTIAL AWARD TERM INCENTIVE PERIODS.

Ninety (90} days before the beginning of the awardad term incentive period, the contractor has the oplion of
submitting a request for adjustment for the appropriate CLIN in Schedule B for that ordering period.
Adjustment(s) for incentive periods are detarmined to be in the best interest of both parties due to the dynamic
naturs of the [T industry. As with any negotiated action, the contractor shall be required to supponr any upward or
downward adjustments addressed In the request for adjustment. This grovision only appfies to the incantive term
perfods.

H.10 AUTHORIZED ORDERING OFFICERS. Only Govarnment Contracting Officars with current warrants

issued by the US Special Oparations Command, and who have completed EITC Ordering Officer training, are
authorized te issue Task Orders under this contract.

H.11 §265.228-9000 REQUIRED INSURANCE (1998)

The kinds and minimum amounts of insurance regquired in accordance with 52.228-5 "Insurance-Work on a
Govemmaent Installation” is as follows:

Type Amount
Automabile Bodily Injury Liability $200,000 per person/$500,000 per Occurrence
Property Damage Liability $20,000 per occumencs
Workers Compensation & Occupalional As requirad by federa! and state statutes
Disease
Employar's Liability ) $100,000

H.12 SMALL AND SMALL DISADVANTAGED SUBCONTRACTING REQUIREMENTS SUBCONTRACTING
PLAN (MANDATORY) (Minimum 35% Approved by Srall Business Administration on 10/3/01)

The contractor's approvad subcontracting plan is a material requirement of this contract. The subcontracting
levels stated in the approvad plan are the minimum requirements of the contract. The subcentracting levels in the
successiul offeror’s approved plan exceed ihe Small Busingss Adminisiration’s minimum requiremants and are
thersfore incorporated into the contract (ses table below). The percentages sitated in this clause are not geals;
they are mandatory requirements. The contractor shall meet these percentages on dzay one of the EiTC cortract.
The minimum mandatory requirernants ars a percentage of total contract price and are as follows:

CATEGORY MINIMUM
REQUIREMENT
A. Total small business concams (including B-£) 40%
B. Small dfsadvamag_ed business 5%
C. Women-Owned Small Business 5%
D. HUBZone Small Businasass %"
E. Diabled Veteran-owned Small Business i 1%

**Included in 40%
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The firm(s} must be registerad in the Central Cortractors Registration hitp://www.ccr2000.com and/or Pro-

Nat (http://pro-net.sba.qov/pro-net/renisier.html).

H.13 SMALL AND SMALL DISADVANTAGED SUBCONTRACYING REPORTING REQUIREMENTS
{Approved by Small Buginesz Administration 10V3/01)

The contractor shail submit to the KO written notificatlon regarding the replacement or remaval of any first, or
second tier small business. The notification shall be submitted 30 calendar days before the removal/
replacement and shall includa the rationale for the action.

H.14 CREDIT FOR FAILURE TO MEET THE SMALL AND SMALL DISADVANTAGED BUSINESS
CONTRACTING FARTICIPATION PLAN {Approved by Small Bualngss Administration 10/3/01)

Tha beginning evaluation of amall business subcontracting performance will be the tirst regular Standard Form
284 (Subcentracting Report for Individual Contracts) and Standard Form 285 (Summary Contract Report)
submission that occurs after the first six full months from contract award. The Standard Form 284 and a copy of
Standard Form 295 showing actual amounts of subcontracted dolfars to small and small disadvantaged
businesses will be provided to the Condracting Officar.

If the actual amount does not meet the level stated in the approved subconiracting plan, the Government shall be
entitled to a reduction on contract price in an amount determined to be equitable under.the circumstances by the
KO, providad, however, that the reduction for any 6-month period shafl not exceed ten percent (10%) of the
vaiue of CLIN 0001,

This reporting requirement shall be passad to first tisr subcontracters (except small business concems} by the
prime Contractor. When submiiting the Standard Form 284 and Standard Form 295 to the prime Contractor, the
subcontractors shall submit a copy of the reports to the Contracting Officer. These reports, along with the prime
Contractor's report, wiil be used to ensure the actual subcontracting opportunities mest or exceed the approved
subcontracting plan.

H.15 PERIODIC PROGRESS MEETINGS

a. The Gontracting Officer, Program Office, CORs and cther govermnmeant personnel, as appropriate, will mest
pericdically with the contractor lo review the contractor's performance. At these meetings the Contracting Cfficer
will apprise the contractor of how the government views the contractor's performance and the contractor shall
apprise the government of problems, if any, being experisnced. The contracior shall also notify the Contracting
Cfficer (in writing) of any work being performed, if any, that the contractor consicars over and abave the
reguirements of the contract. Appropriate action shall be taken to resolve cutstanding issues.

b. These meetings may be hald more {requently during the first year of the comtract period, and as needad, but
not less than annually thereafler. Progress meeting ars anticipated to be held semi-annually; however, the
frequency may be reduced if so detarmined by the government.

<. Tha minutes of thess mestings will ba reduced ta writing, signed by the Contracting Officer, and distributed to
the functional area and the contractor. Should the contractor not concur with the minutes, the contractor will set
out in writing fo the Contracting Officer any areas of non-concurrence.

H.16. INCCRPORATION CF CONTRACTOR'S PROPOSAL / PRICING TABLE (TABLE-1 and TABLE-2) INTO
SCHEDULE B

a. The government reservas the right to incorparate inta this contract, by referance or full text, portions of the
successiul contractor's proposal submittad in response 1o this solicitation as revised and supp!emenied through
the date of Final Proposal Revision. The entire proposal will not be incorporated. The Requirements
Document and the terms and condttions of this contracl ake precaedence over any ambiguity in the contractor's
proposal. Nothing contained in the successful offeror’s technical proposal shall constitute a watver to any other
requirements of the contract.
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b. In those incorparated areas where the contrastor's proposal exceads stated requiremants, the contractors
proposal is binding and prevails. The conlractor is expected and required fo adhere to its proposal approach to
meeting the contract requirements.

¢. Tha successful offeror's Table-1 and Table-2 are located in Saction J, Attachments 2 and 3. The pricing table
shall include the appropriate skill lavels with loadad labor rates to perform the non-personal services in
accordance with the Requirements Document, Section C, dated 1 Nov 2001.

H.17. TECHNOLOGY REFRESHMENT

Technology refreshment of hardware/software in accordance with Section G, Requireaments Document, shall be
dane on a task order basis with a CLIN ceiling price. The EITC contractor shall submit a Technology
Refreshment Plan as requested for approval by the Chief Information Officer (CIO) prior to Contracting Officer
exscution of CLINs 0010, 0210, 0310, 9410, and 0510 (CLINs 0610, 0710, 0810 and 0910 if exacuted in
accordance with the Award n and funding | ilable). An Enterprise Change Request (EGR) s
required for all technology refreshment executions. The contractor shall adhers to Section 508 of the
RehabiBtation Act of 1873 (29 U.S.C. § 784(d)). Section 508 requires that the Federal government only acquire
electronic and information technology goods and services that provide for accass by persens with disabilities. For

more information, see www.seclion508.qov

The Government reserves the right for the GIO to give approval to initiate technology refreshment requirements
any tima during the performanca of this contract, as authorized by the Contracting Officer (see H.1).

H.18. COMPLIANCE WITH APPUCABLE FEDERAL, STATE AND LOCAL REQUIREMENTS INCLUDING
OCONUS PERFORMANCE LOCATIONS

In performing work under this contract, the Contractor shali comply with all applicable faderal, state and local statules,
ordinances, laws, and regulations to includa those in OCONUS locations. This includes all overseas labor laws.

H.19. LOGISTICS SUPPORT PRIVILEDGES
Approved 30 Jan B8 — USSOCOM Senior Procurement Executive

a. Logistics Support privilages may be authorized for Contractor personnel in overseas areas with prior approval of
the ovarseas component commander. Authorized logistics suppon privileges will be within the discretion of the
Coniracting Officer but in no event will such support exceed that permifted under the Applicable Statie of Forces
Agresment (SOFA), or other controlling regulations. Such support may include the following:

(1} Commissary {includes rationad tems)

(2) AAFES Facility (Mfitary Exchange) (includes rationad iterns)

(3) Miltary Banking Faclity ’

(4) Miltary Postal Services — APD (Personal Mail Oniy)

(5) Patraleurn and Oif Products

(8) Officars or UCO/EM Club

(7) Ammad Forces Recrestion Facilities

(8) Class VI (Alcoholic beverages, includes rationed items)

(9) Customns Exemption

(10) Legal Assistance

(11) Locel govemment transportation for officlal Government business
(nontactical vehicle)

(12) Local MoreleAWelfare Recreation Services

(13) Mortuary Services

(14) Transient Bilets

(15) POV {privataly-owned vehicla) license/registration

b. The contractor/centractor personnsl! shail be respansibie for the retum of all logistics support items (1.6, ID cards,

ration cards, POV tags and ragistration, POV and GOV operator’s licenses, etc.) prior to the departura from an
ovarseas area of oparation.
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H.20. OVERSEAS COST DIFFERENTIAL
* Approved 30 .Jan 98 by USSOCOM Senlor Procurement Exacutive

&. In spacial or unusual situations whare the contractor is required to work outside the continential U.S.
{OCONUS) locations, a foraign ditferential rats for OCONUS hires may be authorizad by the Contracting Officer.
The differential percentage will ba applied to the contract rate, Scheduls B, of the labor category of the individual
being assigned. The assigned contractor personnel must meet all requirements of this contract as far as key
personnel and/or resume requirements If applicable. Per diem will not authorized at the same time the cost
ditferential is invoked in the task arder.

b. The Contracting Officer will utilize the U.S. Department of State Indexes of Living Costs Abroad, Quarters
Allowances, and Hardship Differentials in effect at time of task order negotiations to dstermine fhe applicable
differentiaf cost to be authorized.

H.21. REIMBURSEMENT FOR WAR-HAZARD LOSSES
*Approved 30 Jan 98 ~ USSOCOM Senior Procurement Executive

(a) Costs for providing employee war-hazard bensfits are allowable if the Contractor—

{1) Submits proof of loss files to support payment or denial of each claim;

(2) Subject tc Contracting Officer approval, makes lump sum final settiement of any opan claims and obfains
necessary relaase documents within one year of the expiration or termination of this condract, unless
otherwise extended by the Confracting Officer; and

{3) Provides the Contracting Officer at the time of final settlement of this contract- -

{I} Aninvasligation report and evaluation of any potential claim; and

{I'} An estimate of the dollar amount involved should the potantial claim matura.

{b) The cost of insurancs far liabilities reimbursahle under this ¢clause is not allowable.

{c) Tha Contracling Officer may raquire the Contractor to assign to the Government all right, title, and interast to |
any refund, rebate, or racaptura arising out of any claim settiements.

{d} The Coniraclor agrees 10- -

(1) Investigate and promptly notity the Contracting Officer in writing of any occurrence which may give rise 10 a
claim or potential ¢laim, Including the estimated amount of the claim;

(2) Give the Contracting Officer immediate written notice of any suit or action filed which may resuit in a payment
under this clause; and

{3) Provide assistance to the Govemment in connection with any third party suit or claim relating 1o this clause
which the Govermment elecis to prosecute or defend in ils own behaf.

H.22. 5652.237-9001 Key Personnel Requiraments {1398)

{a) Centain experienced professional and/or technical personnel are essenial for successiul accomplishment of
the work to be performed under this contract Such personnel are defined ae “Key Parsonnel” and are those
persons whose resumas ware submitted for evaluation of the proposal. The contractor agrees that such
personnel shall not be ramoved from ihe contract work or replaced without compliance with the following:

{1} #t one or mare af the key personnel, for any reason, becomes or is expected to become unavailabls for work
under this contract for a continuous period exceeding 30 work days, or is expected fo devote substantially less
afiort 1o the work than indiceted In the proposal or initially anticipated, the contractor shalfl, subject to the
concurrence of tha Contracting Officar or an autharized repressntative, promptly replace personnal with personnel
of equal ability and qualifications.
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(2) All requests for approvel of substitutions hereunder must be in wiiting and provide a detailed explanation of
the circumstances necessitating the proposed substitutions. The reguest must contain a resuma for the proposed
substitute and any other information requestad by the Contracting Officer. The Contracting Officer will promptly
nolify the contractor of approval or disapproval in writing.

(b) If the Contracting Officer determines that sultable and timely replacement of Key Personnel who have been
reassigned, terminated or have otherwise become unavaifable for the contract work is not reasonably forthcoming
or that the resultant reduction of productive effort would be so substantial as to impair successful completion of
the contract, the Contracting Officer may terminale the confract for default or for the convenience of the
Govemment, ag appropriate, or maks an equitable adjustment to the contract to compansate the Govemment for
any resultant delay, loss or damags.

{c) The fcllow positions are identified as Key Personnel:

LABOR
CATEGORY POSITION
Project Manager ;Siln Director
Project Manager QA and Process Development Manager

Project Mananar Directar of Entarprise T Council
Project Manager Sita Director
Project Manager eputy Program Manager

Senior IT Manager | Information Assurance Principal
Project Manager Perfarmance Manager

Project Manager Business Operations Manager
Program Manager | Program Manager

Project Manager #e Director

Prolect Manager Small Businsess Advocate
Senior IT Manager | Application Development & Support Principal
| Senior IT Manager | Customer Support Principal

| Saenior IT Manager | Planning Coordinator
Project Manager Transition Manager

Project Manager { ation and Test Principal

Project Manager H Diracior

Senior IT Manager | Telecommunications and Network Architect

Project Manager Enterprise Architact and Planning and Enginesring Principal

Project Manager Performance Measurements Principal
Senior IT Manager | Configuration Management Principal

Senior IT Manager | 1TSS Principal
Project Manager it Director

(d) Replacements for these pesitions require a thirty-day notice to include a proposed substitution, with resume, to
the Centracting Officer (KQ), or

(s) When replacement of position is oulside the contractor's control, a resume must be submitted fo the KO within
seven days of the proposed substitution.

H.23. 5652,245-8001 GOVERNMENT FURNISHED PROPERTY

The contractor will be fumishad accass to govemment property in order to perform. The title of the squipment will
remain with the government. Specific property to be fumished that is not located within the Government facifity
will be specified in individual task orders. The contractors may be furnished normal office type support o the
extent coniractor personne! are coliocated within the government facilities. This means access to computers,
dasks, facsimile machines, copy machines, telephones, etc.
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H.24. GOVERNMENT FURNISHED INFORMATION

Govemmant furnished information {GF!) will be furnished to the contractors and made available af the time a task
order is issued. The contractors will be responsible for analyzing the data and providing expertise to the
Govermnment. GFI provided will pertain 1o the performance affort

H.25. RESERVED.
+.268. PHASE-OUT SERVICES

a. Pursuant to Clause 52.237-3, Continuity of Services, the contractor shall, upon the Contracting Officer's written
netice, furnish phase-out services for up to three months after ths last day of the final ordering period or final
incentive terrm, whichever is later. During the phase-out period, the cantractor shall permit non-intarference
observation of the contract performance by the succassor contractor (exciuding access to propristary data or
areas). Tha contractor shall allow the successor 10 use an “over the shoulder” method to assist In developing his
capability to commence responsibility for full operations and maintenance. During the foregoing actions the
contractar shall comply with all applicable laws and regulations of OCONUS and CONUS performance locations.

b. The Phase-out effort shall be performed in accordance with the pricing structure of the CLINs 1000 and 1001.
Al costs incurred in parformance of the contractor's phase-out opsrations shall be segregated and separalely
Invoiced against CLINs 1000 and 10010f Section B,

H. 27 GOVERNMENT DOWN THME FOR VARIOUS AUTHORITIES INCLUDING THE PRESIDENT,
SECRETARY OF DEFENSE, COMMANDER IN CHIEF

(a). Base Closures Due to Emergencies. From time to time, the Center or Base Commander may decide to close
all or part of the base in response te an unforesesn emergency or simifar occurrence. Sample smergencies
include, but are not limited to, adverse weather such as snow or flood, an act of God such as a tomado or
earthquake, acts of war or terrorism, computer failures, or a base disaster such as a natural gas leak or fire.
Contracior personnel are “non-essential parsonnel for purposes of any instructions regarding the sm ergency.

(1) Contractor shall be officially dismissed upon nalification of a base closure in accordance with
paragraph b. Contractor shall promptly secure all government furnished property appropriately and evacuats In
an expedient but safe mannar. The comtractor will report through thair comracior chaln of command for further
guidance,

{2) With regard to work under the contract, the government shall retain the following options:

(i) Government may grant a time extension in each task order delayed by the closure squal to the
tima of the closura, subjeet to the availability of funds.

() Government may forego the work. The contractor will not be paid for wark not performed.

(i) Government may reschedule the work for a date and time agreed to by both parties $o Jong
s any requirements for working outside normal duty hours are met.”

(W} In rare instances, Govemmani may request that the Contractar continue on-site performance
during the base closure period. Such a request shall be subject to agreement by Contractar.

{v) The contractor may work ahemate work schadules or extended work hours io maks up lost
time as long as the management of the contractor and the Government are within any policies or procedures for
working outside of normal duty hours.

(b) Bass Closure Notification Procedurss.

(1) The Contractor is directed to listen or watch local news media for notification of a base closure.
Contractor should follow instrustions intended for non-essential personnel.

(2) The contractor will not receive any other form of notification of 2 bassa closurs from the governmant.
The Contractor is rasponsible for notilication of his or her employees.
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(3} It the decision to closa all or pan of tha base is made during the duty day, and the Base Commander's
decision Is transmitted through official notification channels, the Gontractor shall follow the inslructions as given.
Cantractor personnef shall notify their company’s task monitor and act in accordance with the task moniter’s
instruction.

(c) Base Closure Dus to Non-Emergencies. The Center or Base Commander may elfact ia close all or part of the
base for non-semergency reasons such as time-oft award, base open houss, atc. In the evant of a non-emergency
base closure, the Contracl Task Monitor and the Contractor shall jointly chocse a course of action within the
following options:

(1) If there is a need for tha sarvice during the base closure and a government employee will be present,
Contractor may continue on-site work. Contractor shall bill the Government at the 12bor rates identified in the
contract at Section J, Attachments 2 and 3.

(2) 1f there is a need for work during the base closure but elther 2 Government employee will not be
presant or access will not be avaflable, the Contractor may work off-site provided meaningful work may be
accomplished. Contractor shall certify to the government by lelter within § business days of returning on-site the
nature and scope of the work completed off-site. Contractor shall bill the Government at the labor retes spacified
in the contract at Section J, Attachments 2 and 3.

(3) i there is no need for the service during the scheduled base closurs, conractor shall nof work on or
off-gits. The governmant will not be liable for time not worked.

END OF SECTION H
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SECTION | - CONTRACT CLAUSES
L1. 522522 CLAUSES INCORPORATED BY REFERENCE (FEB 1998B)

This contract incorporates one or more clauses by relerence, with the same force and effsct as i
they were given in full text. Upon request, the Cantracting Officer will make their full text available.
Alsg, the full text of a clause may be accessed slectronically at thisAhese address{es):

htip:/Awww. amet.goviar/
http:/Awwwe_dtic.mil/dfars/

htip:/wwye. deskbook.osd.mil

52.202-1 Definitions DEC 2001
52203-3 Gratufties APR 1884
52.203-5 Covenant Against Contingent Fees APR 1284
52.203-8 Restrictions On Subcontractor Sales To The Government  JUL 1995
52.203-7 Anti-Kickback Procadures JUL 1995
52.203-8 Cancellation, Rescission, and Recovery of Funds for lilagal JAN 1997
or improper Activity
52.203-10 Prica Or Fee Adjustment For Illegal Or Improper Activity  JAN 1997
52.203-12 Limitation On Paymants To Influsnce Certain Fedaral JUN 1887
Transactions
52.204-2 Security Requirements © AUG 1996
52.204-4 Printing or Copying Double-Sidsd on Recycled Paper AUG 2000
52.209-6 Protecting the Government's Interest When Subcontracting JUL 1995
With Corractors Debarred, Suspended, or Proposed for
Dabarment
52.211-15 Dstense Priority and Allocation Reguirements SEP 1920
52.215-2 Audit and Records—-Negotiation JUN 19989
52.215-8 Order of Precedence--Uniform Contract Format OCT 1887
52.215-11 Price Reduction for Defective Cost or Pricing Data-- OCT 1887
Modifications
52.215-13 Subeontractor Cast or Pricing Data—Mcodifications OCT 1997
52.215-14 integrity o Unit Pricas OCT 1997
52 215-15 Pension Adjustrments and Asset Reversions DEC 1998
5221518 Reversion or Adjustment of Plans for Post retirement OCT 1897
Benefits (PRB) Othsr Than Pensions
52.215-19 Notification of Ownership Changes OCT 1997
52 215-21 Requirements for Cost or Pricing Data or Information Other OCT 1997
Than Cost or Pricing Data--Modifications
52.216-7 Allowabla Cost and Payment FEB 2002
§2.216-18 Ordering OCT 1885
522178 Option to Extend Services NOV 1988
ithin 90 d
52.219-8 Utilization of Small Business Concems OCT 2000
522139 Smafl Business Subcontracting Plan JAN 2002
522199 Small Business Subcontracting Plan (Altarnate 11) OCT 2001
52 218-18 Liguidated Damages—Subcontracting Plan JAN 1999
52219-23 Notice of Price Evaluation Adjustment for Small MAY 2001
Disadvantaged Business Congerns ’
52222-3 Convict Labor AUG 1996
852 222-20 Walsh-Healay Publlc Contracts Act DEC 1996
52.222-21 Prohibition Of Segragated Facilities FEB 1989
52.222-26 Equal Opportunity FEB 1939
52.222-29 Motification of Visa Dsniaf FEB 1999
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52.222-35

52.222-36
52.222-37

52.223-5
52.223-6
52.223-10
52.223-14
52.224-1
52.224-2
52.225-13
52.226-1

52.227-1
52.227-2

52,227-10
52.228-7
52.229-3
52.229-5

52.229-8
52.230-2
52.230-8
52.232-1
52.232-7

52.232-8
52.232-9
52.232-11
52.232-17
52.232-18
52.232-20
52.232-22
52.232-23 Alt |
52.232-25
52.232-33

52.233-1
52.233-3
52.233-3
52.237-2

52,237-3
52.239-1
52.242-1
52.242-3
52.242-4
52.242-13
52.243-1
52.243-2
52.243-3
52.243-7
52.244-2
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Affirmative Action For Disabled Velerans And Veterans of DEC 2001

the Vietnam Era
Alffirmative Action For Workers With Disabilities

Employment Reports On Disabled Veterans And Veterans

Ot The Vietnam Era

Poliution Prevention and Right-to-Know Information
Drug Free Workplace

Wasts Reductlon Program

Toxic Chemical Release Reporting

Privacy-Act Notification

Privacy Act.

Restrictions on Certain Foreign Purchases
Utilization Of Indlan Organizations And Indian-Owned
Economic Enterprises

Authorization and Consent

Notice And Assistance Regarding Patent And Copyright
infringement

Filing of Patent Applications — Classified Sub] Matter
Insurance-Liability to Third Persons

Federal, State, and Local Taxes

Taxes—Cartracts Performed in U.S. Possessions
Or Puerto Rico

Taxes—Foreign Cost--Reimbursement Contracts
Cost Accounting Standards

Administration of Cest Accounting Standards
Payments

Payments Under Tima-And-Materials And Labar Hour
Confracls

Discounts for Prompt Payment

Limitation On Withholding Of Payments

Extras

Interest

Avsilability Of Funds For The Next Fiscal Year
Limitation of Cost

Limitation of Funds

Assignment of Claims {Jan 19886) - Alternate |
Prampt Payment

Payment by Electrenic Funds Transfer--Central Contractor

Registration

Disputes

Protest After Award

Protest After Award (Akemate 1)

Protection Of Gevernmeant Buildings, Equipment, And
Vegetation

Continuity Of Servicas

Privacy ar Security Safeguards

Notice of Intent to Disallow Costs

Penalties for Unallowabls Gosts

Certification of Final Indirect Costs
Bankruptcy

Changes-Fixed Price

Changes -- Cost-Reimbursement (Alternate I}
Changes--Time-And-Material Or Labor-Hours
Notification of Changes

Subcontracts

(e} n/a
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JUN 1898
DEC 2001

APR 1988
MAY 2001
AUG 2000
QCT 2000
APR 1984
APR 1384
JUL 2000
JUN 2000

JUL 1895
AUG 18986

APR 1994
MAR 1666
JAN 1291

APR 1984

MAY 1980
APR 1984
NOV 199¢
APR 1984
FEB 2002

FEB 2002
APR 1884
APR 1884
JUN 1998
APR 1984
APR 1984
APR 1984
APR 1984
FEB 2002
MAY 1999

DEC 1998
AUG 1996
JUN 1885
APR 1984

JAN 19919
AUG 1936
APR 1984
MAY 2001
JAN 1997
JUL 1995
AUG 1987
AUG 1987
SEP 2000
APR 1984
AUG 1398
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(k) ACS Defense, ATL, Inc, AT&T, Bleckboard, CHM Ine,, Cimmaron,
Cleco Systems, C-Cubed, COTs, CTST, Dateline, DDC, EDS Corp., EMC
Comp, Exceptional Softwara, Futren, GMR, Gray Hawk, Marconi, Micresoft
Modus Oper., NCI, Network Appl., Oracle, Orion, Paragon, Smartronix,
Summit Tech., Sverdrup, SyBase, TDS, Inc.
52.244-5 Competition in Subconiracting DEC 1986
52 244-5 Subcontracts for Commaercial Items and Commercial DEC 2001
Components
52.245-2 Government Property (Fixed Price Contracts}-Alternate | APR 1984
52.245-5 Govemment Property {Cost-Reimbursement, Time-and-  JAN 1986
Material, or Labor-Hour Contracts)
52 246-25 Limitation Of Liability--Services FEB 1997
52.247-1 Commaercial Bill of Lading — Notations APR 1884
52.248-1 Value Engineering FEB 2000
52.249-2 Temmination for Convenience of the Gavernment (Fixed  SEP 1986
Price)
52.243-6 Termination (Cost Reimbursement) — Altemnate IV SEP 1996
52.248-8 Cefault (Foted-Frice Supply and Service) APR 1984
52.248-14 Excusable Delays APR 1984
52.251-1 Government Supply Seurces APR 1884
522531 Computer Generated Forms JAN 1891
252.201-7000 Contracting Officar's Representative DEC 1981
252.203-7001  Prohibition On Persons Convicted of Fraud or Other MAR 1959
Defsnss-Contract-Related Felonies
252.203-7002 Display Of DOD Hotline Poster DEC 1891
252.204-7000 Disclosure of Information ' DEC 1991
252.204-7002 Payments for Subline terns Not Separately Priced DEC 1991
252.204-7003 Control Of Government Personns! Work Product APR 13882
252.204-7004 Required Central Contractor Registration MAR 2000
252.204-7005 Oral Attestation of Security Responsibilities NOV 2001
252.205-7000 Provisiens Of Information Ta Cooperative Agreement DEC 1891
Helders
252.208-7000 Acquisition From Subcontractors Subject To On-Site NOV 13585
Inspection Under The Intermediate Range Nuclear Forces
(INF) Treaty

252.209-7004  Subcontracting With Firms That Are Owned or Conirolled MAR 1998
By The Governmam of a Terrarist Country

252.215-7000 Pricing Adjustments DEC 1991

252.219-7003 Small, Small Disadvantaged and Women-Ownad Small  APR 1886
Business Subcontracting Plan (DoD Contracts)

252.222-7002 Campliance with Local Labor Laws {Overseas) JUN 1827

252.223-7004  Drug-Fres Work Ferca SEP 1988

252.223-7006 Prohbition On Storage And Disposal Of Toxic And APR 1893
Hazardous Materials

252,225-7002 Quelifying Country Scurces As Subconiractors DEC 1991

252 225-7007 Buy American Act—Trade Agresments--Balance of SEP 2001
Payments Program

252.225-7008 Duty-Free Entry--Qualifying Country Supplies (End AUG 2000
Products and Componants)

252.225-7012  Praterence for Certain Domestic Cornmoditias AUG 2000

252.225-7026  Reporting Of Cantract Performance Outside The United  JUN 2000
States

252 225-7031  Secondary Arab Boycott Of Israel JUN 18592

252 225-7037 Duty-Free Entry—Eligible End Products " AUG 2000

252-225-7043  Antiterrarism/Force Protection Policy for Defense - JUN 1998

Contractors Outside the United States
(¢} Assistant Secretary of Defense for Special Operations
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252,227-7013
252.227-7014

252.227-7016
252.227-7019
252.227-7025

252.227-7030
252.227-7036
252.227-7037
252.231-7000
252.232-7007
252.233-7001
252.242-7000
252.242-7004
252.243-7001
252.243-7002
252.244-7000

252.245-7001
252.247-7024

. c*nw:'r USZA22-02-D-0017

and Low Intensity Conflict, ASD(SOLIC); telephons, DSN

255-0044 or commaercial {703) 895-0044.

Rights in Technical Data--Noncommercial tems
Rights in Noncommerclal Computer Software and
Noncommercial Computer Software Documentation
Rights in Bid or Proposal Information

Validation of Asserted Restrictions—~Computer Soflwara

Limitations on the Use or Disclosure of Government

Fumnished Information Marked with Restrictive Legends

Technical Data--Withholding of Payment
Daclaration of Technical Data Conformity

Validation of Restrictive Markings on Technical Data
Supplemental Cost Principles

Limitation of Govarnments Qbligation

Choice of Law (Overseas)

Postaward Gonfsrence

Material Management and Accounting System
Pricing of Contract Modifications

Requests for Equitable Adjustmant

Subcontracts for Commercial ltems and Commercial
Components (DoD Contracts)

Reports Of Government Property

Notlfication of Transportation of Supplies by Sea

5652.201-8000 Contracting Officer's Representative (1598)

5852.204-3002

Instructions for the Use of Blectronic Contracis

5652.252-8000 Nafice of Incorporation of Section K (1928)

[.2. 52.216-19 ORDER LIMITATIONS (OCT 1585)

[ APRIL 2002

NOV 1885
JUN 1985

JUN 1885
JUN 1885
JUN 1885

MAR 2000
JAN 1997

SEP 1998
DEC 1891

AUG 1993
JUN 1887

DEC 198t
DEC 2000
DEC 1981
MAR 1998
MAR 2000

MAY 1994
MAR 2000
MAY 2000
2000

MAY 1999

(a) Minimum order. When the Government requires supplies or servicas covered by this
contract in an amount of less than $2,500.00, the Government is not obligated to purchass, nor is
the Contractor obligated to furnish, those supplies or servicss under the contract.

(b) Maximum order. The Contractor is not obligated to honor:

(1) Any order for a single ltem In excass of the maximum contract value;

{2} Any order for a combination of items in excesas of the maximum coniract vaiue; or

{c} If thig Is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-
21 of the Fedaral Acquisition Regutation (FAR)), the Government is not requirad to order a part of
any one requiremant from the Contractor if that requirament exeeeds the maximum-order

limitations in paragraph (B) above.

(d) Notwithstanding paragraphs (b) and (c) above, the Contractor shall honor any order
axcesding the maximum order limitations in paragraph (b), unless that ordear (or orders) Is
returned to the ordering aftice within 5 days after issuancs, with writtan notics stating the
Contractor's intent not to ship the item (or items) callsd for and the reasons. Upen receiving this
notics, the Governmant may acquire the supplies or services from another source.

1.3. 52.216-22 INDERINITE QUANTITY (OCT 1985)

Indefinite Quantity (&) This is an indefinite-quantity contract ior the supplies or services specified,
and sffactive for the pariod stated, in the Schedule. The quantities of supplies and services

Page [-4




I CQI'RACT USZA22-02-D-0017

I APRIL 2002

specified in the Schadule ars estimates only and are not purchased by this contract. (b) Delivary
or periormance shall be made only as authorized by arders issued in accordance with the
Ordering clause. The Contractor shall furnish fo the Government, when and if ordered, the
supplies or sarvices spacified in the Schedule up to and including the quantity designated in the
Schedule as the *maximum.” The Government shall order at least the quantity of supplies ar
services designated in the Schedule as the *minimum.® (c) Excapt for any fimitations on quantities
in the Order Limitations clause or in the Schedule, thare is no limit on the number of arders that
may bs issued. The Govemment may issue orders requiring dalivery to multiple destinations or
parformance at multipie locations. (d) Any order issued during the effactive period of this contract
and not completad within that period shall be completed by the Contractor within the time
specified in the order. The contract shall govern the Contractor's and Government's rights and
obligations with respact to that order to the same extent as If the order were completed during the
contract's eftective period; provided, that the Contractor shall not be required to make any

deliverias under this cantract afier 90 days after the {ast delivery order performance period

ends.

4. §2.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

Option to Extend the Term of the Contract (2) The Government may extend the term of this
contract by written notice 10 the Contractor within 15 days of contract expiration; provided that
the Govemment gives the Confractor a preliminary written nofice of iis intant to extend at least 60
days before the contract expires. The preliminary notice doss not commit the Government to an
extension. (b} If the Governmant exercises this aption, the extended contract shall be considered
to include this option clause. (c) The total duration of this contract, including the exerciss of any
optiens under this clause, shall not excaed 9 years. 3 months.

1.5, §2.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1880)

{(2) The use of overtime is authorized undsr this contract if tha avertima premium cost does not
excesd Table-2 at Section J, Attachment 3 or the overfime premium Is pald for work--

{1) Necassary to cope with emargencies such as those resuRing from accidents, natural
disasters, breakdowns of production equipment, or accasional production bottienacks of a
gporadic naturs;

{2) That will result in lowsr overall costs to the Government.

(b) Any request for estimated overtime pramiums that exceads the amount specified above
shall include all estimated overtime for contract compistion and shali--

{1} lgentify the work unit; e.&., deparimeant or saction in which the reguested overtime will
be used, togsther with present workioad, stafiing, and other data of the aflected unit sufficlent 1o
permit the Contracting Officer 1o evaluats the necessity for the overtime;

{2) Demonstrate the etfact that denial of the request will have on the contract delivery or
performance schedule;

(3) Igentify the extent to which approval of overtime would zffect the performance or
payments In cannection with other Government contracts, together with identification of sach
affacled contract; and

(4) Provide reasons why the required work cannot be performed by using multishift
operations or by employing additional personnel.
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1.6. 52.252-6§ AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)
(IAW FAR 52.107{f)}

(2) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter
1) clause with an authorized deviation is indicated by the addition of “(DEVIATION)" after the date
of the clause.

{b} The use in this solicitation or contract of any

Defanse Federal Acouisition jation Supplement (48 CFAR Chapter 2) clause with an
autharized deviation Is indicatsd by the addition of *(DEVIATION)]" after the name of the
regutation,

1.7. 5852.232-9001 INVOICING (2001)

The contractor shall sagregate and bill separately costs for sach Defivery/Task Order issued
under this contract. Cost for performing work set forth in one Delvery/Task Order shall not be
allowable under any other Dellvery/Task Order,

If a Delivery/Task Order camains mulipla CLINS/SLINS the contractor shall segregate and bill
saparsialy coste for sach CLIN/SLIN of the Delivery/Task Ordsr. Cast for performing work set
forth on ene CLIN/SLIN shall not be aliowable under any other CLIN/SLIN. The contract number
and Delivery/Task Order number shall appear on all work accomplished and on all invoices.

1.8. 5652.232-9002 LABOR HOUR/CEILING PRICE INDEFINITE DELIVERY CONTRACTS
(1998) -

The term “cslling price” as used in the clauses FAR 52.232-7 “Paymants Under Time and
Materials and Labor-Hour Contracts®, and the term “estimated cost” in FAR 52.232-20 “Limitation
of Cost” and 52.232-22 “Limltation of Funds” shal! be applicable to sach CLIN or SLIN specified
in schedule B. The Government shall not ba obligatad to pay the contractor any amount in
excass of the calling price for each CLIN/SLIN set forih in sehadule B, unless and until the
Contracting Officer has netifisd the contracior in writing that the celling price has besn increased
and has specified in the notice a ravisad ceiling price for parformance under the contract for that
CLIN/SLIN.

1.9. 52.228-5 - INSURANCE — WORK ON A GOVERNMENT INSTALLATION (JAN 1§97)

{a) The Contractor shall, at its own expanse, provide and maintain during the entire perfcmanca
of this contract, at lzast the kinds and minimum amounts of insurance required in the Schadule or
elsewhere in the contract,

{b} Before commencing work under this contract, the Contractar shall notify the Confracting
Cfflcor in writing that the resuired insurance has bean obtaired. The policies svidencing required
inswance shall cortain an endorsament 1o the effect that any cancellation or any material change
adversely affecting the Governmant's interest shall not be sffective —

(1) Fer such period as the laws of the State in which this contract is to be performed
prescribe; or

(2) Until 30 days aftar the insurer or the Contractor glvas writtan notice to the Contracting
Officer, whichever period |s fonger.
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(c) The Contractor shall insert the substance of this clauss, including this paragraph (c), in’
subcontracts under this contract that require work on a Government installation and shafl requirs
subreontractors to provide and mainiain the insurance required in the Schedule or elsewhera In
the contract. Tha Confractor shall maintain a copy of ail subcontractors” proofs of required
Insurance, and shall make coples available to the Contracting Officer Lpon request.

.10, 5285.252-8000 NOTICE OF INCORPORATION OF SECTION K (1988)

Section K, Certifications and Representations, of the solicitation will not be distributed with the
contract; however, Section K is hersby incorporated by referance.

1.11. 5852.201-9000 CONTRACTING OFFICERS REPRESENTATIVE (1938)

{a} In accardance with DFARS 252.201-7000 the Contracting Officer may appoint one or more
Governmant amployees as Contracting Officer’'s Repraseniatives (CORs).

(b} The appointments will be in writing, signed by the Cortracting Officer, and set torth the
autharity granted to and the limitations of the COR. The contractor shall acknowledge receipt of
appointment letters in writing and forward one signed copy back to the Contracting Officer.
(c} The Contracting Officer will notify the Confractor in writing of COR appointment changes ar
revecations.
l.12. 252.228-7003 CAPTURE AND DETENTION (DEC 1991)
(2} As used in this clause—
{1) Capiured person means any employes of the Contractor who is—
(i) Assigned to duty outside the United States for the performancs of this contract; and
(i) Found to be missing from his or her place of employment under circumstances that
make it appear probable thal the absencs is dus to the aclion of the force of any power nat allied
with the United States in a common miltary effort; or
(iil} Known to have bear; taken prisoner, hostage, or otharwise detained by the force of
such powet, whather or not actually engaged in employment at the time of capture; provided, that
at the tene of capture or detention, the person was either--

(A) Engaged in activity directly arising out of and in the course of employment under
this contract; or

{B) Captured in a&n araa where raquired 1o be only in order to parfarm this contract.
(2) A pericd of datention begins with the day of capture and continuss until the captured
person is returmad to the place of empioyment, tha United States, or is able to be retumned to the
lurisdiction of the United Statas, or until the person’s death is established or legally presumed fo
have occurred by evidenca satisfactory to the Contracting Officer, whichever occurs first
(3) United States comprises geographically the 50 states and the District of Columbia.

(4) War Hazards Compensation Act refers to the stalule compiled in chapter 12 of title 42,
U.S. Code (sections 1701-1717), as amended.
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(b} I pursuant to an agreement entered into prier to capture, the Contractor is ¢bligated to pay
and has paid delention banefits to a capturad person, or the person’s dependents, the
Government will reimburse the Contractor up to an amount equal 1o the lesser of--

(1) Total wage or salary being paid at the time of capture due from the Contractor to the
captured person for the period of detention; or

(2) That amount which would have been payable i the detention had occurred under
circumstances covared by the War Hazards Compensation Act

(c) The pariod of detention shall not be considersd as time spent in contract performancs, and the
Gevernmant shall not be obligated to make paymant for that time except as provided in this
chuse.

(d) The obligation of the Government shafl apply o the entire period of detention, except that it is
subject to the avallabllity of funds from which paymsnt can be made. The rights and obligations of
the partias under this cfause shall survive prior expiration, completion, or termination of this
coniract

(e) The Confractor shall not be reimbursed under this clause for paymsnts made if the
employees were sntitied 1o compsansation for capture and detention under the War Hazards
Compansation Act, as ameanded.

END OF SECTION |

Page I-8




SECTION J
Lisi of Attachments
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Exhiblt A

Contract Data Requlrements List/Data item Descriptions

Attachmant 1

DD254 Contract Security Specificatian

Aftachment 2

Table-1 (Schedule B attachment)

Aftachment 3

Tabie-2 (Schedule B attachment) premium rates

Altachment 4

Award Term Plan with Service Level Agreements

Attachment 5 | Labor Category Dsfinitions
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CONTRACT DATA REQUIREMENTS LIST Form Approved
{2 Daza frems) OMB No. 0704-07188
Public reporting burden for this collection of information iz estimated to average 110 hours per regponae, includmg the time
for reviewing instructions, searching existing date sources, gathering and maintaining the dsota needed, and completing and
reviewing the collection of informatlon. Send commants regarding this burden or any other sspect of this collaction of
informstion, including suggestions for seducing this burden, 1o Department of Defensze, Washington Headquaners Services,
Directarate for informetion Operstions and Reports, 1215 Jefferson Davis Highway, Suite 1204, Adington, VA 22202~
4302, end to the Office ol Management and Sudget, Paperwork Reduction Praject [0704-0188], Washington, DC 20503,
Please DO NOT RETURN your form fo shher of these addresses. Send completed form 1o the Govemment Issuing
Contraciing Office for the Contract/PR No. Listed in Block E
A. CONTRACT LINE ITEM NO. 8. EXHIBIT C. CATEGOARY:
Ses Schedule Section B | A TP o MM OWHER. X
D. SYSTEMATEM : E. CONTRACT/PR NO. F. CONTRACTOR
Entarpsisa IT Contract UsZaz2-02-0-0017 BTG, Inc.
1.DATAITEM NO. | 2. TITLE OF DATA ITEM 3. SUBTITLE
AD01 Progress Status and Management Report Contract Manthly Cost Report
4. AUTHORITY (Dats Acouisition Documant No.!I | 5. CONTRACT REFERENCE 6. AREQUIRING OFFICE
DI-MGMT-BD227 SOW SDAL-KB
7.DC 254 REQ 9. DIST STATEMENT | 10. FREQUENCY 12, DATE OF RAST 14. DISTRIBUTION
NO REQUIRED Monthhy SUBNYSSION
s 30 daye sfter sward
B. APP CODOE No 11. AS OF DATE 13, DATE OF b. COFES
SUBSEQUENT
SURMISSION s ADDRESSEE
107 day of month
- 18. REMARKS Soft copy in Microsoft Word or Microsoft Excal as Flnel
appropriata to be submitted on tha unclessified Commeand LAN to the
governmenmt reprasentative. Contractor format acceptable to include Draft | Reg Repro
the basic contract and 8 summary of task arders; title, sponser, ISt.'.!)l'\L-ICSEI 1
schedule. emount fundad by CLIN and task order, and emount billed  Brpgr 1
and remaining.
PM - C4lA 1
® Approval: PCOR 16. TOTAL 3
1.0ATA ITEM NC. | 2 TITLE OF DATA ITEM 3. SUBTITLE
ADD2 Status Report Monthiy Summary Status Report
4. AUTHORITY (Data Acqulsition Document Na.) | 5, CONTRACT REFERENCE 6. REQUIRING DFFICE
DEMGMT-B0368 SOW SOAL-KB
7. DD 254 REQ 9, DIST STATEMENT | 10. FREQUENCY 12. DATE OF FIRST 14. DISTRIBUTICN
REQUSRED SUBMISSION
NO Monthly 30 days after swaed
8. APP CODE Ao 1. AS OF DATE 13. DATE OF b. COPES
SUBSEQUENT
SUBKHSSION . ADDRESSEE
10" dey of menth
18. REMARKS Soft copy in Mictosoft Word or Microsoft Exce! ss Final
eppropriate tc be submitted on the unclassitied Command LAN to the — Droft_{ Rag | Repro
government representatives, Contractor format is acceptable. SOAL-KBE 1
* Approvel: PCOR ‘CORs 7
PM ~ C4lA
15, TOTAL [:)
G. PREPAAED BY H. DATE J. DATE
t APRIL 2002
|
DD Form 1423-1, JUN 80 Previous editions are obsolete Exhibit (A)
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CONTRACT DATA REQUIREMENTS LIST Form Approved
(2 Daia tems) OMB No. 0704-07188
Public reporting burdan far this eollection of information is estimated to average 110 hours per response, including the time
for reviewing instructions, searching existing date sources, gathering and maintaining the data needed, and comploting and
reviswing the collection of Information. Send comments segarding this burdan ar any other pspect of this collection of
information, inckiding suggestions for reducing this burden, to Department of Defense, Washington Headguaners Services,
Dirsctorate for mformation Operstions and Reportz, 1215 Jefferson Davis Highwey, Suite 1204, Ariingion, VA 22202
4302, end o the Office of Management and Budger, Paperwark Raduction Project {0704-0188), Washington, DC 20503,
Pleese DO NOT RETURN your form to either of these addresses. Send completed form to tha Government {ssuing
Contracting Office for the Contract/PR No. Listed in Block E. I
A. CONTRACT LINEITEM NO. B. EXAIBIT C. CATEGORY:
See Schedule SectionB | A TOR.____. B OTHER. X
D. SYSTEWITEM E CONTRACT/FR NO. F. CONTRACTOR
Enterpriss IT Contract UsSZAZ2-02-D-0017 BTG, Inc.
TDATA [TEM NO. | 2 TITLE OF DATA ITEM 3. SUBTITLE
ADD3 Technical Raport - Study/Services
4. AUTHOAITY {Data Aequisnion Document No.) | B. CONTRACT REFERENCE | 8. REQUIRING DFFICE
DI-MISC-80508 See Block 16 TBD _
7.DD 254 REQ 9. DIST STATEMENT | 10. FREQUENCY 12. DATE OF ARST 14. DISTRIBUTION
NO REQUIRED AS REQ SUBMISSION
8. AFP CODE No 1. AG OF DATE 13 DATE OF b. COFIES
SUBSEQUENT
SUBMISSION e, ADDRESSEE
18. REMARKS Soft copy in Microsoft Waord, Excel, Powarpoint ar HTML Final
as appropriate to be submitted on the appropriate LAN to the
requasting govarnmsnt representative. Contractor format acceptable Dreft | Reg Repro |
unless specific Govamment format specified at time of request. Reguesting 1
COR
Raferance SOW paragraphs 3.1.1, 3.1.2, 3.1.4, 3.1.8, 3.1.9, 3.2.1, PCOR 1
3.2.3,3.3.1,3.3.2, 3.3.4,3.3.3, 3.5.1, 3.8.1 SMCAIAS E
Approval: COR with coordination through PCOR i 3
1.CATA ITEM NO. | 2. TITLE OF DATA ITEW 3, SUBTITLE
A0D4 Meating Agenda
4. AUTHORITY (Data Asquisiton Document Ma) | b, CONTRACT REFERENCE 8. AEQUIRING DFFICE
DI-ADMIN-8124% See Block 18 TBD
7. DD 264 REQ 8. DIST STATEMENT | 10. FAEDUENCY 12. DATE OF ARST 14 DISTRIBUTION
NO REQUIRED AS REQ SUBMISSION
8. AFP CODE No 11. AS OF DATE 12. DATE OF b. COPES
SUBSEQUENT
SUBMISSION . ADDRESSEE
16. REMARKS Soft copy in Microsoft Word, Excsl, Powerpoint or HTML Firal
8s appropriate to be submitted on the appropriate LAN to the
requesting governmaent represartative. Contractor formet acceptable Oraft | Rag Rapro
unless specific Government format specified at time of request. Requesting 1
: COR
Reference SOW paragraphs 3.2.3, 3.3.1, 3.3.2, 3.3.3 PCOR 1
I: Reguesting COR
Appecis o=y rls. TOTAL 2
G. PREPARED BY H. DATE BY J. DATE
1 APRIL 2002
DD Form 1423-1, JUN 90 Previous editions are obsolete Exhibit (A)
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CONTRACT DATA REQUIREMENTS LIST Form Approved
(2 Daia tems) OMB No. 07040188
Public reporting burden for this coltection of information i estimeted to svarage 110 hours psr response, Including the time
tor reviewing imstructions, searching existing data sources, gathering and meint@ning The deta naeded, end ecompleting and
reviewmg the collgetion of information. Send comments regerding this burden or sny other aspect of this collection of
irlormation, inchuding suggestons fo¢ reducing thie burden, to Deperiment of Defense, Washington Headquerters Services,
Directorate for informstion Operationa and Reports, 1218 Jetterson Dovis Highway, Suite 1204, Aslington, VA 22202-
4302, and to tha Offlca of Mansgemaent sng Budget, Paperwork Reduction Project {0704-0188), Washingten, DC 20503.
Please DO NOT RETURN your form to elther of these addresses. Send completed foom 1o the Govemment lssuing
Contracting Office for the Contrect/PR No. Listad in Block E.
A. CONTRACT LINE ITEM NO. B EXHIBT C. CATEGORY:
Sea Schedule Section B | A TOP . TM____ OTHER_X__
D, SYSTEMATEM E. CONTRACT/PR NO. F. CONTRACTOR
Entsrpnse IT Contract US2A22-02-0-0017 BTG, Inc.
T DATAITEM NO. | 2. TITLE OF DATA ITEM 3. SUBTITLE
AQ0D5 Meating Minutes
4. AUTHORITY {Dats Acquisition Docoment No.) | 8. CONTRACT REFERENCE &. REQUIRING OFFICE
DI-ADMIN-81249A - See Block 16 TBD
7. DD 253 REQ 9. DIST STATEMENT | 10. FREQUENCY 12. DATE OF ARST 4, DISTRIBUTION
NO REQUIRED AS REQ SUBMISSION
€. AP COD= No T1.ASOFDATE | 13. DATE OF %. COPIES
SUBSEQUENT
SUBMISSION > ADDRESSEE
16, REMARKS Soft copy in Microsoft Ward, Excel, Powerpoint or HTML Final
&5 appropriate to be submitted on the appropriate LAN to the
requesting government represantative. Contractor format scceptable Draft | Reg Repro
unless specific Governmeant format spacified at time of request. Requesting 1
COR
Refarence SOW peregraphs 3,2.3, 3.3.1, 3.3.2, 3.3.3 PCOR 1
A al: i
pproval: Requesting COR s 5
1.DATA ITEM NQ, | Z TITLE OF DATA ITEM 3. SUBTITLE
AQDB Trip Report
4. AUTHORITY [Date Acquisiton Document No.) | 5. CONTRACT REFERENCE &. REQUIRING OFFICE
DI-MGMT-81250 Sae Block 18 TBD
7. DD 284 REQ 9, DIST STATEMENT | 10. FREQUENCY 12. DATE OF FIRST 14, DISTRIBUTION
NO REQUIRED AS REQ SUBMISSION
B. APP CODE No 11. AS OF DATE 12. DATE OF b. COPIES
SUBSEQUENT
SUBMISSION 2. ADDRESSEE
16. REMARKS Soft copy in Microsoft Waord, Excel, Powerpoint or HTML Finad
as appropriats to be submitted on the appropriate LAN to the
requesting government reprasentative. Contractor format ecceptable Draft | Reg Repro
unlass specific Goveenment format specified at time of reguest. Raquesting 7|
COR
Reference SOW paragrephs 3.1.1, 3.1.2, 3.2.3, 3.3.1, 3.3.2 PCOR | 1
Approvel: ting COR
e Pecuesting 16, TOTAL 2
G, PREPARED BY K. DATE J. DATE
1 APRIL 2002

DD Form 1423-1, JUN 90 Previous editions are obsolete Exhibit (A)
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CONTRACT DATA REQUIREMENTS LIST Form Approved
(2 Dain frams) OMB No. 0704-0188

Public reparting burden for thia collaction of informetion is estimated to average 110 hours per response, Inchsdmg the time
for reviewing instructions, sesrching existing data sowrces, gatharing and maintaining the data needed, and completing and
reviewing the colfection of information. Send comments regarding thia burden or any other Bapect of this collection of
informatian, including suggssthone for reducing this burden, to Departmant of Defense, Washington Headquarters Services,
Directarate for informstion Opsretions and Reports, 1215 JeMferson Devis Highway. Suite 1204, Arington, VA 22202-
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l. Introduction

1. This plan covers the administration of the award term provision of the Special
Operations Enterprise Information Technology support contract number USZA22-02-D-
0017, dated April 1, 2002, with BTG, Inc. This performance based cantract vehicle
includes a mixture of contract type for payment purposes and contains an award term
provision for performance as an incentive. Itincludes firm fixed price, labor hour, and
cost reimbursabile. The contract was awarded in accordance with the provisions of RFP
USZA22-01-R-0001.

2. The following matters, among others, are covered in the contract:

a. The contractor is required fo perform Enterprise Information Technol

The contract will also allow
the services (Army, Navy, Air Force, and Marines) to use this contract in support
of the Special Operations mission as applicabls.

The term of the contract is from April 1, 2002 through March 31, 2007. The
contract shall not exceed 9 years 3 months inclusive of all award termn incentive
periads plus an option for transitioning (CLIN 1000-1001).

The estimated cost of performing the contract is shown in the contract or any
exscuted medification actions.

The available award term is shown in Attachment Ili-A.

The evaluation ratings and award term samed will be determined pericdically by
the Award Term Determination Official (ATDO) in accordance with this plan.

Special Operations Command may unilateraily change this plan, as covered in
Part V and not otherwise requiring mutual agreement under the contract,
provided the contractor racsives notice of the changes prior to the beginning of
the evaluation period to which the changes apply.

Award terms will be conditioned upon:
- Conlinuing need

- Auvailability of funds, and

- Continuing price reasonableness

The contract scope may change during the performance of the effort. If the
scope is to increase or decrease it will not affect the term incentive uniess the

I-A-1




. .ON’I‘RACT USZA22-02-D-0017

1 APRIL 2002

contract is terminated for any reason. Otherwise, the term incentive portion of
the contract will be valid i paragraph g is true and performance mests the
requirements spacified in this plan.

i. Contractor's price proposal — pricas for each potential award term incentive shall
be established as Not-lo-Excaed (NTE) at the contract award. If a determination
is made to award an incentive the contractor will be asked by the Cantracting
Officer (KO) to definitize the established NTE price for the award term being
awarded. The contractor upon notification by the KO will have 45 days fo submit
a proposal. Definitized prices for the award term, absent any change in
Government raquirement, shall not exceed the NTE amounts established in the
contract.

J- If the contractor is not awarded the incentiva in year 2, 3, 4, 5 it cannot be re-
eamed. The contractor however, will have the opportunity to "earn* future
incentives as specified in attachment |li-A,

ll. Organizational Structure for Award Term Administration

The following organizational structure is established for administering the award term
provision of the contract. Individual appointments for the ATP Organization are
specified in Attachment I-A,

1. _Award Term Determination Official (ATDO)

a. The ATDO is the HQ USSOCOM Acquisition Executive.
b. Primary ATDO responsibilities are:

{1) Determining the evaluation rating for sach evaluation period and award term
eamed for each award term period, as addressed in Part V.

(2) Changing the matters covered in this plan as addressed in Part V as
appropriate.

2. Contracting QOfficer (KO)
a. The primary responsibilities of the Contracting Officer are:
(1) Maintaining official papsrwork that pertains to the determination.
(2) Notifying the contractor in writing of the determination made by the ATDO.

(3) Implementing changes covered in this plan as addressed in Part V.
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3. Primary Contracling Officaer's Reprasentative R

a. The primary responsibilities of the PCOR are in regards to the award tarm
process:

(1) Consolidating periodic evaluations of contracior performance through
quarterly reviews with the Contracting Officer's Representatives (CORs),

(2) Presenting the Performance Evaluation Report (PER) through the Chief
Information Officer (CIO)} Council covering the findings and
recommandations for each evaluation period for an overall Enterprise
performance report.

(3} Submitting the Performance Evaluation Report (PER) to the ATDO covering
the findings and recommendations for each evaluation period, as addressed
in Part V.

(4) Consolidating changes in this plan and recommending those appropriate for
adoption by the ATDO and KO, as addressed in Part V.

4. Contracting Officer's Representative(s) (COR)
a. The COR responsibfiities are:

(1) Conducting periodic svaluations of contractor performance and é.ubmiﬂing a
Performance Evaluation Report (PER) to the PCOR covering the findings and
recommendations for each evaluation period, as addressed in Part IV.

(2) Attending quarterly reviews called by the PCOR to review findings and
recommendations.

(3) Considering changes to this plan and submitting recommendations to the
PCOCR for appropriate action.

5. Performance Monitors

a. A Performance Monitor will be assigned to each Service Level Agreement (SLA)
category to be evaluated. The assignmeni will be made by the COR with
agresment by the KO as addressed in Part IV.

b. Each Performance Monitor will be responsible for complying with the "General
Instructions for Performance Monitors,” Atachment IV-B, and any specific
instructions of the COR as addressed in Pant (V. The primary Performance
Monitor responsibilities are:

(1) Monitoring, evaluating and assessing contractor performance in assigned
areas specified in attachment 1lI-D.
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(2) Periodically providing the input to the Performance Monitor Report for the
COR as appropriats.

(8) Recommending appropriate changes in this plan for consideration, as
addressed in Part IV.

lll. Evaluation Requirements

The applicable evaiuation requirements are indicated below.

Requirement
Evaluation Psriods and Available Award Termm Pariods Attachment Ili-A
Grading Table Attachment 1li-B
Perlormance Categories and Evaluation Criteria Attachment lli-C
Measurement and Monitoring Methodology Attachment Il}-D

IV. Method for Determining Award Term

A dstermination of the evaluation rating for each 6-month evaluation period, and award
term earned for each one year award term incentive period, will be made by the ATDO
within 40 days after the end of the period. The method to be followed in monitoring,
evaluating and assessing contractor performance during the period, as well as for
determining the award term earned, is described below. This evaluation process will
commence during ordering period one, however the resulfts will not be binding and will
not lead to the exascution of an award term. The intent of starting this process in ordering
period one is to establish tha various channels of communications and resolve any
problems before commencement of ordering period two. Ordering pericd one will follow
the same process as stated in this plan. Attachment IV-A summarizes the principal
activities and schedules invoived. Aftachment I1-D identifies the processes and
procadures for the EITC Measurement and Monitoring Methodology.

1. Tha KO will appoint a performance monitor based on the recommendations of the
COR who will ensure a performance menitor is assigned for each SLA category to be
evaluated under the contract. The performance monitors will be selectad on the basis of
their expertise relative fo prescribed performance area emphasis. The KO may change
performance monitor assignments at any timea without advance notice to the contractor.
The COR will coordinate the change through the PCOR who will notity the KO who will
notify industry promptly of all performance monitor assignments and changes.
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2. The COR will ensura that each performance monitor receivas the following:
a. A copy of this plan along with any changes made in accordance with Part V.
b. Appropriate orientation and guidance.
¢. Sperific instructions applicable to the monitors' assigned performance areas.

3. Performance monitors will avaluate and assess contractor performance and discuss
the results with contractor personnel as appropriate, in accordance with the “General
Instructions for Performance Monitors,” Attachment IV-B, and the specific instructions
and guidance outlined in the EITC Movement and Monitoring Methodology, Attachment
IN-D.

4. Performance monitors will submit inputs for Performance Monitor Reports monthly
and, if required, make verbal presentations to the COR.

5. The PCOR will prepare the Parformance Evaluation Report (PER) for the period
using the report from the CORs and brief the CIO Council and submit it to the ATDO for
use in determining the evaluation rating.

6. The ATDO will consider the PER and discuss i with the PCOR and other parsonnel,
as appropriats.

7. The ATDO will review the results of the PER in determining the svaluation rating for
the period. The ATDO's detaermination of the evaluation rating, including award term
eamed for each award term period, and the basis for this determination will be stated in
the ATDO Letter.

8. The conftractor will be notified by the KO of the determination to implement the
award term period for which it was evaluated. Nio modification action is required to the
contract.

V. Changes in Plan Coverage

1. Right to Make Unilatesal Changes

Any matiers coverad in this plan not otherwise requiring mutual agreement under the
contract, may be changed unilaterally by Special Operations Command prior to the
baginning of an evaluation period by timely notice to the contractor in writing by the KO.
The changes will be made without formal modification of the contract unless the parties
agree that the change constitutes a material change to the EITC.

2. Sleps to Changs Plan Coverage

The following is a summary of the principal actions involved in changing plan coverags.
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Action Schedule
a. COR drafts proposed changes. Ongoing.
b. COR submits recommended changes to PCOR for approval. NLT 20 days prior

to beginning of
evaluation period.

¢. PCOR submits recommended changes for attachments NLT 5 days prior
I1I-C and [l1-D to the KO for approval. to beginning of
evaluation period.

d. PCOR submits recommended changes to the rest of the NLT 5 days prior
plan, through the KO, to the ATDO for approval. to beginning of
evaluation period.

8. Contracting Officer notifies contractor of changes. Prior to beginning of
evaluation period.

The PCOR will establish subsidiary actions and schedules, as necessary, to meet the
above schedules.

3. Method for Changing Plan Coverage

The methad to be followed for changing the plan coverage is described below:

a. Personnel involved in the administration of the award term provisions of the
cordract are encouraged fo recommend plan changes with a view toward changing
management emphasis, motivating higher performance levels or improving the award
term determination process. Recommended changes should be sent to through the
COR to the PCOR for consideration and drafting.

b. Before each evaluation period begins, the PCOR will submit recommended
changes with appropriate comments and justification, it any, to the KO or ATDO for
approval.

c. Before sach evaluation period begins, the KO will notify the contractor in writing
of any changes to be applied during the next period. If the contractor is not provided
with this notification, or if the notification is not provided within the agreed-to number of
days before the beginning of the next period, the existing plan will continue in effect for
the nexl evaluation period. Changes to the plan are allowable sven i the criteria are not
met, if by written mutual agreement of both parties. The contractor must inform the
contracting officer in writing of any changes required in the EITC Measurement and
Monitoring Methodology following receipt of the contracting officer’s notification of
changes.
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ATTACHMENT IFA TO ATP FOR

Contract No. USZA22-02-D-0017 With BTG, Inc.
Effective April 1, 2002

AWARD TERM INCENTIVE
PLAN
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ATTACHMENT Ill-A TO ATP FOR
Corttract No. USZA22-02-D-0017 With BTG, Inc.
: Effactive Aprl 1, 2002

EVALUATION PERIODS AND
AVAILABLE AWARD TERM INCENTIVE PERIODS

Evalustion Pariod Parformance Sequired for Award | avaliable Award Term
Bass Year | - Ape 02-Mar (3 BUA N/A
Basa Year 2 - Apr 03-Mar 04 Very Good or Excellenz (81 - 100) 1 year
Bage Year3 - Apr 04-Mar 05 Very Good or Excelient (81 - 100) 1 year
Bess Year 4 - Apr 05-Mer 06 Excellent (81 -100) 1 year
Base Year 5 - Apr 06-Mar 07 Bxediznt (31 -100) 1 year
Award Term Year

07-Mar 08 NJA N/A
Award Term Year
Apr 08-Mar 09 N/A NA
Award Term Yesr
Apr 08-Mar 10 N/A N/A
Award Term Year
Apr 10-Mar 11 N/A NIA

TI-A-1
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ATTACHMENT {H-B TO ATP FOR

Contract Nc. USZA22-02-D-0017 With BTG, Inc.
Effective April 1, 2002

GRADING TABLE

The following grading table is to be used for this contract The overall evaluation rating
is calculated by applying the numerical SLA scores from each performance category
and weighting them appropriately as identified in Attachment {lI-C, "Performance

Categories and Evaluation Critsria.*

. Range of
Adjectival Rating [Evalusation Description
Rating
Of sxceptional merit; exemplary performance in a timely, efficient
Erceliont (91-100) and ecopomical manner; very minor (if any) deficiencies with no
edverse effect on overall parformance.,
Very cifective performance, fally respoasive to contract; condract
Very Good (81-90) requirements accomplished in 8 timely, ¢fficient and economical
manner for the most part; only minor deficiencies.
i Effective performance; fully responsive to contract requirements;
Good (71-80) reportable deficiencies, but with little identifieble effect on overall
performance.
] Mests or slightly excoeds minimum scceptable standards; adequare
Sutisfctory (61-20) results; reportsble deficiencies with ientifiable, bu not substantial,
cffects on averall performance.
Daes not meet minimum zoceptable standayds in one or more arezs,
PoonUnsatisfactory (essan 1) | oo dial sction required in ope or more aress which adversely affect
overall performance.

Oi-B-1
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ATTACHMENT NI-C TD ATP FOR
Contract No. USZA22-02-D-0017 Wiih BTG, Inc.
Effective April 1, 2002 -
PERFORMANCE CATEGORIES AND EVALUATION CRITERIA
The performance categories to be svalualed are identified below. The evaiuation

criteria for each performanca calegory are contained in the EITC Measursment and
Monitoring Mesthodology, Attachment Il1-D.

SLA SLA Welighied
Performance Category Functions! | Category | Evaluation| Score

Group Score (1/0) | Welight | (scorsxweight)
| 1_| WAN Avallability WAN g
2 | WAN Circuit Availablility WAN 4
3 | WAN Problem Resolution WAN 4
4 | LANMAN Availability LAN 9
5 | RAS Availabliity LAN 4
6 | Server Availability LAN 4
|7 | Printer Availability LAN 3
B | LAN/MAN Problam Resolution LAN 4
9 | Emai/Measaging Availability EMAIL g
10 | Email/Message Transfar rate EMAIL - 4
11 | Email/Message Problem Resolution | EMAIL 4
12 | First Call Resolution Cs 4
13 [ Length of Help Desk Call [of 4
14 | Halp Desk Resolution cs 4
15 | Customer Satisfaction Cs 4
16 | Help Desk Responsiveness cs 4
17 | Help Desk User Notification Cs 2
| 18 | Sacurity incident Reporting IA 4
19 | Security Vulnerability Remediation A 4
20 | Asset Management Accuracy CM &
21 | Contract Management MGMT 4
22 | Task Crder Management MGMT 4
Monthiy Total 100%

m-C-1



CONTRACT USZA22-02-D-0017
1 APRIL 2002
ATTACHMENT Hi-D TO ATP FOR

Contract No. USZA22-02-D-0017 With BTG, Inc.
Effective April 1, 2002

MEASUREMENT AND MONITORING METHODOLOQY

7.1 Objectives. Service |avel agreaments (SLAs) are linksd to the CLIN structure, and cost
volume, Each SLA Includas a performanca category and measure description of the task to be
performed, service delivery points, and the paramaters to be used. The SLAs show the matrics
to be coflectsd, the methodolngy and tonls to bs employed, and the reporting peried. In some
cases tha final collection means and the reporting frequency raguire collaborafion with
tJISSOCCM. Each SLA |dentifies exceptions. An exception is an event beyond the contro! of the
contractor.

7.2 Service Laval Agreement Management.

The Contractor shail provide a detailad comprehensiva SLA Managemoant Plan that clarifies
collection, reporting, and review methodologles during the first 90 days of the cantract. The
SLA Management Plan provides overali management guidence to the parinsrship for
performance measurement, enterprige control, and status reporting. Modifications fo SLAs and
to the SLA Managemsnt Plan are necessary during the life of the program and can only occur
with the concurrence of the government Configuration Control Board.

The Contractor shall conduel a due diligence process at transitlon peried stant throughout
USSOCOM headquarters and components to detarmine tha "as is” architecturs. This inventory
shall be conductad under the CM task at headguariers and at all of the COLs. R shall include;

e Hubs, cabis plart, communications, servars, desidops, laptops, help desk process and
tools, efc.

e The currant operating control softwara environment, as well as, the current tools used to
coltect parformance matrics, will be Included in the inventory.,

Basaed on the results of this inventory, the Contracior shali:
e (Creats 2 list of “msircs collection tools needed” Bst for each of the SLAs.

¢ Generate a discropancy report and action plan to be presentad io the IPT, should the
list of tools differ from the Contractor’s identified proposed SLA ool set. The IPT will
make racommendations sfter enginesring and cost analysis are parformsd

The Contractor shell provision the porial and Risk Radar {cols, a8 tha maans o accomplish
tracking and reporting SLA transition value aftsinment. As part of the enterprise |T planning
process tha Contractor shall, in partnership with USSOCOM, plan an snterprise concept that
fingllzes the systems required {or measuring the agreed service lavel.

7.3 SLA Performance Monitoring and Reporting.

The Centracter shall during the transiion phase of the program deploy an automated means
capable of storing and providing access io performance metries and a reports.

The contractor shall provide USSOCOM approved personne! access to the performance,
mebrics and reports,

OI-D-1




INTRACT USZA22-02-D-0017

ATTACHMENT {V-A TO ATP FOR

Contract No. USZA22-02-D-0017 With BTG, Inc.

Effective April 1, 2002
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ACTIONS AND SCHEDULES FOR EVALUATION RATING AND AWARD TERM

DETERMINATIONS

The following is a summary of the principal actions involved in determining the
evaluation ratings for the evaluation periods and the award term earned for award term

periods.

Action

Schedule

1. Monitors assess performance and discuss results with contractor. Ongoing.

2. Industry partner submits self-evaluation.

3. Monitors submit Performance Monitor Reports to COR.

4. COR meets with PCOR to discuss PER.

5. PCOR briefs PER to CIO Council and ATDO.

6. ATDO sends ATDO Letter to KO.

7. Award term made to contractor based on contract modification.

NLT 10 days after
end of evaluation
period

NLT 15 days after
end of evaluation
period.

NLT 30 days after
end of evaluation
perlog.

NLT 35 days after
end of evaluation
period.

NLT 40 days after
end of evaluation
peried.

NLT 45 days after
end of award term
period.

The PCOR will establish subsidiary actions and schedules, as necessary, to meet the

above schedules.

IV-A-1
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ATTACHMENT IV-B TO ATP FOR

Contract No. USZA22-02-D-0017 With 8TG, Inc.
Effective April 1, 2002

GENERAL INSTRUCTIONS FOR PERFORMANCE MONITORS

1. Monitoring and Assessing Performance

a. Monitors will prepare outlines of their assessment plans, and discuss them with
appropriate contractor personnel o assure complete understanding of the evaluation
and assessment process (EITC Measurement and Monitoring Methodology).

b. Monitors will plan and carry out on-site assessment visits, as nacaessary.

c. Monitors will conduct all assessments in an open, objective and cooperative spirit
so that a fair and accurate evaluation is obtained. This will ensure that the contractor
receives accurate and complete information from which to plan improvements in
performance. Positive performance accomplishments should be emphasized just as
readily as negative ones.

d. The monitor will discuss the assessment with contractor personnel as
appropriate, noting any observed accomplishments and/or deficiencies. This affords the
contractor an opportunity to clarnify possible misunderstandings regarding areas of poor
performance and to correct or resolve deficiencies.

e. Monitors must remember that contacts and visits with contractor persbnnei are to
be accomplished within the context of official contractual relationships. Monitors will
avoid any activity or association that might cause, or give the appearance of, a conflict
of interest.

f. Monitors’ discussions with contractor personnei are not to be used as an attempt
to instruct, to direct, to supervise, or to control these personnel in the performance of

the contract. The role of the monitor is to monitor, assess, and evaluate, not to manage
the contractor’s effort.

2. Documehting Evaluation/Assessment

Monitors will prepare a formal Performance Monitor Report every six months and submit
it to the COR in accordance with the following instructions:

a. Performance Requirements — Include a performance score and the numerical
results as determined by the EITC Measurement and Monitoring Methodology.

b. Performance Categories — Evaluate the momhly Performance Category SLA
Score to ensure compliance with the EITC Measurement and Monitoring Methodology.

IV-B-1



. QONI'RACT USZA22-02-D-0017

1 APRIL 2002

¢. Evaluation of any new tasks, which are not explicitly covered by an existing
performance requirement, may be svaluated by using the Task Order Support SLA.

d. Notification of deficiencies and weaknessas shall be made as soon as possible
after identification of the deficiancy so that comsctive action may be teken. The
contracior and performance monitors shail not delay this notification until the
submission of the end of pericd svaluations.

3. Verbal Reports
Monitors will ba preparad to make verbal reports of their evaluations and assessments

as required by the COR. The COR will be preparad to mest with the PCOR and write
the PER.

IV-B-2
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The contractor shafl dsfiver a finalized SLA Management Plan at the end of S0 days. The plan
shall incorporate proposed SLAs and establishes the basis for the fong-term strategy of
USSOCOM to a comprehansive sat of performance basad SLAs. it shall provide dstailed IT
performance data necessary fo effectively manage appropriate technology insertion and
modifications to management procasses. The plan will then be vetied throughout the SOCOM
organizafion and resourced for implementation.

The contractor shall conduct a monthly performance review mesting will be conducted to review
appropriate SLA and performance againet the SLA.

The Contractor shail participate in the Integrated Procsss Team created for

imptementing, and continuously improving Service Leve! Management. Tha IPT will fma!rza the
SLA Management Plan in clese coordination with USSOCOM strategle [T planning with @
thorough and detalled systarn engineering approach. The plan dafinas the ovarall strategic
modet for managing and implementing SLAs. Tha IPT will then develop the processes to collect
SlA-relative data, how the tools will be configured and adjusted to coltect this date, and the
processes and toals needad to aggregate the date, Most importantly, the plan will note the
policies and procedures for astablishing a proaciive approach to constantly monitor
performance, and Idantify aclion if an SLA performancs nears and/or falls below negotiated
thresholds of psriormance.
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Service Level A greements for Svstems Administration Services CLINs 0x01AB

Service Level Agreement 1: WAN Government Service Level Objective No. 1
Availability : = =
ubCLINs 0x01AB - Systems Administration Services
pplicable Service Delivery Points:

Performance Category: WAN Availability - Network Connectivity

IService Description: Ensure that the percentage of time each LAN/MAN is connected to the
['WAN and capable of processing user requests meets or exceeds the SLA determined Level of
Service values.

Performance Measure Description: Availability of connectivity to WAN portal, Three
principles of availability arc established: eliminating single points of failure, reliable
crossover, and prompt notification of failures. The measurement is an aggregate for all WAN
end points of the outage time of all LAN/MAN connections to the WAN. WAN availability is
calculated as the percentage of time that the LAN/MAN network is capable of connecting to
the WAN and delivering USSOCOM application data to the total time in the measurement
period. Redundant connectivity is factored into the metric calculation. It is measured from
portal access point to the WAN derarcation point. The calculation for WAN availability for a
given month is as follows: (24 hours X days in month X # of WAN end points — Sum of
[WAN portal outage times) / (24 hours X days in month X # of WAN end points).
[Exceptions: Computation excludes scheduled, pre-agreed portal outages IAW site
procedures. External network availability will not be calculated as part of this SLA.

Who: Contractor |Freguency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository reporting
generates monthly reports. Both the reports and EMS data are visible on
OpsPort.

Where: WAN How measured: Sampling performed on WAN end points as reported
emarcation Points by WAN/MAN interface device SNMP MIBs. Capturing of this data will|
be accomplished with HP OpenView. Redundant connectivity is factored
into the metric calculation.

5
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Service Level Agreement 2: WAN Circuit Government Service Level Objective No. 2
Availability

Semoe Description: Ensure that the percentage of time each LAN/MAN circuit is
operational meets or exceeds the SLA determined Level of Service values.

Performance Measure Description: Availability of the circuit through the USSOCOM
controlled WAN from one LAN/MAN paoint of presence to another. Three principles of
availability are established: eliminating single points of failure, reliable crossover, and promapt
|notiﬁcation of failures. The measurement is an aggregate for all LAN/MAN end points of the
outage time of all LAN/MAN circuits through the WAN. WAN circuit availability is
calculated as the percentage of time that the LAN/MAN network is capable of passing
through the USSOCOM WAN and delivering/retrieving USSOCOM application data to/from
the USSOCOM remote LAN/MAN point of presence to the total time in the measurement
period. Redundant capability (multiple circuits for a given path) is factored into the metric
calculation. It is measured from WAN demarcation point to the remote LAN/MAN point of
presence. The calculation for WAN circuit availability for a given month is as follows; (24
hours X days in month X # of LAN/MAN points of presence — Sum of WAN circuit outage
times) / (24 hours X days in month X # of LAN/MAN points of presence).

Exceptions: Computation excludes scheduled, pre-agreed portal outages, and outages caused
by the circuit provider. External and non-transit network availability will not be calculated as
part of this SLA. Excludes any outages beyond the control of USSOCOM.

Who: Contractor [Frequency: EMS provides automated continuous monitoring with 24-hour
averaging into a common repository. Common repository reporting
generates monthly reports. Both the reports and EMS data are visible on

OpsPort
Where: How measured: Measured from LAN/MAN device to selected pingable
LAN/MAN components within each remote LAN/MAN point of presence. Capturing of
Points of this data will be accomplished with HP OpenView. This measure is an
Presence aggregate and average of the availability by site of the circuit through the

USSOCOM WAN to LAN/MAN point of presence. External and non-
transit network availability will not be calculated as part of this SLA.
Redundant capability (multiple circuits for a given path) is factored into the
netric calculation.
b Eriey
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ubCLINs 0x01AB - Systems Administration Services
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Performance Category: WAN Problem Resolution - Network Connectivity
" |Service Description: Ensure that the elapsed time from the outage until the service is
restored falls within the SLA determined Level of Service values.

Performance Measure Description: Elapsed time from the outage until the service is
restored to normal operating performance. The measurement will be an aggregate and average
1:-3 site of the time to restore service following help desk notification. The values indicated
present total tire to restore from time of non-availability (includes response time). Mission
critical users should be physically dual homed and, in the event of an outage, will only lose
their redundancy. The problem resolution will be to restore redundancy. Failover to a device,
within a device or the use of alternative paths having redundancy capabilities will satisfy the
time to restore requirement.
Exceptions: Computation excludes scheduled, pre-agreed portal outages IAW site
procedures. External network outages will not be calculated as part of this SLA.

Who: Contractor  |Frequency: EMS provides automated, continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
mouthly, and both reports and EMS data are visible on OpsPort.
Where: USSOCOM |How measured: Help desk trouble tickets first metric is mean time to
wide repair (MTTR) during normal duty hours; and the second value is
MTTR during off duty hours. Automated measurement through the
Remedy Help Desk systemn

A -;g
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Service Level Agreement 3: LAN/MAN Government Service Level Objective No. 4
Availability :
SubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points: Geographically co-located USSOCOM LAN and MAN
attached devices. The MAN service must address the specific mission requirements of each
sitc with regard to security, functionality, classification, performance, interoperability, and
network manageruent. The LAN service must address the specific mission requirements of the
user organization with regard to security, functionality, classification, performance,
interoperability, and network management.
erformance Category: LAN/MAN Availability - Network Connectivity
Service Description: Ensure that the percentage of time each LAN/MAN is capable of
[processing internal/external user requests meets or exceeds the SLA determined Level of
Service values.
Performance Measure Description: Availability of connectivity between USSOCOM
LANs, MANs, and attached devices. The MAN measurement will be an aggregate and
|average by site of MAN outage time. End-to-end MAN availability is calculated as the
percentage of time that the MAN network is capable of accepting and delivering USSOCOM
application data to the total time in the measurement period. Redundant connectivity is
factored into the metric calculation. It is measured end-to-end, from MAN demarcation to the
point of presence. The LAN measurement will be an aggregate and average by site of all
AN end points (server) and LAN outage time. The calculation for end-to-end MAN
availability for a given month is as follows; {24 hours X days in month X # of MAAN end
points — Sum of the MAN end point outage times) / 24 hours X days in month X # of MAN
end points. The calculation for end-to-end LAN availability for a given month is as follows:
(24 hours X days in month X # of LAN end points — Sum of the LAN end point outage times)
/ 24 hours X days in month X # of LAN end points.
Exceptions: Computation excludes scheduled, pre-agreed portal outages IAW site procedures
or server hardware/software failure. Does not include pre-agreed scheduled outages or server
hardware/software failure. The MAN number appears first, the LAN number second.
Who: Contractor  |Frequency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository
reporting generates monthly reports. Both the reports and EMS data are
visible on OpsPort.

Where: LAN/MAN |How measured: Measured by calculation based on SNMP events and

Service Delivery alarms for network equipment reportad to HP Dpeanw Calculation is
i total ti
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Service Level Agreement 5: RAS Government Service Level Objective No. 5
Availability ;
ISubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points
communication and network infrastructures IAW Contract Section C.
Performance Category: Remote Access Server Availability
Service Description: Ensure that the percentage of time each Remote Access Serveris
capable of processing dial-up user requests meets or exceeds the SLA determined Leve) of
Service values.
Performance Measure Description: The measurement is an aggregate and average by site of
all RAS delivery point outages. Calculation is total hours minus down time divided by total
hours. Availability of USSOCOM infrastructure and remote access service required to allow
dial in capability to the USSOCOM network infrastructure and associated services. Measured
from RAS service to the interface with external switched voice networks.
xceptions: Excludes any outages beyond the control of USSOCOM and scheduled, pre-
agreed outages JAW site procedures. Not counted against this SLA are problems associated
with non-USSOCOM network communications (USSOCOM external services) or remote
hardware configuration errors.
Who: Contractor requency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository reporting
generates monthly reports. Both the reports and EMS data are visible on
OpsPort.
Where: RAS How measured: Automated measurement of network elements through
Delivery Points HP OpenView. SNMP metric is collected via events and alarms. Server
measurements through existing SMS and custom scripts currently in use
at USSOCOM for RAS. We will eventually migrate to collection via a
common enterprise server management tool like BMC Patrol.

2] 4
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Service Level Agreement 6: Government Service Level Objective No. 6
Email/Messaging Availability _ -

ubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points:
communication and network infrastructures JAW Contract Section C.

Performance Category: Email/Messaging Services Availability

Service Description: Ensure that the percentage of time the email and messaging servers are
capable of processing intemal/external user requests meets or exceeds the SLA determined
Level of Service values. Services include sending, storing, processing, and receiving email
and multimedia email attachments. Defense Messaging System (DMS) provides writing,
release, sending and receipt of organizational messaging. DMS encompasses hardware,
software, procedures, and standards,

Performance Measure Description: Email/messaging availability is defined as the portion
of time that the email and messaging servers are available or “up” for sending and receiving
email and messaging services. It is measured in terms of percentage of available time in a
month. Formula for email is: (# of hours in month — email outage time in hours) / number of
hours in month. Formoula for other messaging services is: (# of hours in month - messaging
service outage time in hours) / number of hours in month. The outage time includes all
unscheduled email/messaging service down-time affecting outages.

Exceptions: Exception is scheduled, pre-agreed outage IAW site procedures. Assumptions:
does not address problems associated with network service; addresses only availability of the
email/messaging servers.

Who: Contractor Frequency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository
reporting generates monthly reports. Both the reports and EMS data
are visible on OpsPort.

Where: At the How measured: Measured at email/messaging server. Excludes any
ernail/messaging failures refating to network and non-email/messaging server related
server hardware/components. Contractor automatically electronically collects

and analyzes data at each service point, monitors email/messaging
server availability and reports % availability on a monthly basis. The
email number appears first, the messaging service number second. We
will use What’s Up Gold, SMS, and existing custom scripts currently
in use at USSOCOM for managing Exchange. We will eventually
migrate to collection via a common automated tool like BMC Patrol
for Exchang
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Service Level Agreement 7: Server Government Scrvice Level Objective No. 7-
Availability _ _ i
SubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points:
communication and network infrastructures [AW Contract Section C.

Performance Category: Application and Data Server Avajlability

Service Description: Ensure that the percentage of time application and data servers are
capable of processing internal/external user requests meets or exceeds the SLA determined
vel of Service values. Includes connectivity and bandwidth required to support mission
uiremments. (Must meet peak network loading requirements of users and replication).
Performance Measure Description: Application and data server availability is defined as
the portion of time that USSOCOM application and data servers are available. It is measured
in terms of percentage of available time in a month. Formula is: (# of hours in month x
number of servers - server outage time in hours) / number of hours in month. The outage time
includes all unscheduled server down-time affecting outages.

Exceptions: Exccption is scheduled, pre-agreed outage IAW site procedures. Assumptions:
does not address problems associated with network service; addresses only availability of the
application and data servers. Does not include server and database mainterance and
administration, i.¢. hosting.

Who: Contractor  |Frequency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository reporting
generates monthly reports. Both the reports and EMS data are visible on

OpsPort.
Where: At the How measured: Measured at the server. Contractor automatically
server electronically collects and analyzes data at each service point, monitors

server availability and reports % availability on a2 monthly basis.
Automated measurement will be accomplished with HP OpenView,
SMS, and What'’ Gold or B
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Service Level Agreement S: Printer - Government Service Level Objective No. 8
Availability S
SubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points:
‘communjcation and network infrastructures IAW Contract Section C.

erformance Category: Printer Availability
Service Description: Ensure that the percentage of time network printers are capable of
|processing print requests meets or exceeds the SLA determined Level of Service values.
Includes ability for end user to produce (1) black & white (2) color hard copies of electronic
documents and transparencies.
Performance Measure Description: Printer up time where end user is capable of performing
print operation. The formula for calculating printer up time will weigh the number of end
users affected by printer availability, and a distinction will be made for basic, mission, and
executive users. The outage time includes all unscheduled printer outages. The measurement
is an aggregate and average availability by site of USSOCOM printers from valid trouble
tickets at the Help Desk. Printers are assumed to be available unless there is a trouble ticket at
the Help Desk. Formula is: (# of hours in month X number of printers - printer outage time in
hours) / number of hours in month.
Exceptions: Exception is scheduled pre-agreed outage IAW site procedures. The computation
assumes that printer warm-up time is up time, and that any powered down printer is by pre-
agreed scheduled outage, unless due to a maifunction. The contractor will perform printer
maintenance, including replacement of toner cartridges; the provisioning of consumables,
including toper cartridges, will be performed by the Government.
Who: Coutractor  |Frequency: EMS provides automated, continuous logging of Remedy
trouble tickets into 2 common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.

‘Where: Printer How measured: Analysis of help desk trouble tickets (printers X total
hours - down time hours divided by total hours). Automated
measurement through the Remedy Help Desk system. May migrate to
fully automated real-time data monitoring and reporting using a tool
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Service Level Agreement 9: LAN/MAN Government Service Level Objective No. 9

Problem Resolution :
SubCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points: Geographically co-located USSOCOM LAN and MAN
lattached devices. The MAN service must address the specific mission requirements of each
site with regard to security, functionality, classification, performance, interoperability, and
network management. The LAN service must address the specific mission requirements of the
user organization with regard to security, functionality, classification, performance,
interoperability, and network management.
Performance Category: LAN/MAN Problem Resolution
rvice Deseription: Ensure that the elapsed time from the LAN/MAN network device or
server (including email and messaging) outage until the service is restored falls within the
SLA determined Level of Service values.
Performance Measure Description: Elapsed time from the outage until the service is
restored to normal operating performance. The measurement will be an aggregate and average
by site of the time to restore from trouble tickets at the Help Desk. The metrics indicated
represent total time to restore from time of non-availability (includes response time). Mission
itical should be failover/dual homed to redundant path and redundancy should be restored as
indicated. Failover to a device, within a device, or use of alternative paths having redundancy
capabilities are means to satisfy the time to restore requirement.
Exceptions: None

Who: Contractor  [Frequency: EMS provides automated, continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.

Where: How measured: Help desk trouble tickets: first metric is MTTR during
USSOCOM-wide [normal duty hours; and the second value is MTTR during off duty hours.
Automated measurement throu the Remedy Help Desk system.

£ 5 .- v ", "-'Ef et e i e T 52 5 by
5 45 nunutes 225 1 hour/ 3 hours 0.98
hours
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Service Level Agreements for Iinformation Assurance Services CLINs OX01AC

Service Level Agreement 1{i: Security ‘Government Service Level Objective No. 10
Incident Reporting : '
iSubCLINs 0x01AC - Information Assurance Services
Applicable Service Delivery Points:
communication and network infrastructures IAW Contract Section C.
Performance Category: Security Incident Reporting
Service Description: Ensure that the elapsed time required to identify, document, and report
all security incidents falls within the SLA determined Level of Service values. The contractor
shall support the use of appropriate mechanisms including, but not limited to, encryption,
access control, user identification and authentication, malicious content detection, audit, and
physical and environmental control.
Performance Measure Description: Elapsed time required to identify, document, and report
security incidents. Criteria will be developed and agreed to between the Govermment and the
contractor outlining the definition of a security incident. In certain agreed upon conditions, we
will automatically notify the NOC of security incidents via messaging pagers.

xceptions: None
'Who: Contractor  |Frequency: EMS provides automated, continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.
Where: End user & |How measured: The metrics are the time it takes to identify, document,
network operations |and report a security incident after it has been determined that an
center incident has occurred. The metric is collected and measured via the

iRemedy ARS Trouble Ticket database
, T
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Serviee Level Agreement 11: Security Government Service Level Objective No. 11
Vulnerahility Remediation ; '
ubCLINs 0x01AC - Information Assurance Services
Applicable Service Delivery Points:
communication and network infrastructures JAW Contract Section C.

tPerformance Category: Security Vulnerability Remediation

Service Description: Ensure that the elapsed time required to implement real-time system
fixes/patches to address security vulnerabilities falls within the SLA determined Level of
Service values. The contractor shall support the use of appropriate mechanisms including, but
not limited to, encryption, access control, user identification and authentication, malicious
content detection, audit, and physical and environmental control.

Performance Measure Description: Time required to implement real time system
fixes/patches to address security vulnerabilities. Measured from time vulnerability is
discovered/identified and an approved system fix/patch is available and authorized for release
Fo the time when the fix/patch is made available to all users. (Note: Implementation of

nformation Assurance Vulnerability Alerts {IAVAs} shall be in accordance with required
timeframes).
[Exceptioms: None ;

Whe: Contractor & |Frequency: EMS provides automated, continuous logging of Remedy

Government trouble tickets info 2 commeon repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.
Where: All How measured: The metric is collected and measured via the Risk

SSOCOM end users|Radar and Remedy ARS Trouble Ticket database.
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Service Level Agrecments for Configuration Management Services CLINs 0X01AD

ubCLINs 0x01AD - Configuration Management Support Services
Applicable Service Delivery Points:
and network hardware, software, and infrastructure IAW Contract Section C.
Performance Category: Asset Management Accuracy
Service Description: Ensure that the accuracy of the garrison and deployed computer,
cormmunication and network hardware, software, and infrastructure asset management
inventory meets or exceeds the SLA determined Level of Service values.
Performance Measure Description: Measure will be accuracy of inventory and mapped
infrastructure components per a Remedy Inventory Database that includes asset number,
[gmducl: description, location code, and software/hardware confirmation on each machine.
Exceptions: The asset inventory accuracy requires that no USSOCOM inventory items are
included in the measurement that are added, deleted, or moved without coordination and
involvement of the contractor; the contractor is responsible for developing and promulgating
a USSOCOM-wide notification process that supports this discipline.
Who: Contractor Frequency: Quarterly reports are replicated onto the comrmon
repository and are available via OpsPort.

Where: Remedy How measured: Evaluated and andited by USSOCOM. Auditing will
Inventory Database  |be performed via sampling of the Asset Management [nventory against
and USSOCOM sampled mfraslrucmrc assets sufﬁc;ent to determine a ¢onfidence
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Service Level Aoreements for Help Desk Services CLINS X681AL

Service Level Asreement 13: First Call Government Service Level Objective No. 13

Resolution : :
ubCLINs 0x01AE - Help Desk Support
Applicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user help
desk support.

[Performance Category: Help Desk - First Call Resolution

Service Description: Ensure that the percentage of calls resolved by Help Desk personnel on
the first call with no visit to the deskside required meets or exceeds the SLA determined
Level of Service values. Contractor services include providing end user technical assistance
for solving USSOCOM issues to the end user’s satisfaction. (Note: The user can interact or
communicate with Help Desk by phone, email, web-based application and/or fax. Times for
first call response for other than phone calls will be determined in SLA negotiations during
the first contract guarter.)

Performance Measure Description: Percentage of calls resolved on first contact to Help
Desk. The measurement is a monthly aggregate and average by user of the resolved calls at
{the Help Desk.

[Exceptions: None

Wheo: Contractor  |Fregnency: EMS provides automated, continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.
Where: Help Desk (How measured: The metric is collected and measured via the Remedy
Trouble Ticket dat

e o
5 (.65 First Call .60 First Call 0.6
Resolution Resolution
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Service Level Agreement 14: Length of - Government Service Level Objective No. 14
Help Desk Call = :
ubCLINs 0x01AE - Help Desk Support
Applicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user help
desk support,
Performance Category: Help Desk - Length of Help Desk Call
rvice Description: Ensure that the length of time required for Help Desk personnel to
rcsolve or escalate a call falls within the SLA determined Level of Service values. Contractor
services include providing end user technical assistance for solving USSOCOM issues to the
fend user’s satisfaction. The user can interact or communicate with help desk by phone, email,
web-based application and/or fax. ;
IPerformance Measure Description: Compliance with escalation pracedure requiring that
first contact Help Desk calls be either resolved or escalated to the next response tier within
the set number of minutes defined for the service objective if not resolved sooner.
Measurement is the percentage of Help Desk calls that are either resolved or escalated to the
next tier within the established threshold.
Exceptions: Exception is Help Desk calls that are not trouble-report based, where the end
user is requesting real-time application training support.
Who: Contractor  |Frequency: EMS provides automated, continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.
Where: Help Desk [How measured: The metric is collected and measured via the Remedy
ARS Trouble Ticket database. -
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Service Level Agreement 15: Help Desk  Guvernment Service Level Ohjective No. 15 -
Resolution =
SubCLINs 0x01AE - Help Desk Support
[Applicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user help
desk support.
Performance Category: Help Desk Call Resolution
Service Description: Ensure that the amount of time required to resolve Help Desk calls falls
within the SLA determincd Level of Service values. Contractor services include providing
end user technical assistance for solving USSOCOM issues to the end user’s satisfaction. The
user can interact or communicate with the Help Desk by phone, email, web-based application,
jand/or fax.
[Performance Measure Description: Elapsed time from first contact to the Help Desk until
the call is resolved. Measuremenl is the percentage of Help Desk calls that are either resolved
or a service representative is dispatched within the established threshold. Maximum pass
times are established for executive personnel, mission critical personnel, and for regular user

rsonnel.
Exceptions: Lower maximum pass times identified in the Contract Section C appendices for
site unique requirements take precedence over the overall Level of Service maximum pass
times for the applicable site.
Who: Contractor  (Freguency: EMS provides automated, continuous logging of Remedy
trouble tickets into 2 common repository. Reports will be generated
monthly. Both the reports and EMS data are visible on OpsPort.
Where: Help Desk |How measured: The metric is collected and measured via the Remedy
ARS Trouble Ticket database.

TR i ;

& o H
il i

Routine Personnel 24 Hours 0.98

5 Mission Critical 4 Hours 0.98
Personnel

Executive Personnel 30 Minutes 0.98
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Service Level Agreement 16: Customer — Governiment Service Level Objective No, 16 =

Satisfaction - Help Pesk
ubCLINs 0x01AE - Help Desk Support
Applicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user help

k support.

Performance Category: Customer Satisfaction - Help Desk

ice Description: Ensure that the percentage of customers satisfied with the

responsiveness and effectiveness of the help desk meets or exceeds the SLA determined Level

of Service values.

Performance Measure Description: Level of customer satisfaction with the responsiveness
d effectiveness of the Help Desk among the users that respond to the customer satisfaction

urvey. Survey will measure satisfaction based on the other SLA performance measures for

elp Desk.

|Exceptions: None
Whe: Contractor  [Frequency: Customer satisfaction surveys are automatically copied onto

the common repository. SAS generates monthly reports. Both the
reports and EMS data are visible on OpsPort.

Where: Help Desk [How measured: Measured by Remedy Help Desk customer surveys,
which are automatically e-mailed to a user upon resolution of each

trouble ticket. The metric is the response (o survey questions.
RS R m

ROIE g : Eif-i.
5 0.85 satisfactory | 0.70 satisfactory 0.7
rating rating
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Service Level Agreements for EITC Cantract Management Services CLINs 0X01AA

Service Level Agreement 17: Contract Govermment Service Level Objective No. 17
Management :
SubCLINs 0x01AA - Overall Program Management
Applicable Service Delivery Points: Overall EITC Program Management

Performance Category: Quality & Timeliness of Deliverables and Reports

Service Description: Ensure that the percentage of time each contractually required report or
other deliverable is on time, satisfics contract requirements, and meets or exceeds the SLA
determined Level of Service values.

Performance Measure Description: Contractor shalt provide all contractually required
reports and deliverables in the required form and format and to the required acceptance point,
on time and in accordance with contractual requirement specifications. The measure is the
percentage received on time to the required acceptance point and compliant with contractual
requirement specifications.

Exceptions: Reports or deliverables delayed by non-receipt of contractually required
Government input or approvals.

Who: Contractor |Frequency: The receipt time stamps and the list of scheduled reports
will be replicated to the common repository. SAS provides automated
continuous monitoring with 24-hour averaging into a common
repository. Common repository reporting generated monthly. Both the
reports and SAS data are visible on OpsPort.

'Where: Contractor |[How measured: The metrics are receipt timestamps which will be
PMO logged into a database and compared to a list of deliverable and report
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ubCLINs 0x01AB - Systems Administration Services

Applicable Service Delivery Points:

communication and network infrastructures IAW Contract Section C.

Performance Category: Performance Benchmark - Email Transfer - Email Services

Service Description: Ensure that the average time the email system keeps the message in

their system (a) before depositing in the user’s mailbox (on server) for incoming mail, and (b)

before delivering to the Intemet or other network domain for outgoing mail falls within the

SLA determined Level of Service values. In the future we plan to extend messaging

management SLA performance levels from “server to client” to “post office to post office.”

Performance Measure Description: Average time the email system keeps the message in

their system (a) before depositing in the user’s mailbox (on server) for incoming mail, and (b)

before delivering to the Intemmet or other network domain for outgoing mail.

Exceptions: Excludes the time the email is queued into the user’s local out-going message

box (if that capability exists) before transmitting to the mail server.

Who: Contractor  |Freguency: EMS provides automated continuous monitoring with 24-

hour averaging into a common repository. Common repository

reporting generates monthly reports. Both the reports and EMS data

are visible on OpsPort.

Where: Operations |How measured: Metric js average daily “time-in-spool” data in

center automated measurement throngh an Exchange/ DMS messaging
management tool, such as BMC Patrol for Exchange.
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Service Level Agreement 19: Email/Messaging Additional Proposed SLA Objective |
Problem Reselutien _
bCLINs 0x01AB - Systems Administration Services
Applicable Service Delivery Points:
comrounication and network infrastructures JAW Contract Section C.

Performance Category: Action Item Resolution - Problem Resolution - Email/Messaging
Services

Service Description: Ensure that elapsed time from outage until the service is restored to
normal opersting performance falls within the SLA determined Level of Service values.
|Performance Measure Description: Elapsed time from the outage until the service is
restored to normal operating performance. The measurement will be an aggregate and average
|by site of the time to restore service following help desk notification. The values indicated
represent total time to restore from time of non-availability (includes response time).
Exceptions: None

Who: Contractor  [Frequency: EMS provides automated continuous logging of Remedy
trouble tickets into a common repository. Reports will be generated
monthly. Both the reports and the EMS data are visible on OpsPort.
Where: How measured: The metric is collected and measured via the Remedy
USSOCOM-wide  |ARS Trouble Ticket database.
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Additional Proposed SL.A Objective

Service Level Agreement 2 Help Desk -
Responsiveness :

ubCLINs 0x01AE - Help Desk Support
 Applicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user help

desk support.
[Performance Category: Performance Benchmark - Percentage of Calls With Delayed

Answering - Help Desk
Service Description: Ensure that the percentage of calls in which the caller waits more than
|six rings before an analyst picks up is less than the SLA determined Level of Service values.

t‘erformance Measure Description: Percentage of calls in which the caller waits more than

six rings before an analyst picks up. The general description for the measurement is the
ercentage of calls in which the caller waits seven rings or more. The measurement is 2
monthly aggregate and average at the help desk

xceptions: PBXs which do not support automatic call distribution.
Frequency: Automated interface with the PBX to capture performance

Who: Contractor
data and report monthly on the OpsPort.
Where: Help Desk |How measured: Tracked through the PBX reporting logs.
¥ e i ' e
tion vy t e See - ;:{'; e
TBD less than 3% less than 7% 0.98

IV-B-22



!ONTRACT USZA22-02-D-0017
I APRIL 2002

ubCL]INs 0x01AE - Help Desk Support

pplicable Service Delivery Points: Help Desk Operations Centers for USSOCOM user Help
Desk support.

erformance Category: Action Item Resolution - User Notification for Unplanned Service

utages - Help Desk
Service Description: Ensure user notification by help desk for unplanned service outages,
and return to service status prior to restore falls within the SLA determined Level of Service
values.
Performance Measure Description: User notification by Help Desk for unplanned service
outages, and return to service status prior to restore. In the case of an emergent requirement to
shut down a service, notification should be given prior to the shut down. The notice to the
affected USSOCOM end users is via their LAN attached seat.
|Exceptions: None
Whe: Contractor  [Frequency: EMS provides automated continuous monitoring with 24-
hour averaging into a common repository. Common repository
reporting generates monthly reports. Both the reports and EMS data are
visible on OpsPort.

Where: Help Desk |How measured: Will be measured and reported through a
Remedy/Exchange interface that matches outage notification time-
stamps to outage events. Periodically audited by Government.
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Service Level Agreement 22: Centract Additional Proposed SLA Objective

Management Cost, Schedule & Performance
ubCLINs 0x01AA - Overall Program Management
Applicable Service Delivery Points: Overall EITC Program Management
Performance Category: Ability to perform within cost and schedule on T&M LOE Task
iOrders
Service Description: Ensure that task orders are executed within 5% of the cost and LOE
ceilings awarded and remain within the task order performance schedules.
Performance Measure Deseription: Contractor shall provide all contractually required

ITC T&M services within 5% of the cost and LOE ceilings awarded and within the task
order performance schedules. The measure is the percentage of time that task orders are
managed within 5% of the cost and LOE ceilings awarded and within the task order

rformance schedules.

Exceptions: Performance delayed by non-receipt of contractually required Government input
or approvals and Government imposed schedule slips.
Who: Contractor |Freguency: Measured continuously, reported monthly to the OpsPort.
Where: Contractor | How measured: Reporting on budget and schedule via the OpsPort
PMO interface. Measured using standard cost and performance tool.
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