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e  Avoid using geo-location tags to prevent others from seeing your location.

e  Only establish and maintain connections with people you know and trust. Understand that not everyone is who they say they are.

e  There are privacy concerns when using your name and birthday when registering for “free” services such as apps and social media. It is not
necessary to use your real name or birthday when registering for an account.

e  Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share. Assume that
everything you post to your account is forever.

e  Use caution when posting images of you or your family. Be aware of your surroundings, to include identifiable locations and any other per-
sonal security vulnerabilities. Avoid full face photos.

e Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.
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Apply the Profile settings shown below to ensure that your information is visible only to the people of your choosing.

e Go to your profile by tapping E e ForiOS devices Turn on the Posts are Private setting and then tap Done

e Tap Edit Your Profile next to your profile eecoc Verizon LTE ~ 9:38 AM

picture. e For Android devices Cancel EDIT PROFILE
®e000 Verizon LTE  9:38 AM Turn on the Posts

are Private setting

and then tap the
check mark to save

|  Edit Your Profile | your changes

e For Windows

Change Password

devices: Turn on
the Posts are Pri-
vate setting by PRIVATE INFORMATION
checking the box
and then tap the
check mark to save

your changes
Not Specified

Tap on the camera to share
your first photo or video

Posts are Private O
Q E Q Turn privacy ON to approve follow requests.
' . - Your existing followers won't be affected.

e Private posts you share to social networks may be visible to the public depending on your privacy settings for that

network. For example, a post you share to Twitter that was set to private on Instagram may be visible to the people
who can see your Twitter posts.

e  Once you make your posts private, people will have to send you a follow request if they want to see your posts, your
followers list or your following list.

e People can send a photo or video directly to you even if they’re not following you.

e You'll see follow requests E in Activity, which you can then approve or ignore.



https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F442837725762581&h=vAQGKPqhk&s=1
https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F684926628219030&h=CAQF6AsVb&s=1
https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F207917546007234&h=lAQEPtBou&s=1
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ey el AT Apply the device settings shown below to ensure that your location is not shared through

Settings
Instagram photos.
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To adjust geolocation settings on An- 2ol o Hels & 200
drold: < Location

Bluetooth ®  Open the Settings on your phone >
Location > then slide the toggle
switch to off

Airplane mode Data usage
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Location access to photos taken with Instagram can be disabled two different ways on iOS:

Location More networks

N
e  Open the Settings on your phone and scroll down and tap on ®  Open the Settings on your phone > Tap Privacy > Location
Instagram > Location and change to Never Services > Tap on Instagram and change to Never
ee000 Verizon LTE 1:32 PM -
ee000 Verizon LTE 12:07 PM 1]

< Privacy Location Services
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With Instagram Photo Map, you can showcase where you’ve taken your pho-
tos or explore where others have taken photos on a map. You can edit your
map at any time and will always be able to opt into each and every photo
you add to your map.

Edit SHARE PHOTO Share

When you post a picture using Instagram, you will be asked to Add to Photo B
Map. Once you accept the photo map option you will also be asked to Name \
This Location. :

. . . . Add to your Photo Map W o '
By default, adding location or adding to your Photo Map is turned off for all —

photos you upload to Instagram. This means that no photos will appear on

your Photo Map without your explicit permission. SHARE
™3 Facebook 57 Twitter
Photo Map will allow your % Email = Tumbilr
photos to be displayed on a
Downtown

map and can pose a threat
to you and your family if not
used smartly. If you chose to
use Photo Map, be cautious
of posting pictures of your
home, work or other loca-

tions that could bring harm it B
to your or your family if District Heights ¥ |
available to the public. @ Bayview
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