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most of them can access and share your personal data.

e  Only establish and maintain connections with people you know and trust. Review your connections often.

e  Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e  Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e  Avoid posting or tagging images of you or your family that clearly show faces. Select pictures taken at a distance, at an angle, or otherwise
concealed. Never post Smartphone photos and don’t use your face as a profile photo, instead, use cartoons or avatars.

e  Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

e Do not login to or link third-party sites (e.g. Twitter, Bing) using your Facebook account. “Facebook Connect” shares your information, and
your friends” information, with third party sites that may aggregate and misuse personal information. Also, use as few apps as possible, as

First, click on the down arrow in the upper right corner of your pro-
file. Then click Settings.

Create Group

Find Groups
Create Page

Create Ads

Adbvertising on Facebook

Activity Log
News Feed Preferences

Log Out

Next, you can change who can see your posts by clicking Privacy on
the left side then Who can see your future posts? And Limit Past Posts
then confirming the change. This will make it so your future and past
posts are visible only to your friends, instead of the public or friends
of friends.

Who shou

Privacy Settings and Tools
@ Public

Whe can see my stuff? Who can see your future posts?

Security @ OnlyMe

2 Privacy >
T Timeline and Tagging
@ Blocking

o General

# Custom

Privacy Settings and Tools

Who can see my stutf?

Who can contact ma?

Next, switch Who can send you friend requests from Everyone to
Friends of Friends. This will cut down on the number of random friend
requests you receive.

Privacy Settings and Tools

Wha can see my stuff?

Who can contect me? Who can send you friend requests?

M Friends of Friends »
& Evervon:
~ Mk Friends of Friends

To limit who can contact you privately via your inbox, change Whose

Wha can look me up?

messages do | want filtered into my inbox from Basic to Strict filter-
ing.

Privacy Settings and Tools

Who can ses my stulf?

Whe can contact me?

Whose messages do | want filtered into my Inbox? Close

Barms>

This one's important. To prevent people who Google your name from
being able to see a preview of your public Facebook Timeline, make
sure you uncheck Do you want other search engines to link to your
Timeline?

Whe can contact meT

Do you want other search engines to link to your timeline?

Let ather search engines link to your timeline
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Next, click on Timeline and Tagging Settings to limit who can post to
and see things on your Timeline.

&% General
Security

[ Privac
"] Timeline and Tagging
& Blocking

Make sure you change Who can post on your timeline, Who can see
posts you're tagged in on your timeline, Who can see what others
post to your timeline, and When you're tagged in a post, who do
you want to add to the audience if they can already see it all to Only
Me.

Now you'll want to give yourself a chance to review any posts or pic-
tures you're tagged in. Change Review posts that friends tag you in
before they appear on your timeline and Review tags people add to
your own posts before the tags appear on Facebook both to On.
Then change Who sees tag suggestions when photos that look like
you are uploaded to No one.

Timeline and Tagging Settings

Wi can add things to my
timaline

Wha can s things on my
timoling 7

How can | manage tags
peopile add and tagging
sisggestions?

00°00

Facebook also allows your followers, along with your friends, to see
your public posts. To make sure your posts are visible only to your
friends and not followers, change Who can follow me from Every-
body to Friends.

Next, click on the Ads section on the left

menu. B Apps
This lets you choose if you want your
5 Payments

name or social actions paired with an ad-

&4 Support Dashboard

vertisement. For Third-party sites, select
No one, and then Save changes to prevent this. Then do the same for
Ads and friends below.

[Facebook Ads

Third Party Sites.

1 gw this in the future, show my information to
Crone D v

Ade and Friends C)

Next, click on the Apps menu to change
P Apps
] Ads

=3 Paymenis

€4 Support Dashboard

what information of yours apps can see.

To prevent them from seeing your information, change Apps, Web-
sites, and Plug-Ins to Disabled from Enabled. This will also automati-
cally update Apps others use, so your friends can't see your info if
you've used the same app.

Turn Platform Off

Platioem is on.

{1‘ Apps, Websites and Plugins

Lastly, you can control who sees your posts uploaded from old, out-

dated Facebook apps on old phones by changing the Old versions of
Facebook for mobile to Only Me. After that, you're all set! You can
now browse Facebook without broadcasting your every move.

Follower Settings

Wha Ean Fallow Ma Fallowers see your pests in News Feed, Friends follow your posts by defaull, but A4 Friond:
¥ou can atso allow people who are not your friends 1o follaw your posts. Use this

selting o ehoase who ca

you

1 Privacy

| Timeline and Tagging
@ Blocking

@ Notifications.

wil
i Followers )

M Apps
5 Ads

.“ Apps Others Use l: Old Versions of Facebook for Mabile

Edit

& Public
M Friends of Friends
ends
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e  Use an email account not associated with banking, finances, or other important contacts.
e  Only establish and maintain connections with people you know and trust.

e  Review your connections often.

o  Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

e  Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

e Avoid posting or tagging images of you or your family that clearly show your face. Select pictures that were taken at a distance, at an angle,

or are otherwise concealed. Never post Smartphone photos, instead, use cartoons or avatars.

Linked 3] - -
e @ Account Type: Executive - Add Connections
Home Profle Contacts Groups Jobs |Inbox [B] Companies MNews More People ~ e a Advanced
Sign Out

Apply the Profile settings shown below to ensure that your information is visible only to the people of your choosing.

Tum on/off How You Rank
Edit your profile »

Select who can see your conneclions
llJ Account FEES ¥

I Change your profile photo & visibility »

Edit your public profile »

Manage your recommendations »
Show/hide "Viewers of this profile also

viewed" box

Manage who you're blocking =

P Profile Privacy Controls Settings
Turn on/off your activity broadcasts Manage your Twitter settings
ot mmunication:
Co AOnS EW Sclect who can see your activity feed Manage your WeChat settings
= Select what others see when you've viewed Helpful Links
imiy Groups, Companies & Z their profile o P
=" Applications Edit your name, location & industry »

Customize Your Public Profile

Control how you appear when people search for you on
Google, Yahoo!, Bing, etc.

Profile Content
= Make my public profile visible to no one
Make my public profile visible to everyone
Basics _
Name, industry, location, number of racommandations
Headline
Summary
Current Positions

Past Positions.

Skills

Education

Additional Information
Interested In...

Your activity feed displays actions you've performed on Linkedin. Select who can see your activity feed.

|0n|g.r you v Set to: “Only you”
[one s [

Who can see your connecfions history gets erased

la s2e conneclions who endorse you and connedlions they share

[oyor  © Set to: “Only you”

Savechanges  Igentec]

history gets erased

Viewers of this profile also viewed... 3

@ Your name and headline (Recommended)

Tampa/St. Petersburg, Florida Area

O Anonymous profile characteristics such as industry and title

Note: Selecting this optien will disable Profile Stats. Whenever you switch to anonymous, your viewer

® You will be totally anonymous.

Note: Selecting this option will disable Profile Stats. Whenever you switch to anonymaous, your viewar

Set to totally anonymous

Who can see your activity feed I What others see when you've viewed their profile 5

[] Display "Viewers of this profile also viewed" box on my Profile page

Current Photo

Unlike other social networking sites, LinkedIn's Terms of Service assure
you that you retain full rights to content that you post on LinkedIn. Natu-
rally, they cannot guarantee what others who see your content may do
with it, but after you delete it, they do not retain it. While they won't

Do NOT use a

photo of your face
for your account

Upload a Photo
You can upload a JPG, GIF or PNG file (File size limit is 4 MB)

| Choose File | No file chosen

Upload Photo  [RlReEITEE

In addition to users | message, my profile photo is visible to...

@ My Connections
My Network Set to My Connections
Everyone

Save Seltings

alter the intent of your content, they reserve the right to format or trans-
late it as necessary.
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| Apply the Account settings shown below to ensure that your information is shared in a limited fashion.

-9 Profile Privacy Controls Email, Phone & Password
B \anage Advertising Preferen Add & ch il addn : :
@ Communications anage fdvertising Freterances crange emall addresses Use complex passwords with capitals and numbers so hackers
d Sett Man: hone numbers
erings Anage prons numoer cannot access your account. Change password every 6
>h file photo & visibility » hange d =
{®; Groups, Companies & Gnange your profie photo & visibiy Change p months.
Applications Show/ide profile photos of other members Helpful Links
Customize the updates you see on your Upgrade your account » |
h a
X J Account ome page Request an archive of your data » ) .
Select your language o . When you no longer want to use LinkedIn services, you can
0se your account » é . .
D Manage security settings close your account by clicking on Close Your Account and con-
firm that you want to take that action.
Security Settings
Ads by LinkedIn - Overview Secure connection
“Ads by LinkedIn" are advertisements shown to Linkedin ... Read more ¥ A secure connection will be USEd When you are browsing Linkedin .z\.arn-'v'ore-a
Ad se|ecﬂon Note: Some Linkadin nne will not be availabie whan you an
Ads shown to you are selected based on non-personally ... Read more
: . z Two-step verification for sign-in
Protec(lng your personal information Tuming this feature on will sign you out anywhene you're currently signed in. We will then require you to enter a verification
Linkedin does not directly share your personal information ... Read more code the firs time you sign in with & new device or Linkedin mobile application. Leam More >
inkedin may show me ads on third-party websites e Ul Turn ON if you wish to use a cell phone for 2-step verification
_S—— Note: Some Linkedin applications will not be availabe when you
Save changes Uncheck box and opt out of partner
advertising on third party websites m

gash Profile Groups Applications

Select your group display order » View your applications » Yes, share my data with third party applications.

¥ Communications

View your groups = Add applications » i :
Save changes Uncheck box. Do NOT share your
7, Groups, Companies & Set the frequency of group digest emails Privacy Controls or Cancal data with third party applications.
Applicatians Turn onfoff group invitations Turn onfoff data sharing with 3rd party
B applications

Turn on/off notifications when joining groups ) . )
Avoid using Twitter connect and the

LinkedIn smartphone app to prevent
accidentally sharing location data or

\ ) Account Companies

View companies you're following =

personal information.
LinkedIn retrieves information about
users on websites with LinkedIn Plug-
In integration and reports compre-
hensive summaries of its users

vent sharing your activities on third-
want to turn this option off if you're looking for a job and want to be more private about which party websites with LinkedIn to pro-
tect your online identity.

| Yes, publish an update to my network whenever | join a group that has these
notifications enabled by the group owner.

Note: You may
groups you join

You may delete imported contacts from address books. You may opt out of some site information collection. Site uses information about you to
target ads. Site may use your location data to prevent fraud and security purposes. Your posts may be seen by advertisers unless in private
groups. Plug-in impression data is de-personalized after 7 days. Site may review your InMails for support purposes but not advertising.

A parent’s guide to Internet Safety www.fbi.gov/stats-services/publications/parent-guide
Privacy Rights Clearing House https://www.privacyrights.org/privacy-basics
Microsoft Safety and Security www.microsoft.com/security/online-privacy/social-networking.aspx

4
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Twitter is a service for friends, family, and coworkers to communicate and stay connected through the exchange of quick, frequent messages.
People post Tweets, which may contain photos, videos, links and up to 140 characters of text. These messages are posted to your profile, sent to
your followers, and are searchable on Twitter search

A Tweet is any message posted to Twitter which may contain photos, videos, links and up to 140 characters of text. Once you've signed up, just
type your first Tweet in the update box. We'll even count the characters for you! Click the Tweet button to post the update to your profile.

Twitter is a social networking
and microblogging site whose

. .
Following are people you subscribe 0 iion $Fomom & e v

to; Followers subscribe to your Stream of Tweets from

tweets; Private Tweets will only be Tweets people you follow

i ESPN @ESFNeni40 - 6m
visible to followers you approve ﬁ o 24 e mama Braat Use Settings to

Expand

users send and receive text-

based posts online. As of
October 2014, the site has
approximately 271 million

manage visibility
Andy Greenwald @andygreenwald - 8m
da||y aCtiVe users, gener‘aﬁng FOLLOWING FOLLOWERS “Yesssss. AT @MartinezRios Gerard W "Action Cat' |Qmicial Audio]:

be/Gbk72F10Vgo via @YouTub:
500 million Tweets and 2.1 Each Tweet is -

billion search queries daily. time stamped

“Tweet” can refer to a post as well or to act of posting to Twitter. Tweets are public, indexed, and searchable unless protected by the user. Many
users never Tweet, choosing only to follow persons or topics of interest.

Mentions (@username) are —
used to tag a user in a Twitter

update. When a public user ¢
mentions a private Twitter

account, the link to the pri-

vate account profile becomes

public.

Grantland @Grantland33 - 48m
The 30: The Cubs and Eockies are looking for bright s D_B, while the Mariners
: {@jonahkeri gran.t’1kbLcox

04 View summary

Hashtags (#topic) are used to mark a keyword or topic in a
Tweet. Posts that include a hashtag are categorized by topics
in the Twitter search engine. Hashtagged words that become
popular are Trending Topics (ex. #jan25, #egypt, #sxsw).

Apply the Profile settings shown below to ensure that your information is visible only to people of your choosing.

Profile
This inbormation scoeis on your public crolibe, sserch results, bnd byond

Pocom bt o piatios ard s gL Tm o prde =

o R e  Avoid using hashtags (#) in updates to prevent Twitter
u Search from indexing and associating your tweet with a
Change header topic.

- .

Hame

e  Tweet responsibly. Do not provide personal details re-

garding your whereabouts or activities in your post.

Use general location or pseudonyms e Do NOT upload personal photos or websites.

such as country or e Do NOT allow Twitter to use your location on mobile

metropolitan area devices

DO NOT connect
to Facebook

e Change your Twitter username frequently to limit your

Facebook account exposure.

e  Report exposed private information: https://support.twitter.com/forms/private information
e  Add your location to a Tweet: https://support.twitter.com/articles/122236#

e  Deleting a Tweet (from Twitter): https://support.twitter.com/articles/18906#
5
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Apply the Account settings shown below to ensure that your infor- Apply the Security and Privacy settings shown below to protect and
mation is shared in a limited fashion. reduce the visibility of your personal information.
Account Security and privacy

Change your basic account and language settings

Change every ~6 months

Select your couniry. Th g is saved i this browser

Tweet madis @ Do not inform me before showing medis that may be sensitiw

You will se4 all photes or videos avan il they contain senstive media

@ Mark media | bweat as containing materg

your Tweets contain se!

Review your posted
information regularly

o Vigwing

be

Your Twitter Request your archive
archive

snmining your infermation, saing with your firs

be emaied 10 you when the fie & ready 1 be

Deactivate (optional)

To deactivate your account, go to Settings, and select Account. At the
bottom of the page, click “Deactivate my account.” After deactivation,
the user can reactivate the account within 30 days.

to tag me in photos” Photo tagaing

Do NOT add locations to
your Tweets p—>  Delete all Iocation information

Change your security and privacy settings.

Security

Usernamae
rtps/fwittercom/IsaacO 467 TWo_factor authenhcat]on Login verification  ® Don't verify login requests
) ) Send login werification requests to my phone
Email @biometricgroup.com You need to add a phone to your Twitter account & enable this feature on
L recommended Tounes
Email wil not be publicly displsy=d Leam mora R )
Send login werificstion requests to the Twitter app
« Approve requests with one tap when you enrcllin login verification on
v
Langusge | English Add . tt t Twitter for iPhane or Twitter for Andiroid. Learn more:
Intereswd in helping tansiate Twitter? Check out the Transiation Center. reqUIremen O rese
Password reset @ Require personal information to reset my password
Timezone | (GMT-04:00) Atlantic Tim ¥ paSSWOI‘d By default, you can initiate a password reset by entesing only your
Busemname. If you check this bax, you will be prompted to enteryour
email address or phone number if you forget your password
Content
- % )
Country | United Stakes v Select “Do not all anyone Privacy

© Allow snyans to tag me in photos

© Only allow people | follow to tag me in photos
' ® Do not allow anycne te tag me in photos

Protecting your Tweets Tweet privacy @ Frotect my Twests
5 ﬁ
makes all your posts private.

I selected, cnly those you approve willreceive your Tweets. Your future
Twaets will ot be available pu blichy. Twests posted previcusly may stil be
pubiicy visible in some places. Leam more.

Twest locstion 0 Add = location to my Twests
When you tweet with 2 location, Twitter stores that location. You can switch
Incation on/off before each Tweet Learn more

This willdelete all location information from past Tweets. This may take up
1030 minutes

Discowerability . @ Let others find me by my email address

Do NOT allow others to —

@ Tailor Twitter based on my recent website visits

Personalization

find your account usi ng Preview suggestions talored for you (not currently avaiiable to all usersh.

Learn more about how this works and your additional privacy controls.

your email. Promoted content @ Tailor ads based on infarmation shared by ad partners.

This lets Twitter display ads about things you've aiready shown interestin

Do NOT allow Twitter to use third-party

data to tailor your experience.

Maintain a small digital footprint by minimizing the number of notifications. Revoke access to unnecessary third applications.

Activity related to you and your Tweets

Email me with
Ernail me when B My Tweats ase marked as favorites

Flw BAvsseE v

i Twests I'm mentioned in are marked a5 favorites

Bv anvens v

Note: Private Tweets
cannot be re-Tweeted

Check and set to

A My Tweshs zee rebwested
¥

“By anyone”

Rw anurnne
# Twetts I'm mestioned in sre retwetbed

Bv anvane bl

# My Twesks gat 3 regly or 'm mantionad in @ Tweet

Updates from Twitter

News about Twitter product and feature updates

Twitter updates may | .
) ) ] into Twitter
highlight new security  [FREEG—_GUEG—G_—

tools or possible risks
- 0 Wror oo
Suggestions about people | may know on Twitter
Suggestions based on my recent follows

Applications
are 1 AppSs thal car i Leam more

Photos on 05 by Apple Leamn how io revoke an iOS app

Ry anurne v

Direct messages are never
# I'm kllowed by someone new
B rm sent s direct messsge
B Someone shams 3 Twiat with me

visible to the public

)] Somecna from my addrass book joing Twitter

u i Block unknown or unwanted
3rd party applications from

accessing your account

108 by Aps Revoke aceess
08 5 Twitter iMegration

Tweet Delete - delete automatically, schedule: http://www.tweetdelete.net/

Hootsuite.com - aggregating, delayed posting, monitoring, and posting tool: http://www.hootsuite.com

Mention - monitors millions of sources in 42 languages: http://www.mention.com

Topsy - social media monitoring: http://www.topsy.com
Twilert - alerts on specific content: https://www.twilert.com/
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e Avoid using geo-location tags to prevent others from seeing your location.

e  Only establish and maintain connections with people you know and trust. Understand that not everyone is who they say they are.

e  There are privacy concerns when using your name and birthday when registering for “free” services such as apps and social media. It is not
necessary to use your real name or birthday when registering for an account.

e Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share. Assume that
everything you post to your account is forever.

e  Use caution when posting images of you or your family. Be aware of your surroundings, to include identifiable locations and any other per-
sonal security vulnerabilities. Avoid full face photos.

e  Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your personal data.

~nr QO B[ aQ 2

Apply the Profile settings shown below to ensure that your information is visible only to the people of your choosing.

*  Go to your profile by tapping E e ForiOS devices Turn on the Private Account setting

e Tap the settings wheel at the top right of erizon LTE  12:46 PM

the screen. e For Android devices < OPTIONS

eecoo Verizon LTE 9:38 AM

Turn on the Private

Account setting and

0 1 0 then tap the check El Find Facebook Friends
mark to save your
Sl ET AR changes B Find Contacts
e For Windows devic- Invite Friends

es: Turn on the Pri-
vate Account setting
by checking the box

and then tap the Edit Profile

check mark to save Change Password

your changes
Private Account C

Tap on the camera to share
your first photo or video

Justagmm .
4 O g a 2

e  Private posts you share to social networks may be visible to the public depending on your privacy settings for that
network. For example, a post you share to Twitter that was set to private on Instagram may be visible to the people
who can see your Twitter posts.

e  Once you make your posts private, people will have to send you a follow request if they want to see your posts, your
followers list or your following list.

e  People can send a photo or video directly to you even if they’re not following you.

e You'll see follow requests E in Activity, which you can then approve or ignore.

7
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Settings

Apply the device settings shown below to ensure that your location is not shared through
Instagram photos.

To adjust geolocation settings on An-
droid: < Location

®  Open the Settings on your phone >
Location > then slide the toggle
switch to off

Location access to photos taken with Instagram can be disabled two different ways on iOS:

e  Open the Settings on your phone and scroll down and tap on ®  Open the Settings on your phone > Tap Privacy > Location
Instagram > Location and change to Never Services > Tap on Instagram and change to Never
eecoo Verizon LTE 1:32 PM B
*e8c00 Verizon LTE 12:07 PM -

{ Privacy Location Services

m Google
ALLOW INSTAGRAM TO ACCESS -
E’A' Google Maps

@ Instagram :

( Settings Instagram

With Instagram Photo Map, you can showcase where you’ve taken your pho-
tos or explore where others have taken photos on a map. You can edit your .  —
map at any time and will always be able to opt into each and every photo s SHARE PHOTO St

you add to your map.

. | 2
When you post a picture using Instagram, you will be asked to Add to Photo | /
Map. Once you accept the photo map option you will also be asked to Name & \
This Location. -
. . . . Add to your Photo Map [ OFF
By default, adding location or adding to your Photo Map is turned off for all
photos you upload to Instagram. This means that no photos will appear on

your Photo Map without your explicit permission. ToE
™3 Facebook W Twitter
Photo Map will allow your 2 Email % Tumblr
hotos to be displayed on a
P piay Downtown

map and can pose a threat
to you and your family if not
used smartly. If you chose to
use Photo Map, be cautious
of posting pictures of your
home, work or other loca-
tions that could bring harm Sunset s
to your or your family if District Heights ¥ e

=i
available to the public.

)

Bayview

Evcolasinr




Google + Smart Card

20150720

e  Only put people in your circles that you know and trust.

e  Use a separate Gmail for corresponding with trusted individuals within Google+; use another Gmail for personal business/affairs.

e  Assume ALL information and images you share are viewable by the public, regardless of your settings.

e  PLEASE NOTE: Anyone can put you in their circle and you CANNOT remove yourself from their circle.

e  For maximum security, select settings “Only You” and “Your Circles” whenever given the selection. Also ensure your family takes similar
precautions with their accounts. Their privacy and sharing settings could expose your personal data.

e DO NOT log in or link third party sites (e.g. Facebook, LinkedIn, Twitter) using your Google+ account. Third party sites may aggregate and
misuse personal information.

e DO NOT add your mobile phone number and do not upload photos from your smartphone. Metadata can identify where you took the pic-

ture.

o  Make your profile and cover picture a photo of something other than yourself.

®  Agood general rule is the less you share, the better.

Add account

o
@gmail.com

Privacy

/> Home
O rrofile
(' People

o¢ Collections

@ communities

> Events
@ Hangouts
b3 Pages

Whe can interact with you and your posts

Who can send you notifications? Learn more

Shared Endorsements Edit

Receive notifications

Get notified by email or phone when someone. ..

Who can comment on your public posts? Learn more

Your circles 5

Your circles 3

Posts

Circles

Photos

Hangouts

Check all boxes within each section

Events
Communications about Google+ Pages

Communities

Polls

Collections

Customize "Your circles"

When you share posts, photes, profile data, and other things with "Your

ircles,” you're sharing with all of your circles, except the ones you're just
following (they're unchecked in this list). Learn more

Your circles

When you share posts, photos, profile data, and other things with "Your circles,” you're sharing with all d

the ones you're just following.

Customize

Choose who to include in "Your circles™:

+_Family
Acquaintances
Following

ey m
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Photos and Videos

[] Show geo location by default on newly shared albums. You can change the setting per album. Leamn more

[] Allow viewers to download my phetos and videos.

[] Don'tfeature my publicly-shared Google+ photos as background images on Google products & services. Learn more

] Find my face in photos and videos and prompt people | know to tag me. Learn more

[] Ypload my photos at full size. Uncheck all boxes in this section

| com——
Storage used: 1.58 GB (10.51%) of 15 GB.

Buy more storage
Google Drive
[] Show Drive photos and videos in your phote library Learn more
Auto Awesome

[] Create awesome new images, movies and stories from your photos and videos. Learn more

People whose tags of you are automatically approved to be added to the 'Photos of you' section of your profile:

*Delete individual’s located in this box

Profile

[C] show your Google+ communities posts on the Posts tab of your Google+ profile. Learn mc

Show these profile tabs to visitors (they're always visible to you) Learn more:
Photos
YouTube / Videos
" Uncheck all boxes in this section

Reviews
Allow people to send you a message from your profile  gxtended circles =

Help others discover my profile in search results. Learn more

Show how many times your profile and content have been viewed.

Hashtags

[] Add related hashtags from Google on my newly created posts. Learn more

Location Settings Uncheck all boxes in this section

Enable Location Sharing

Disable Google+

Delete your entire Google profile here.

10
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8 oogle + art Lar
*Click on “Profile” and then click “About” and “Edit” to change visi-
@gmail.com R o R .
@9 : bility of each individual box on your Google+ profile page
t Collecti 1ot Vi +1's VIEWS
About Posts Collections Photos Videos 1's Reviews
Add account Sign out
About Posls Collections Photos Videos +1's Reviews
People Story Communities
In your circles Tagline
You haven't added anyone or you're not displaying this.
Have you in circles Introduction
® & o
ik éh &b
" Bragging rights
I B | Places
i y
Vork i il
Dccupation Education N 5
Kills
Employment
jEd‘ Contact Information
it
Home
L L
. . x
Basic Information
Work
Gender Female
Looking for
Birthday August 1
Relationship Female +
Other names
Dating
A relationship
x Networking
*Click on the

In your circles

Show people in your circles

Have you in circles

Show people who have added you to circles

“

Uncheck all boxes in the section

Cancel

individual circles
to change the

M settings for each

individual box

11
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Birthday

Relationship

Other names

August 3 1 5 1985

Show birthday year

| don't want to say ~

Cancel
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Google + Smart Card

' °s From the upper right hand corner select the icon with nine squares
I I next to your name. A new tab will open, scroll down and select
B E E‘”l “Device activity & notifications.”
My Account Saarch Maps
_amm & s—

BMGE’u

Welcoms, Karen dana

Control, protect, and secure your accou Device activity & notifications

My Accoun! gves you quick acoess (o the seltings and loobs thal let you saleguard your dala, prolect your : _
tools and services work batter for you Review which devices have accessed your
account, and control how you want to receive Recent security events
' B , alerts if Google thinks something suspicious might

B Sign-in & security ? « Personalinfo & privacy . Jues t Review security events from the past 28 days

be happening.

v New sign-in on Windows
Manage your password and account-access. Manage your visibility settings and the data we us July 7, 11:56 AM
sellings o personahize your expenenie
_ New iPhone added
I - I v June 25, 6:55 PM

REVIEW EVENTS

From here you can view all sign-in activity on
your account and what device was used to

@gmail.com

; le+
GU 8 G—— Privacy

9 Profile Add account Sign out

From the Google+ home page, select the “Home” tab in the upper left hand

People
c corner of the screen and then select the “Profile” icon in the upper right hand
-‘} Photos corner of the screen.
-
The next screen will contain all the posts, e Baxter Churchil _
. Edit post
photos, and videos you have posted to :

your Google+ profile. _

Link to post
To delete a post, click the downward
arrow icon in the upper right hand corner
of the individual post and select “Delete i Disable comments
post”. You will then be prompted to con- Disable reshares

firm the request to delete

Embed post

Delete this post permanently?

12
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e Conduct research to see what records each data aggregator has collected about you and your loved ones.
e Some data aggregators may have information about you and your family under multiple listings; you may need to repeat the

removal process described below for each listing.

e Have ALL the required information prepared before you begin the removal process.
e Follow ALL necessary steps to complete the removal process; you may need to mail or fax information to the aggregator.
e  Encourage family members and cohabitants to remove their records from data aggregators as well.

Search for your name, names of family members, email addresses,
phone numbers, home addresses, and social media usernames using
Google. Once you have located information that you want removed,
you should record your findings to facilitate the removal process. Please
note, the information presented here about how to remove personal
details from data aggregators is subject to change.

PrivateEye, Veromi, PeopleFinders, and PublicRecordsNow are all
owned by the same parent company, Confi-Chek.com. You must opt
out of each individually.

e  Opt out of PrivateEye by completing the form at:
https://secure.privateeye.com/optout-form.pdf

®  Opt out of PeopleFinders and Public Records Now by visiting:
peoplefinders.com/manage/

e  Opt out of USA People Search by visiting:
usa-people-search.com/manage

®  Opt out of Veromi by visiting:
veromi.net/Help#26

PrivateEye

() peoplefinders
FURICHReCorasivu v

Veromi

Opt out of US Search by visiting http://www.ussearch.com/
privacylock. Search for your name and click on the appropriate
listing. Print the cover sheet and mail or fax a state issued ID or
drivers license to the listed address or fax number.

http://www.ussearch.com SEARCH

for PEOPLEDATA

Intelius owns, or is affiliated with, the following people search
websites: Zabasearch, Public Records, Spock, iSearch, Peo-
pleLookUp, PhonesBook, DateCheck, LookUp, PeopleFinder, and
LookupAnyone. When you request removal of your records, also
request removal from this network of sites. Opt-out of Intelius
either online at http://intelius.com/optout.php. You can also fax
your ID and a letter containing the information you want removed
at 425-974-6194, using the following coversheet:

"As per your privacy policy, please remove my listing from Intelius,
Spock, iSearch, ZabaSearch, Public Records, PeopleLookUp,
PhonesBook, DateCheck, LookupAnyone, and all other affiliated
people search sites. Thank you for your help with this personal se-

~ INTELIUS

Live in the know:=

Call MyLife at (888) 704-1900 and press 2 to speak )

to an operator. Have the following inf ormation ’—‘~ -

ready: name, age, date of birth, email, current my I I'Fe
address, and one previous address. Tell the repre-

sentative that you want your listing removed and

provide the information you want deleted. Be sure to specifically request
your information is removed from Wink.com as well as MyLife.com. Once
they confirm the removal, the listing will be off the site in 7-10 days.

http://www.mylife.com

13

Public Records must verify your .

identity and require faxed proof of W Pummﬁﬁfﬂ[ﬂﬁ;ﬁﬂfﬂ
identity. Proof of identity can be a

state issued ID card or driver's license. If you are faxing a copy of
your driver's license, they require you cross out the photo and the
driver's license number. They only need to see the name, address
and date of birth. Fax to 425-974-6194 and allow 4 to 6 weeks to
process your request. They only process opt-out requests by fax
and no request will be processed without complete information.

http://www.publicrecords.com
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) BeenVerified:

BeenVerified allows you to opt out at
https://www.beenverified.com/fag/opt-out/. Search for your listing
and claim it with the That’s Me! button. Enter your email address.
You must click the opt out link within the email sent to your account.

http://www.beenverified.com/

N -

To opt out of Spokeo, first find your listing. Now visit Spokeo’s opt
out page at http://spokeo.com/optout. Enter the URL of your listing
and your email address. Go to your email and click on the removal
confirmation link.

http://www.spokeo.com

: smartest way to find people online

To opt out of PeekYou, fill out the form at:
http://www.peekyou.com/about/contact/optout/index.php

select Remove my entire listing under Actions. Paste the numbers
at the end of your profile’s URL in the ‘UniquelD’ field, fill in the
CAPTCHA, and you're all set. You'll get an immediate email confirm-
ing you’ve sent in your opt out form and a second email in a few
days or weeks to tell you that it has been deleted.

http://www.peekyou.com

To opt out of Whitepages, search for your
information using your first name, last name,
city, and state. Before deleting these records
you must first register with the service. To do
this, click the listing containing your information, then click the
“Claim and Edit” and login buttons. Once an account is created, sen-
sitize the information using the Edit buttons . Additionally, check the
box under “Hide” and hit the update button to finalize changes. De-
lete all information whenever possible.

http://www.whitepages.com

US IDENTIFY"

UNITED STATES PEOPLE SEARCH

To opt out of US Identify, send a request to:

9450 SW Gemini Dr. Suite #29296
Beaverton, OR 97008-7105

In the request, write “/ would like all information for [Full Name]
[Date of Birth] [Current City and State] removed from usidentify.com

and all affiliated sites.” Be sure to include aliases, if applicable.

http://www.usidentify.com/

«chéckmate’

To opt out of InstantCheckMate, follow the instructions at:
http://instantcheckmate.com/optout

You can opt out by mail or online.

You must include your full name, current address, email, and date of
birth in order to opt out.

http://www.instantcheckmate.com/

To opt out of Radaris, follow the instructions at:

http://radaris.com/page/how-to-remove 2
radaris

http://radaris.com

A Parent’s Guide to Internet Safety

www.fbi.gov/stats-services/publications/parent-guide

Privacy Rights Clearinghouse

https://www.privacyrights.org/privacy-basics

Microsoft Safety and Security

www.microsoft.com/security/online-privacy/social-networking.aspx

Online Guardian

www.onguardonline.gov/topics/social-networking-sites.aspx
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http://www.intelius.com

How do | remove my information from your database/reports?

The quickest and simplest way to have your information removed from
our database and reports (also known as "opting out") is to send us a
request via the Intelius Opt-Out online form (https://
www.intelius.com/optout.php). Be sure to include your email address
so that we can notify you both when your request is received and when
we've completed your opt out.

You can also send us a request via fax or postal mail. In order to accu-
rately identify your records, we need your request to include:

® Name

®  Date of birth

® Address

®  Proof of identity, consisting of either:

®  Copy of a government-issued ID with any photo or ID number
crossed out. Examples: driver's license, U.S. passport, U.S. military
ID card, state-issued ID card, or employee ID card from a state
agency.

® Notarized Identity Verification Form

Here is contact information for submitting your request:
Fax: (425) 974-6194
Mail: P.O. Box 4145, Bellevue, WA 98009-4145

Your information will be removed from our database within 7-14 days.
For more details on how we protect your privacy, view our Privacy Poli-

cy.

http://www.peoplelookup.com/privacy.php

How to Remove your Information from the PeopleLookup.com Public
Records Databases

Public records are available from the official public records custodian
or repository to anyone who requests them. In order for any data-
base of public records to be useful, the databases must contain all of
the information in the public records offices. If you have a compelling
privacy or security issue, you may wish to contact the official custodi-
ans of those public records that contain sensitive information about
you, such as your county's land records office, to determine how to
remove your information from the public record. (The process of
having public records sealed typically requires a court order.) This
process will ensure that the information is not available to the public,
to us, or to any other public records information provider.

In addition to public records, personal information may be publicly or
commercially available. Publicly available information consists of
online and offline information that is generally available but is not
maintained by a government agency, such as names, addresses and
telephone numbers of individuals and businesses, professional licens-
ing and trade organization information, press releases and newspa-
per articles and content from blogs or social networking sites. Com-
mercial records consist of information that is maintained by enter-
prises and is available for purchase, such as marketing and telemar-
keting lists, phone connect and disconnect information, and business
profile data.

As a courtesy we allow you to opt out your personal information from
our Website. What this means is that your name as it appearsin a
particular record and the associated identifying information such as
your address and phone number will be suppressed if you request
this in the manner described below. However, please note that any
time your identifying information appears in a public record or in a
publicly or commercially available manner, in a way that is different
from the particular record you opted out, it will again appear on our
Website. For example, if your address or area code changes, your
new information -- including other associated identifying information
-- will again appear unless you opt out the new record. Similarly, if
the way in which your name or address appears in a record differs
from a record you opted out (e.g., "Michael" instead of "Mike," or
"1212 Second AVE NE" instead of "1212-2nd Avenue Northeast"), we
may include the differing record. Please also note that there may be
more than one record on our Website associated with your personal
information. Opting out one particular record will not opt out other
record(s). Your opt out will apply from processing date forward; any
report purchased prior to your opt out will still be available to the
purchaser thereof in accordance with the terms of our service. In
addition to this Website, there are many other companies offering
public records search services, and your request that we opt out your
information from this Website will not prevent your information from
appearing on these other services.
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In order for us to suppress or opt out your personal information from
appearing on our Website, we need to verify your identity. To do
this, we require faxed proof of identity. Proof of identity can be a
state issued ID card or driver's license. If you are uploading, faxing, or
mailing a copy of your driver's license, we require that you cross out
the photo and the driver's license number. We only need to see the
name, address and date of birth. We will only use this information to
process your opt out request.

Submit your opt out request via fax to 425-974-6194 or via mail to:
PeopleLookup.com Consumer Affairs PO Box 808 Bothell, WA 98041-
0808. Allow 7-14 days to process your request. We will only process
opt out requests received by fax, or mail and no request will be pro-
cessed without complete information (i.e., name, address and date
of birth). Requests for opt out will not be processed over the phone
or via email.

To learn how to block your profile from appearing on our websites, in
our reports, or in our ads through a paid service please visit:
http://www.ussearch.com/privacylock.

http://ussearch.com/consumer/commerce/about/privacy.jsp

How to Block Display of your Profile on US Search Websites and in US
Search Reports:

US Search obtains most of the information for our products and ser-
vices from partners who generally obtain it from public records. We
do not maintain or control those records, and cannot remove your
name from any public records.

As a courtesy we offer individuals the ability to block certain records
from appearing on the US Search websites, in US Search Reports, and
in advertisements "powered by US Search" on third party website.
The US Search Privacy Lock suppresses your name only as it appears
in the particular record you block, and only suppresses information
(e.g., address and phone number) that is associated with the record
you block. If your identifying information appears in a different for-
mat in other public records, your name may still appear on our Web-
site, in our reports, or in our advertisements. For example, if your
name appears as "Mike" in some records and "Michael" in another,
you will need to repeat the lock process for each record separately.

If your identifying information, such as your address or area code
changes, you will need to opt out again to prevent your new infor-
mation from appearing. In order for us to suppress or opt out your
personal information from appearing on our Website, we need to
verify your identity. To do this, we require you to send us proof of
identity via postal mail or fax, which we will use only to process your
opt-out request. Proof of identity can be a state issued ID card or
driver's license. Please cross out everything but your name, address,
and date of birth before sending us the proof of identity.

Requests for opt out will not be processed over the phone or via
email. Subject to limited exceptions for elected officials and/or law
enforcement officers, US Search does not process third party re-
quests or requests submitted in any other manner.

http://www.peoplefinder.com/privacy/

How to Remove your Information from Our Database

Public records are available from the official public records custodian
or repository to anyone who requests them. In order for any database
of public records to be useful, the databases must contain all of the
information in the public records offices. If you have a compelling pri-
vacy or security issue, you may wish to contact the official custodians
of those public records that contain sensitive information about you,
such as your county's land records office, to determine how to remove
your information from the public record. (The process of having public
records sealed typically requires a court order.) This process will en-
sure that the information is not available to the public, to us, or to any
other public records information provider.

In addition to public records, personal information may be publicly or
commercially available. Publicly available information consists of
online and offline information that is generally available but is not
maintained by a government agency, such as names, addresses and
telephone numbers of individuals and businesses, professional licens-
ing and trade organization information, press releases and newspaper
articles and content from blogs or social networking sites. Commercial
records consist of information that is maintained by enterprises and is
available for purchase, such as marketing and telemarketing lists,
phone connect and disconnect information, and business profile data.
Submit your opt out request online http://www.peoplefinder.com/

optout.php
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Lock Down Bluetooth

Bluetooth is set to on by default on Blackberries. In addition to
There are a number of options you can set to help maximize wasting your battery, this leaves you open to Bluetooth-based
the safety and security of your BlackBerry. attacks. We recommend turning Bluetooth off and enabling it
on an as needed basis. To lock down Bluetooth:

Enable Password Protection
From the Home screen, go to Settings > Security and Privacy > Go to Settings > Network Connections > Bluetooth and select
Device Password. Set Password to On. Enter your new pass- Off.

word when prompted. Confirm password, and then exit to the
main menu. Lock your phone by pressing and holding the pow-
er button to confirm that it has been password-protected.

System Settings
X Language, dictation

BlackBerry Link Notificatior

Connect computers and share files ~  Ringtones, sounds pjrplane Mode off

System Settings

Network Connections
MGRUSLERELAY N etwork Connections

BlackBerry ID D) Main Volume

p ia 4 To use your device on a plane, turn off all wireless
Setup username, password, name Volume for media; conne:mns

Connections

@ BlackBerry Protect
Secure andlg eyl

() Mobile Network
b g

Verizon Wireless

Security and Privacy
Permissions, passwords, wipe

MeaTeStrrirr . = WiFi
Connect to a TV ecurity and Privacy
Application Permissions glﬁuetooth
Set security perm ons for apps
Device Password nNFC

Control access to your device

B

Disable Location Services

Almost all apps default to "allow" for location services, regard-
less of what the user selected during setup. To disable loca-
tion services entirely, go to Settings > Location Services and
Change Device Password select off. This will disable all Location capabilities on the
phone.

r; anage s
Device Password J

Device Password Oon .

Password Lock

Lock Device After

System Settings

2 Minutes History, categories, extended search

Stora

ge and Access

ss, media

Location Services
Detection, traffic data, local ads

Enable Encryption
Also under Settings > Security and Privacy > Encryption and
select On. Scroll down and select On under Media Card En-

B

Select your preferr{iRele1als] sBY={aVilol-H

cryption. Enter your new password when prompted. i Accessibility ) . o
Magnification, TTY Location services allow applications to use
your location data to customize your
Security and Privacy experience.
Control access to your device When Location Services are turned off,
emergency services can still determine your
E f-'llaMnar Encryption location, as required by law.
: More Info
= Encryption Your personal data and files are encrypted.
8 Encrypt your personal d s
Location Services Off
Parenta Device Encryption On .
Manage usage and acce System Services
Media card data and files are encrypted. Traffic Data Collection f Off
Encrypted media cards will become =
inaccessible if the device is wiped. Location-based Ads off
Please decrypt them before wiping _— o
your device. Application Per 15
Go to application permissions to set the
Media Card Encryption on . Iocal.lonlper'rmssnons for individual
applications.

17
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If you choose this route, we recommend leaving Traffic Data
Collection and Location-based Ads on the overall Location

Alternatively, you can choose which apps have location per- Services set to off.
missions. To do this, go to Settings > Security and Privacy >
Application Permissions and select on or off for each individu- Location Services
al application. Select on only when necessary, most common- . as Tequite
ly google maps or Uber type apps. Exit and save. More Info
Location Services . Off
Security and Privacy System Services
-y
- ®, Application Permissions Traffic Data Collection off
Set security permissions for app
Device Password Location-based Ads ' off
Control access togum —

Application Permissions

SIM Card Permission Details

5 Go to application permissions to set the
Manage securit PP P

n Facebook 10.1.0.74 location permissions for individual
Research In Mation Limited ' applications.

My Places

() Location off

Allows this app to access your device’s current or
saved locations.

Clear Recent History

e all places currentl

m,Shared Files ) oF Recents,
Permission Details Allow this app to access your pictures, music,
documents, and other files stored on your device,
Viber ataremote storage provider, on a media card, or in Once you’ve updated your location permissions, clear your
viber Media Itd the cloud, [ ion hi b
recent location history (see above).

O Location

Allows this app to access your device's current or
saved locations.

A
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Smartphones and tablets are not impenetrable. Secure your smartphone with a password, and utilize apps such as Find My iPhone locate
lost or stolen devices.

All smartphones and tablets have cameras and microphones that can be remotely activated. Caution should be used when device is near
sensitive information.

Bluetooth and wireless capable devices are convenient but easily exploitable by hackers. Use a VPN if possible and avoid public wireless
networks, especially when accessing sensitive information.

Prior to downloading apps on your device, read the developers permissions. Many apps now require permission to access your camera,
microphone, text messages, and phone contacts.

Keep your locations services turned off until they are actually needed. Otherwise, your daily movements are likely being tracked by various
apps or the vendor. Location services are always available to 911 and first responders.

If you have a google account, you can use your google credentials to login at maps.google.com/location history to see your device’s location
history for the last year or more.

The first line of defense in preventing unauthorized access to your data is to pro-
tect your devices with a passcode. Always set your smartphone to require a
passcode immediately and use an alpha-numeric passcode.

In the U.S., it has been reported that over 100 cell phones
are stolen or lost every minute. This fact alone proves it is
necessary to keep your device secure and locked with a

passcode. Find My iPhone is an app that allow the user to

. Verizon = 5:06 PM L.

DISABLE Simple Passcode and

secure device with a longer alpha- \
numeric passcode.

manage their devices remotely in the event that it is stolen
< Settings Passcode Lock

or lost.

Require Passcode

Find My iPhone

Simple Passcode

\LLOW ACCESS WHEN LOCKEL ° Wipephone

Turn these settings off; they Today e Lock phone

allow anyone to access areas e  Activate alarm

i Notifications View

of your phone without a \ e Activate camera
Siri

passcode. e Locate by GPS or Network
Passbook

e  Backup data through iCloud
Reply with Message

If possible, public Wi-Fi networks should be avoided due to the risk of
interception by third parties. If public networks must be used, avoid
logging into accounts that require passwords, as log-in credentials are
easily exploited by hackers. Always use a VPN client to encrypt on-line

transactions.

ese00 ATAT F

< Settings

2:25 PM 79 5 91% D)

Bluetooth

Bluetooth

ﬂ A/

seeco ATAT LTE 007 PM v 1 9% .

< Sett Wi-Fi

From the Control Centeror

A I under Settings, DISABLE
Bluetooth whennot In use.

Other

Ask to Join Networks

From the Control Center or
under Settings, DISABLE WI-FI
whennot In use.

Bluetooth is a wireless technology standard for exchanging data

over short distances from fixed and mobile devices. When Bluetooth

is enabled on your iPhone or tablet, hackers could gain entry to your

device and obtain contacts, messages, calendars, photos, and notes
without you even knowing.

19



(" iOS Privacy Settings Smart Card (iOS 8.4)

20150813

Whenever you take a photo, it records the location and saves that information inside of the photo’s EXIF data. When you send that photo to
someone else, they can see where you took it, in some cases, down to the specific street corner. If you post a picture that you took from your

home, anyone that can view it can figure out where you live and more.

To disable your location from being shared in Message and Find my
Friends, open the Settings app and navigate to Privacy > Location Ser-
vices. Then navigate to Share My Location and click on the toggle to

disable Share My Location.

Display & Brightness

iPad % 314 PM 5% W}
Settings < Privacy Location Services
General ) R
@ Location Services

«©

Location Services uses GPS, Bluetooth, and crowd-sourced \
Wi-Fi hotspot and cell tower locations to daterming your

Pad + T50PM 7o
Settings < Location Services Share My Location
Airplane Mode =P Share My Location
Wi-Fi N6PY4 From This Device >
Bluetooth Off Share your location with family and friends in Messages and
Find My Friends.
Cellular Data oft
People who can see your location will appear here.
24 Personal Hotspot Off

*Note that if you turn off location services in the Privacy setting

@ Wallpaper approximate lecation. About Location Services & Privacy...
menu, you cannot use location services for anything such as navi-
€ sounds . . R
gation or locate your phone if lost or stolen. You can still wipe
B P od Share My Location > . . . . . .
asscode your phone, using the Find My iPhone app, if the location services
m : are off. If you wish to use some location services be sure to go into
B carera e each app and set the location settings appropriately rather than
turn off the main location services setting.
Pad ¥ TMPM 5% W)
Settings ( Privacy Location Services
Go back to Location Services to disable your location from being saved to
@ cenern Location Services " @) photos. Click on Camera to change the settings. *Note the location ser-
Display & Brighiness Locaton Sanices usos 623, Bustoth, and cowc-sourced vices toggle must be on to find the camera option. Tap on Never. Within
i-Fl hotspot and cell tower locations to determine your . . . ) . . .
B walpaper approsimata location. About Location Senvices & Privacy. the Location Services setting, decide which of your apps require location-
ED souncs based services and disable those that don’t. Navigation and maps apps are
O Fessoode Share My Location > , examples of specialized apps that require location services.
¢
iPad ¥ B PM 53% W)
iCloud f \ Settings € Location Services ~ Camera
- ﬁ Maps Always >
iTunes & App Store
ALLOW LOCAT]
© Messenger > General =l
y : N '
Mail, Contacts, Calendars &)/ Morton Mobile n Display & Brightness i
" Notes o Safari Websites Never > Wallpaper While Using the App
—
. "

Diagnostics and usage data enables a feature that gives Apple permission to track everything you do, to disable it in iOS 8.4:

Lo R 448 PM 6% .
Settings Privacy
Open up the Settings app and navigate to Privacy > Diagnostics &
2,
Airplane Mode C Location Services off > Usage. Then tap on Don’t Send.
Wi-Fi !j Contacts >
-
ﬂ Blugtooth off .+ Calendars > P T P TR
Cellular Data off i Reminders » Settings £ Privacy Diagnostics & Usage
Personal Hotspot off & Photos >
B Bluetooth Sharing > [B] nNotifications Automatically Send
= =
iy Notifications n Microphona > e Control Center
Control Center 9
a8 @ cames > Do Not Disturb
Do Not Disturb " c may include lo
Hi Kit d
w i Diagnostics & Privacy...
As applications request access to your data, they will be
added in the categories above. General
E}J General
i Display & Brightness Diagnostic & Usage Data
@ oispiay & Brightness O miter i g °
Wallpaper Diagnostic & usage data will nat be sent 1o Apple.
Wallpaper n Facebook i i
As applications request access to your soclal accounts data, Sounds
n Sounds they will be added in the categores above.
Passcode
Passcod
B Kegninoin Diagnostics & Usage >
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iAds has been around for a few years now, but not without its own controversy. Location-based iAds don’t use your exact location and Apple
doesn’t give this info to advertisers. Most users prefer to disable iAds anyway. Here’s how to do it:

Open up the Settings app and navigate to Privacy > Location

Services > System Services. You'll see a list of various toggles
that you can turn off and on. \

System Services

f PExt 1o an flam

 Appie 16T e
that has recently used your location.

You'll see one that says Location-Based iAds. Flip the toggle to the
right until it’s grayed out.

T -
\ Spotlight Suggestions ()
Wad ¥ 4:54 PM 6% . Wi-Fi Networking e
Settings Location Services System Services
9 < Sys You should also to turn
B rwifications off Diagnostics & Us-
- Cell Metwork Search ’ A PRODUCT IMPROVEMENT
ot Carir L @) age (You'll have to do it >
Compass Calibration O here too), as well as Diagnostics & Usage
Do Not Disturb .
Find My iPad o tapping on Frequent Popular Near Me ()
Location-Based Alerts () Locations a nd tu rning Traffic [
General St
—— > that off as well.
Display & Brightness ocation-Based iAds )
) Welipeper Motion Galibration O
-

Ads can track everything you do. Apple has a setting where you can turn this on or off. Open up the Settings app and navigate to Privacy > Ad-
vertising.

Pad = 32 PM S5% W)
Settings Privacy
Airplane Mode
()

B v Lacation Siice o2 You’ll want to make sure that you turn ON Limit Ad Tracking. In this
i3 @) contacts > instance “ON” is good. You’ll also want to reset your advertising identi-
Bluetooth Off g a q . e e

= Calandars 5 fier while you're still on that page. Tap on Reset Advertising Identifier
@ cetuarpata ot = to start with a clean slate. Users who are concerned about having their
— : leminders > . . . . .
B rersonal Hotspot off usage habits tracked by advertisers can tap this button, which essential-
& Photos »
E Nefifications Bluetooth Sharing
a Control Center n Micrephone 4 Pad ¥ 4155 PM TEW .
Do Not Disturb B cares > Sattings < Privacy Advertising
a Homelc E Motifications
As appl acce: r data, will b Limit Ad Tracki
@ Ganaral Bd::d \:Tmﬂ a:w? 10 your data, they a o Bk imi racking ()
By Display & Brightness
. a Twitter > Do Not Disturb el e i
.,* Wallpaper esel vertising ldentifier. ..
n Facebook > About Advortising & Privacy
n Sounds As applications request access o your social accounts data, _@ Geaneral
thay will ba added in the calegories above.
ﬂ Passcode
"8 Diagnostics & Usage
Advertising >
& Cloud
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Safari’s Do Not Track is a universal web tracking opt-out initiative that allows users to prevent advertisers from tracking your browsing habits.
The Safari mobile browser on iOS 8 allows you to opt-out to prevent your mobile web browsing history from being looked at by advertising eyes.

fTunes & App Store
B Mail, contacts, Calendars
" Notes
Reminders
O Messages

B Facetime

Fl wmaps

Music
'a Videos

& Photos & Camera

O Books

Clear History and Website Data

GENERAL

Passwords & AutoFill

Favorites Favorites

To opt-out, open the Settings app, scroll down and tap on Safari. Under the sections ti-

tled Privacy & Security , turn on Do Not Track. Under General it is a good idea to enable

Block Pop-ups.

Open New Tabs in Background ()
Show Favorites Bar K.

Show Tab Bar [ @)
Block Pop-ups @
PRIVAGY & SECURITY

Do Not Track @

Block Cookies  Allow

om Websites | Visit
=
Fraudulent Website Warning (J

About Satari & Privacy...

You can clear browser history here
as well. Itis a good idea to do this
periodically.

/

Lastly you will want to clear the auto fill to protect your passwords
and credit card information. Open the Settings app, scroll down and
tap on Safari. Under the section titled General, click on Passwords &

information you don’t want sav

Then click on the toggle to disable Use Contact Info, Names and
Passwords and Credit Cards. Be sure to check and delete any

ed by clicking on each option.

TG 01 PR Tow
T Settings < Safari Passwords & AutoFill
GENERLAL : "
E Tunes & App Store B i Gontacts, Calendars ATy BB i et N B R SR
Passwaords & Autofil T Drwvicus names and passwords, o creckt card b
Favorites Favorite Reminders Uza Contact Info O
a Mail, Contacts, Calendars : T
o s y Info Nona
..... Opan Mew Tabs in Background () G Massages
Moles
) Facetime
H Remindars SERREE TR Bt s = Namas and Passwornds ©
“
Show Tal Bar (/l Saved Passwords
D Massages E)
n FacaTi Block Pop-ups C‘
ISIC
-.31 PRIVACY L SECURITY “ i Saved Crodit Cards
e0s
N\
[f
Da Mot Track O =Srrerr—

Prior to iOS 8, when you double-clicked your home button you would only see an array of app thumbnails, allowing you to quickly switch be-
tween apps. With iOS 8, avatars of your recent and favorite contacts will now show up as well.

Pad F

Sattings

a Cloud

Reminders
Messages
FaceTime
Maps

Safari

Music

PE® 0200

I
F 13
@

248 PM
Mail, Contacts, Calendars

Always Boc Myself \_J
Mark Addresses off
Increase Quote Level on
Signature Sent from my iPad
Default Account
Messages craated outside of Mail will be sent from this
aceount by detaut
Sort Order Last, First
Display Order First, Last >
Show In App Switcher Off
Short Name
My Info None >
Default Account On My iPad

8% ) ecooc Verizon F 4:42 PM -
To disable your contacts from displaying in
the app switcher, launch the Settings app. ¢ Mail... Show In App Switcher
Select “Mail, Contacts, Calendar” form the
’ list of options. Tap Show in App Switcher.
. Phone Favorites
Click the toggles to switch off Phone Favor- Recents
ites and Recents to disable avatars of your
recent and favorite contacts from auto- Pl
matically displaying in the app switcher. '
a DISCLAIMER: There are many different looks to iOS versions. It is impossible to
provide views for them all. The screen shots here are mostly current as of the
> date above, and provide a solid idea of what one should look for in 10S settings.
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Android Privacy Settings Smart Card (Android5.0)

e  Smartphones and tablets are not impenetrable. Secure your smartphone with a password, and utilize apps such as Where’s My Droid and
AndroidlLost locate lost or stolen devices.

e All smartphones and tablets have cameras and microphones that can be remotely activated. Caution should be used when device is near
sensitive information.

e  Bluetooth and wireless capable devices are convenient but easily exploitable by hackers. Use a VPN if possible and avoid public wireless
networks, especially when accessing sensitive information.

e  Prior to downloading apps on your device, read the developers’ permissions. Many apps now require permission to access your camera,
microphone, text messages, and phone contacts.

e  Keep your locations services turned off until they are actually needed. Otherwise, your daily movements are likely being tracked by various
apps or the vendor. Location services are always available to 911 and first responders.

e If you have a google account, you can use your google credentials to login at maps.google.com/location history to see your device’s location
history for the last year or more.

The first line of defense in preventing unauthorized access to your data is to protect your devices with a passcode. Android 5.0 adds a new set of
lock screen features called Smart Lock. You can set a location, device, or face that the phone will consider trusted. Trusted face is a new version
of face unlock that works in the background. After the phone learns to recognize your face, the lock screen automatically flips to swipe mode.

ERE=RLe ©F. OGS /A ol B

Apps

& Select screen lock From the control center or under

@sAnsSE @ %. Settings > Lock Screen select a screen

Settings : Swipe lock. Always set your smartphone to

No security require a passcode immediately and use

Quick settings an alpha-numeric passcode. Set a secure

Pattern

password to lock your screen when you
Medium security
are not using your phone.
Wi-Fi Download Bluetooth PIN
booster c t =ec
’I Medium to high security

RunKeeper

©

Lo Password /
High security
Data usage Sounds and Display
‘ notifications

Fingerprint

Settings

®

None

Wallpaper Lock screen Motification
panel

S ﬁ
GG e 9 If possible, public Wi-Fi networks should be avoided due to the risk of interception by third par-

Settings ties. If public networks must be used, avoid logging into accounts that require passwords, as log-
Finger Scanner Safety Power saving in credentials are easily exploited by hackers. Always use a VPN client to encrypt on-line transac-

assistance .
tions.

Network connections

o

Download
booster

&

Tethering and Airplane mode
Mobile HotSpot |

BhHEG &

From Quick Settings or under Settings > Net-
work Connections disable Wi-Fi when not in use.
Also disable Smart network switch.

Automa
maobile n 3
and 5 GHz bands, to maintain a s
connection

all
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Rather than connecting to public Wi-Fi, most mobile carriers have an
option to use the mobile device as a mobile hotspot. You can turn this
option on and off under Settings > Tethering and Mobile HotSpot.

© 8 alxB615PM

AREG &

Settings

Finger Scanner Safety

assistance

Power saving

Network connections

S O

Wi-Fi

@

Tethering and
Mobile HotSpot

OOAER30G &G % alcsid6:42 PM
Download
booster

Airplane mu;

< Tethering and Mobile Hot... i

Mobile HotSpot

Off

|

NFC is a set of short-range wireless technologies, typically requiring a
distance of 4cm or less to initiate a connection. The technology allows
you to “bump” your smartphone with other NFC devices for a quick
exchange of information. Although NFC interaction is extremely close
range, a malicious user can tamper with the data being transmitted
between two NFC devices if they are within range. NFC risks include:
data tampering, data interception, and mobile malware.

Bluetooth is a wireless technology standard for exchanging data over
short distances from fixed and mobile devices. When Bluetooth is
enabled on your iPhone or tablet, hackers could gain entry to your
device and obtain contacts, messages, calendars, photos, and notes
without you even knowing.

asanRsE © 8.

catt From Quick Settings
SIS or under Settings >

Quick settings Network Connec-

tions, disable Blue-
tooth when not in

QO (0O

use.
Wi-Fi Download Bluetooth
booster
Lt ARELA © %
Data usage

€< Bluetooth

Turn on Bluetooth to see a list of
devices that are available to pair with.

@3H03E © % daxE617PM

Settings

(@)
Allow data exchange when device

Location More networks touches another device.

: Connect and share >

Data exchange

Nearby devices

Turn of NFC when not in use by opening the Settings app and
navigating to NFC under the Connect and Share section. Disa-
ble NFC by switching the toggle to off.

Whenever you take a photo, it records the location and saves that
information inside of the photo’s EXIF data. When you send that photo
to someone else, they can see where you took it, in some cases, down
to the specific street corner. If you post a picture that you took from
your home, anyone that can view it can figure out where you live and
more.

EREGA & % alsx8 6:15PM

Settings

Finger Scanner

RRESLA

< Location

MNetwork connecti;

Mode

High accuracy

To disable your location
Recent location requests from being shared open

the Settings app and

Tethering and
Mobile HotSpot

0O

L I Maore r

Facebook
Battery usage: low

navigate to Location.

Disable your location

services by switching
the toggle to off.
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In the U.S., it has been reported that over 100 cell phones are stolen or lost every minute. This fact alone proves it is necessary to keep your de-
vice secure and locked with a passcode. There are plenty of apps that allow the user to manage their devices remotely in the event that it is sto-
len or lost. One example is AndroidLost. Android 5.0 even comes with its own device manager that allows you to manage a lost or stolen device.

i . *Note that if you turn off location services in the Location
AndroidLost * Read sent/received SMS . y . .
setting menu, you cannot use location services for apps that
messages . . .
. locate lost or stolen devices. You can still wipe your phone,
Wipe phone using the lost phone apps, if the location services are off . If
*
Lock phone you wish to use some location services be sure to go into each
* Erase SD card app and set the location settings as desired rather than turn off
* Locate by GPS or network the main location services setting.

* and much more

BARESLAT 9 el 630PM

< Security 2

BREL @ QG ¥ 40:L638PM

. . Sign-in
- Location

Security code
Play Games

Android Device Manager
Search & Now

Remotely locate this device
< Security Show device location on Android Device . )
Manager

Facebook Flipboard

3

Google Google
Settings

Smart Lock Passwords

Allow remote lock and erase

If you lose your

u can remotely
lock or h Android Device

Manager

i,
as 59 — . — . _
Android Device Manager is already built-into virtually all devices as part of Google Play Services.
Go to the Google Settings > Security and ensure Android Device Manager settings are enabled. If
your device is lost or stolen, you can go to Google’s device management page and access your
device’s current location or last location that was reported when it went missing. You can also
make the device ring at full volume to help you find it or remotely lock or erase the device.

Hangouts Instagram Internet

Ads can track everything you do. Android has a setting where you can AHRUIRLAO % .alxld 637PM
turn this on or off.

Google Settings :

RSSO % a0

OBRES2LAG % gl < Smart Lock Passwords .
Google Settings ga=0f " Sarvices Preferences
Smart Lock for Passwords and
Connected Accounts
Services Security o o  websites
.@ ( Smart Lock Passwords o
e Auto sign-in
Connected apps Open up the Google Settings Dt
Reset advertising ID app and navigate to Ads. Open Google Settings
Data management Switch the toggle to the and navigate to Smart
Ads by Google right to opt out of interest- Lock Passwords. Disable at
Google Fit based ads. Opﬁons to save pass-
Your advertising 1D ion-i Hovareave
) 874bbade-4649-43f0-b545-4155dcB56eae w.or.ds and auto sign-in by
Location I sliding the toggles to off. -+ Add site or app not to be saved
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Browser history and cookies are tracked when browsing the web from your mobile devices. To ensure privacy go into Settings > Privacy and
uncheck all boxes. Then click on Sign-In information and change the settings to ensure your passwords are not saved. You should go in often
and clear personal data history. From Internet Settings go to Privacy > Delete personal data and ensure to check all boxes to clear data.

anns®BE T % dele

Settings

Applications
© ©
Application Default

manager applications

o
Call cc:cls
D (©

Gallery Internet

Settings

Manage accounts

Sign in to an account

Set homepage

Default page

Status bar

Always show the status bar

Auto hide toolbar

Hide the up/down toolbar when scre

N\

< Privacy

Accept cookies
Allow sit

o save and read cookies

Turn on location
Allow
nforrr

s to access your location

Suggest search terms and web a..
P t relate
Mavigation bar

es and popular sites in the
as you type

Remember form data

Remember data typed in forms for later use

Remember passwords

Save usernames and passwords for websites

ign-in informatio,

Delete personal data )
S —

AHEESL RS % gl i 6:44 PM

Manage the usernames and passwords you have

saved for websites

Accent cookies
Al
Delete personal data
-
4l Browsing history
inf
Cache
S
P
N Cookies and site data

R Passwords

Auto fill data

Location access

CANCEL DELETE

Delete personal data

Your applications access different functions on your device when in use and sometimes when not in use or in the background. You can see what

access each application has in the Application Manager.

BRERILARAE & .4

Settings

Applications

O

Application
manager

| Kl

Defd
applicd

mennEg=s®

3153 6:44 PM

[ |

< Application manager

DOWNLODADED

Go to Settings > Application
Manager and select which
app you want to view. This
will tell you what permis-
sions are granted when you
accept the user agreement
to download the app.

G

Call Cont

1 B o

Drive
38.64MB

Dropbox
69.68MB

Facebook
aname

Flipboard
28.12MB

Gmail
27.20MB

different looks to Android
versions. It is impossible to
provide views for them all.
The screen shots here are

above, and provide a solid

for in Android settings.
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mostly current as of the date

idea of what one should look

QnhnE=s®

“—

Permissions

This application can access the following on your
device:

.

B

A
-

{=

[ 1]
-

& % 428 6:35PM

App info

directly call phone numbers
® this may cost you money
read phone status and identity

read your text messages (SMS or MMS)
take pictures and videos
record audio

approximate location (network-based)

precise location (GPS and network-
based)

modify your contacts
read your contacts

add or modify calendar events and send
email to guests without owners’
knowledge

read calendar events plus confidential
information




Traveling Safely With Smartphones 20141031

Traveling with Smartphones - Do’s and Don’ts

e Consider pay-as-you go phone or replacing SIM card

¢ Disable GPS or location services for most apps

e Assume that all information on your device could be compromised while traveling in a foreign country
¢ Do not allow apps to access Social Media

¢ Never store passwords or sensitive information on your smartphone

¢ Do not allow auto connect to WiFi

e Consider sanitizing emails prior to travel

e Examine all mobile devices for evidence of tampering upon your return

e Ensure you use complex passwords

To Do When Traveling

Ensure that your phone’s
software is up to date

- Use apps to ensure that the
software on your smartphone is
up to date.

iPhone Android

eee00 Verizon 7 3113 PM C O 35%0E 3
Go to Settings >
general > Software
Update

Go to Settings > AaAAJOND
About Phone >

General
System Updates

=] About phone

£ Settings

About System updates

Software Update

or update

eeec0 Verizon T 3113 PM C 9O 3

Check to see if your
software is up to date;
if not, your iPhone will

i0S7.1.2 prompt you to download
Your software is up to date the latest software

< General Software Update Check now

Check to see if your software is up to
date; if not, your phone will prompt

Protect your phone against

Malware - - ‘
_ lee a computer, your phone iS 8000 Verizon 7 314PM C 70 % 35% 0 4 se800 Verizon F 3:14 PM C O 3BRE Qasalol ::_
vulnerable to malware. Use S Lookout o < Back Security =¥ | AVG AntiVirus FREE
anti-virus apps to ensure that your
MISSING DEVICE : ( )
phone is protected. ° Ready @ Sy§tenr1 Advisor 9
SECURITY o Location Services Use the AVG .|®
Secure : . Antivirus FREE =

app for Android
° Process Monitor

Click Scan @

Now to scan for

Run first scan

viruses

Use the Lookout app for iPhone Go to Security > Process

Scan Now

Monitor to see if malicious processes are running
on your iphone

Set your phone to lock
automatically

- In case you lose your device, you Go to Settings > AAQLoDn
want your smartphone to lock Go to settings > General > Auto-Lock Display > Sleep [= pisplay
automatically to prevent physical Set the Auto-Lock to 1 Minute Set the phone to Brightness
access. #0006 Verizon = 2:41p C o 429 W sleep after 1 Wallpaper
it Auto-rotate screen
£ Settings gheral e Sleep
After 1 minute of ina
Auto-Lock 1 Minute Go to Settings >
Security >
Restrictions Off

Automatically
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Traveling Safely With Smartphones

Traveling with Smartphones - Best Practices

20141031

e Assume that your phone may be scanned forensically when you enter a foreign country
e |f possible, encrypt the data on your phone
e Consider installing a VPN on your device as more secure alternative to saving information locally

To Do When Traveling ‘

Disable Wi-Fi and Bluetooth
- Disable Wi-Fi and Bluetooth on

iPhone

ee000 Verizon LTE 2:41 PM

- GZ) B Settings >

Android

@AA-—&BD

Go to Settings
> Wireless &

to brute force attacks. Chose a
password with a combination of
letters, numbers, and symbols. If
using a Screen Lock Pattern,
choose a complicated pattern.

Go to Settings >
Passcode Lock > Turn

Immediately

Require Passcode

Simple Passcode

Off Simple Passcode

A simple passcode is a 4 digit number.

esc00 Verizon LTE ~ 2:45PM COoanE

ALLOW ACCESS WHEN LOCKED

s Cancel  Change Passcode
Siri

Enter your new passcode

Passbook
Enter a new passcode
with 10+ characters,
symbols, and
numbers

Reply with Message

Erase Data

your smartphone; Wi-Fi and < Settings Wi-Fi Wi-Fi > tumn ' : Networks >
g A Settings
Bluetooth can render your Wi-Fi off turn Wi-Fi off
smartphone vulnerable to WIS ERS £ NETWORKS
malware and hacking. o
8 Wi-Fi
< Wi-Fi
0000 Verizon LTE 2:42 PM C 9 43 GO_E Settings >
; Bl h>
{ Settings  Bluetooth uetooth > turn ® Bluetooth
Bluetooth off
Go to Settings > Bluetooth > ’
turn Bluetooth off
Bluetooth
Use a 10+ character password or #0000 Verizon LTE 244 PM oA ms oA
Screen Lock Pattern ¢ Settings Touch ID & Passcode Go to Settings > A = A B >
- Short passwords are vulnerable Security >

Screen Lock> SecuU I'Ity

create a screen
lock pattern

>unEEN SECURITY

Screen lock
Password

Automatically lock
Immediately after sleep

Recover lost or stolen smart-
phones and wipe data

- Find my iPhone and Cerebus can
locate lost devices and wipe data
remotely from lost or stolen
smartphones.

Use the Find My
iPhone app to

recover lost or stolen
iPhone smartphones

Use the Cerebus app to
recover lost or stolen
Android Smartphones and
wipe data remotely from
the device memory and SD

e Configur

REMOTE WIPE Galic

Wipe

\llow Cerberus to wi ]
emory r ot

Wipe SD card

\llow berus to wipe your SD card ?

A Parent’s Guide to Internet Safety
Privacy Rights Clearinghouse
Microsoft Safety and Security
Online Guardian

www.fbi.gov/stats-services/publications/parent-guide

www.privacyrights.org/fs/fs18-cyb.htm
www.microsoft.com/security/online-privacy/social-network
www.onguardonline.gov/topics/social-networking-sites.aspx

79
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Photo Sharing Services Smartcard

20140614

Only share photos with people you know and trust. Assume that ANYONE can see, copy, and forward photos you post and share.
Ensure that your family takes similar precautions with their photos; their privacy and sharing settings can expose your images.
Avoid posting or tagging images that clearly show your face. Select pictures taken at a distance, at an angle, or otherwise concealed.
Do not use your face as a profile photo, and do NOT enable Location Services for your smart phone camera or photo sharing app.

Choosing the Right Photo Sharing Service

Choosing the right photo sharing service for your needs depends both on your intent and your audience. Key questions to ask are:
¢ Are you sharing photos primarily for yourself, your friends and family, or for public consumption?

e Are your contacts or viewers already using a specific service?

e How much control do you need to maintain over your images? Is the retention of Exif data problematic?

Your choice of photo sharing service determines the amount of control you retain over your images. All services allow you to remove images, but not
all services allow for account deletion. Additionally, deleting your content or your account does not ensure removal from the internet.

Nine popular photo sharing services are described below. Default settings are in bold.

Service Primary Use Image Privacy Options  Keeps Location Adding Allows Google Indexed?
Exif? Reposting?
- Share photos within | Private, Contacts, Yes, No | Editable location, map Yes, No If Public (can opt-out)
fl ICkr grouped user Family, Friends, Public based
environments
Social Network Only Me, Friends, No Free-form text, linked to Yes If Public
Friends of Friends, Facebook page, map based
Public
Share photos from Requests to follow must | No GPS-based device location; | No If third-party apps
o 1mwm, camera enabled be approved, Public Customizable location, text enabled
mobile devices search
..= | Share photos Public, Private (optional | Yes, No | None Yes If Public
@lpl otobudiet publicly or privately | password protection)
O+ Social Network Only You, Circles, Public | Yes Editable location, map Yes If Public
(@) based
RSS Feed Requests to follow must | No Non-editable GPS location Yes If Public
’ be approved, Public for mobile; Text selection for
website (city, state)
gﬁ m Enhanced photo None, based on Twitter | No None Yes If Public
“' sharing in Twitter
Share concepts and | Public Yes None Yes Yes
mhm dl ideas using images

Flickr - Allows detailed control over phone sharing

In upper right, go to Camera > Settings > Privacy & Permissions. Set as
follows:

e Who can access your original image files? Your friends and family or Only

you

Allow others to share your stuff? No

Who can add you to a photo? Only You, edit > Remove me from all photos
Who can print your photos? Only you

Allow your stuff to be added to a gallery? No

Hide your Exif data? Yes

Show which application you used for uploading? No

Hide your stuff from public searches? Check all three

Who can see what’s on your profile? Friends and family
Who will be able to see, comment on...? Friends and family
Who will be able to see your stuff on a map? Only you
Import Exif location data? No

29

Facebook - Compresses images & deletes Exif, increasing privacy

Go to Triangle > Settings > Privacy.
e Who can see your future posts? Friends
¢ Limit the audience for old posts...? Limit Old Posts

Create Page

Create Ads

Manage Ads

Then click timeline and tagging. Set as follows:
e Who can post on your timeline? Friends
Review posts friends tag you in before

they appear on your timeline? Enabled
Who can see posts you’ve been tagged in on your timeline? Friends

Who can see what others post on your timeline? Friends

Review tags people add to your own posts on Facebook? On

When you are tagged in a post, who do you want to add to the audience if
they aren’t already in it? Only Me

Who sees tag suggestions when photos that look like you are uploaded?
No One

Activity Log



Photo Sharing Services Smartcard

Instagram - Photos public by default, can be made private Photobucket - Allows for password-protected sharing

20140614

Follow these pictographic instructions for Instagram on the iPhone: In the upper right go to User Settings. On the

Check to ensure all posts are Albums tab, uncheck all options listed under n
private, viewable only to approved Links except Link back to albums.

User Profile

PN CRN RERNEY

(el

" 0 0 0
posts followers  following

EDIT YOUR PROFILE

Under Privacy set as follows:

Ceohe® ONE%dlrT o Allow others to follow me. Uncheck

X SO ERORLE v e Allow comments in my albums. Check

e Show where my photos were taken. Uncheck

e Allow others to copy my photos & videos. Uncheck

e When | upload, permanently remove information about where my photos
were taken. Check

Ll
Hee 0TDONdRi3rm
Y

Log out
Never add your images -
to Photo r i /ATE INFORMATION

tetaniall] Dgrad com

Under Album Privacy, for each album choose to either:
* Make Private — Only you can view, or
¥ e [rom i e Password Protect — Anyone with the URL link and the password can view

Remember, choose unique passwords for each album

| Puats are Private

h

Google+ - Retains all Exif, multiple privacy settings

Twitter - Removes Exif, but minimal options to limit visibility

Navigate to Google+ Dropdown Menu > Settings.

In the upper Photo tagging @ Allow anyone to tag me in photos
Under Photos and Videos, set as follows: /i\ Home right, go to @ Gilbi i R R R
e Show geolocation information... Uncheck 9 Profil Settings > e ey
¢ Allow viewers to download my photos and videos. il Privacy. Twest privacy Protect my Tweets
* Uncheck (l PE‘GDI’E Mat.Ch yeny If selected, only those you approve will receive your
e Find my face in photos and videos... Uncheck i‘ Fhaios settings to Tweets will not be available publicly. Tweets posted
* People whose tags of you are automatically approved. N those shown. publicly visible VD'éI'éiter existing location
Groups and persons @ Communities Tweet location _ [ Addalo g
Under Profile, set as follows: = cvents When vg
swit
e Show these profile tabs to visitors. Uncheck all
2 @ HangOUtS Delete all location information
Under Hashtags, set as follows: " p
dajes
* Add related hashtag from Google... Uncheck i g This will delete all location information from past Twi
Under Location settings, set as follows: :9 Local 0 30 minutes.
e Enable location sharing. Uncheck & - - Se‘ttings Discoverability [ Let others find me by my email address

Yfrog Services - Removes Exif, privacy settings very limited

Yfrog can be used to post links to photos on Twitter and has also become its  \When using Yfrog Social navigate Settings >> Account Info and set the profile

own social network called Yfrog Social. When using Yfrog with Twitter, goto  to private. Individual privacy settings can also be chosen for each picture and
Settings and disable photo tagging. album during upload.

Peopl: t: in Photos CJAll Friands Only » | GIED
eople can tag me in otos w
" i ’ ’ . fl o 7 Business, Friends, Family
Done L

All Groups & The Public

Pinterest - Retains Exif, privacy settings very limited

In the upper right go to Settings under the diop down menu. Under Basic

Information turn Search Privacy On.

Y - Keep search engines (ex Google) from showing
eg - .
your Pinterest profile in search results. Learn
more

U.S. Army Social Media Roundup  http://dmna.ny.gov/members/geotagging.pdf

Washington State Web Wise http://www.atg.wa.gov/InternetSafety/SharingOnline.aspx
Microsoft Safety & Security http://www.microsoft.com/security/online-privacy/location-services.aspx
OnGuard Online http://www.onguardonline.gov/articles/0033-heads
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Exif Removal - Do’s and Don’ts

e Prevent your phone from including geolocation data when capturing images.

e  Remove Exif data before sharing or posting images, especially images captured in private homes or businesses.

e Whenever possible, use an Exif viewer to verify Exif data has been removed.

e  Before uploading images, use privacy settings to limit the audience to only you or close friends and family.

e Minimize the use of apps that automatically upload and share captured images (e.g. Instagram, Flickr).

e Even with no Exif data, the content of images may contain identifying information, including persons and locations. Screen content with the assump-
tion that anyone can see, copy, or forward photos that you post online.

Exif (Exchangeable image file format) is a standard format for storing and exchanging image metadata. Image metadata is included in a captured image file
and provides a broad range of supplemental information. Some social networks and photo-sharing sites, such as Flickr, Google+, and Instagram, have
features that share Exif data alongside images. Others, including Facebook and Twitter, do not share Exif data but may utilize the information internally.
Exif data is stored as tags, some of which reveal unique identifying information.

Tag Category Important Tags Identity Implications
GPSLongitude, GPSLongitudeRef,
GPSLatitude, GPSLatitudeRef, Ability to reveal the exact location of private places, such as homes or offices. Some
Geolocation GPSDateStamp, GPSTimeStamp, photosharing sites, including Google+ and Flickr, publicly display image GPS coordinates on a
GPSAltitude, GPSAltitudeRef, map.

GPSProcessingMethod
ModifyDate, DateTimeOriginal,

Timestamps - Creates a log of behavioral patterns and personal timelines.
Camera Make, Model, Serial Number A unique serial number identifies the particular device for an image or sets of images.
Authorship Artist, Owner Name, Copyright Links images with a name or organization.

ImageDescription, UniquelmagelD, Potentially reveals identifying information about the content of the images, such as captured
Image Summary .

UserComment persons or locations.

Limiting Exif data, especially geolocation information, before distributing image files can help protect your online identity from overexposure. This should
be done in two stages: 1) Preventing your smartphone from storing identifying Exif data in image files and 2) Removing existing Exif data from image files
using an Exif removal application.

Android

If iOS location services are turned off, images captured with the Turning off location storage in the Android Jelly Bean camera
native iPhone camera app will not contain geolocation Exif data. application prevents captured images from containing Exif data.
Select the Settings app and navigate ¢ Settings  Privacy Open the camera app. A white camera symbol in the bottom right corner

Privacy >Location Services. indicates the app is in camera mode. * E

. . * Location Services Off
Turn off location services altogether or Tap the white circle in the bottom right corner to bring up a cluster of
u-“ Camera 2

for the iPhone’s camera applications. options in the middle of the screen. Click the settings symbol. * Tk
_l._

Return to the Settings app and navigate 3 Click the location icon on the far

MORE OPTIONS

Privacy >Photos. left to disable location data.
Disable the permissions for other apps £ racen h B g When the location symbol appears

to have access to the photos stored in B xa 9 _ 3Lk with a line through it, then

the device’s camera roll. B Google+ ) location data has been successfully

disabled.

Prevent the Capture of Geolocation Data

e  Taking a screenshot of a photo on a device running iOS or Android Jelly Bean will create a new image containing no Exif data. To take a screenshot on
an iOS device, simultaneously press the lock and home buttons or google how to take a screenshot on your specific android.

e  Photos taken in airplane mode contain geolocation data. Novetta recommends turning off location services/storage for your smartphone’s camera

application, as shown above.
e Remember that uploading or sharing a lower quality image will still contain Exif data. Exif data and image quality have no correlation.
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emoval Smartphone Apps

TrashExif for i0S Photolnfo Eraser for

TrashExif is a free app that deletes geolocation and Camera information
from image files stored on your iOS device.

Download the TrashExif app
from the App Store.

2 Open the TrashExif app and
select a photo(s) to clear of
Exif data.

Select Presets, then in the
Removal Presets [sic] window,
select Remove Location and
Remove Device Information.

Return to the previous screen
by clicking the name of the
image in the upper-left.

3 Scroll down and click
Remove Exif. This creates
a copy of the image file(s)
without Exif and does not
alter the original image file.
The copy with No Exif is

C 4:21 PM Q 54% E=

_\

will Verizon &

1

‘JJ

i‘u 1p]
NMEmE

FN M G e

Show More... >

Preset Remove Location,Remove Device... 2

' Remove Exif

displayed as most recent in your iPhone Photo app.

Viewing and Removing EXIF Data in OS X

Use the ImageOptim application (available at http://imageoptim.com/)
to remove Exif data on your OS X device.

Open the ImageOptim application

Drag the photos for Exif removal into the application window and wait
for a green check mark to appear next to the file name.

800

ImageOptim /

= Drag and drop image files onto the area above

[ & Again

Check that the Exif data has been removed by right-clicking the image
and select Get Info. Exif data is listed under More Info.

Photolnfo Eraser is a free app that deletes all Exif data from image files

stored on your Android device.

Download the Photolnfo
Eraser from the Play Store.

p) Open the Photolnfo Eraser
app and select Gallery.

Navigate your phone and
select an image.

Select Tag Delete and press
OK.

5 Navigate Gallery. A copy of
your photo with no EXIF is
now available in the PlEraser
folder.

Viewing and Removing EXIF Data in Windows 8

o O

-
QE) Photol

Oth IFD Pointer

Model

Galaxy Nexus

Orientation
0

unknown tag [0x9003] = 36867
N 2013:01:24 14:15:23
DateTime
2013:01:24 14:15:23
unknown tag [0x9208] = 37384
0

unknown tag [0x9004] = 36868
2013:01:24

Tag Delete Gallery

& real

-8 Introducing MedCoach for Android"
» A free hoalth m

Al mariearin agp i Sk For Heg

— [ -

Use the Windows 8 OS to verify EXIF data has been removed.

1 Navigate to an image in

General | Securty | Details

File Explorer, right-click
the image, and select
Properties.

In the Properties
window, select the
Details tab.

3 Most Exif data,
including geolocM
is contained in the
Details tab if it is
included with the
image.
Windows 8 also allows
system administrators
to remove all Exif
data from the selected

image file by clicking
the Remove Properties

Property Valus Q
White balance Auto
Photometric interpretation
Digital zoom 0
EXIF version 0220
GPS
Latitude 40;44: 4
Longitude 735926
Altitude: 0
File
Name 2011-07-28_18-55-45_146j...
ltem type JPG File
Folder path C:h\Users'ssachDeskiop
Date created 2/12/2013 11:35 AM
Date modified 7/28/2011 6:55 PM
Size 227MB
Attributes A
(ifline availability
Nfline stahie h

Remove Properties and Personal Information

and Personal InformatioM

A Parent’s Guide to Internet Safety

Privacy Rights Clearinghouse
Microsoft Safety and Security
Online Guardian

www.fbi.gov/stats-services/publications/parent-guide

www.privacyrights.org/fs/fs18-cyb.htm

www.microsoft.com/security/online-privacy/social-network

www.onguardonline.gov/topics/social-networking-sites.aspx
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Online services include sites that require users to register for personal profiles prior to using their functionality. Best practices include:
e Review the online service’s terms of service to determine their data sharing policies with third party entities.
e Avoid filling in optional identity fields for online profiles; only fill in the minimum required identity information.
e Never give online services access to your social security number or physical address.
e Turn down options to upload and share your existing contacts with the new social networking service during registration.
e Change privacy settings to protect your identity information immediately after registering for an online profile.

Identify Elements of Social Networking Site (SNS) Accounts

Online identity can be described as an aggregate of accounts and account-related activities associated with a single person. Common identity elements
required by social networking services (SNS) for creating accounts and participating in their online services are shown below.

First and last name are mandatory for almost all
SNS accounts. In order to better protect yourself,
use an alias or use the initial of your last name
instead of its full version, especially if you have an
unusual last name.

A N
Sign Up
It’s free and always will be.
Firstname Last Mame

Gender is a common field to fill out on the
registration page, used mostly for future content
customization. Whenever possible, avoid making
a distinction when signing up for your account.

Gender
Female

Male

Location: Address, Zip Code, Country

Location information is required at varied levels
of granularity depending on the service. It may
include address, zip code, and/or country.

Your Location | Country
United States ¢

Zip Code

Degree of accuracy required?

Facebook Account

Many third party websites have adapted
Facebook’s authentication platform, Facebook
Connect. Signing up with Facebook enables users
to create new accounts by importing

information that already exists on Facebook.
Some sites require this process.

f Sign up with Facebook

Username is unique to each user account, unlike
first and last name which can be shared across
multiple users. DO NOT include personally
identifiable information, such as last name or
birthday, when making your username.

DO NOT use the same password across your SNS
Accounts. Use unique passwords for each of your
accounts.

Mobile Phone Number

Registering for email accounts frequently
requires a verifiable phone number. Refrain from
using services that require phone numbers or
opt to use an alternative method to verify
accounts.

Mobile Phones | United States (+1) E

This information i now required

Birthdays are used to verify the user’s age and
customize age-appropriate content for the user
on the site. This information is sometimes pub-
lished on the SNS profile and has to be removed
retroactively.

Is true birthdate necessary

Birthday
Jan 5l 1 [a] 1981 [B] Wyiotremtomeniam

Email Address

Email is the 2Nd most common requirement for
creating a SNS account. It is used to verify your
account during registration and often used as a
credential during future log-ins.

Sign Up

First name

I Ernail
Company/Employment Information

Company and employment information are
required for professionally-oriented SNS services,
where the main purpose is to meet and build your
network with other people in your field.

LastMame

WORK

Where have you worked?

Time Period 11 currently work here
* Add year 1o present

Sexual Orientation/Relationship Status

Customize Results

These fields are most

Height »
Body Type » | often required in online
Marital Status » | dating sites, where the
Faith * | main purpose is to meet
Ethnicity »
people.

Smoke »
Drink »
Education »

Keep Customizing >»
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LinkedIn Facebook Twitter Google+ Yahoo MSN FourSquare Pinterest OkCupid
b )
mE 0@ a ae -
First and X X X X X X X X
Last Name
Username X X X X X X
Password X X X X X X X X X
Birthday X X X X X X
Gender X X X X X X X
Email X X X Or sign-up for a new _> X X X X
Address Windows Live Account
Phone optional X optional
number
Country X X X X
Company/ X
Employment
Info
Job Title X
Zip Code X X X
Facebook optional optional optional optional optional
Account
Sexual X
Orientation
Relationship X
Status
Online Registration and Verification Process
Enter required identity fields on the registration page. Confirm your account via email. Avoid using mobile phone verification
. when possible to prevent sharing additional personal contact information.
Sign Up
It’s free and always will be. Confirmation link Hi Terry, ot atated
. To complete the sign.up process, please foliow this link:
; sent to your email. R _ Complete
Terry Smith . I oy et
FOIIOW the Ilnk to You may be asked to enter this confirmation code: 53134
TSmith137@gmail.com complete registration Welcome fo Facebook!

The Facebook Team

T8mith137@amail.com

k7 Please let us know.

Birthdlay Finish the confirmation process on the service website.
Jan 1 EI 1981 ‘\j";‘rrgddanvl:needmwnvide my

® Female  © Male

Account Confirmed Final confimation

By dlicking Sign Up, you agree to our Terms and that you have
read our Data Use Policy, induding our Cookie Use.

W & o Identity fields filled out by user

received or the social
You have successfuly confin our acoount with the emal . )
Terngsmit137 @amallcom networking site

Microsoft Safety & Security http://www.microsoft.com/security/default.aspx

A parent’s Guide to Internet Safety ~ http://www.fbi.gov/stats-services/publications/parent-guide
Privacy Rights Clearinghouse https://www.privacyrights.org/privacy-basics

OnGuard Online http://www.onguardonline.gov/topics/social-networking-sites.aspx
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Anonymous email services can be used to send e  Always use a secure browser that anonymizes your IP address when accessing anon-
personal or work-related messages without leaving ymous messages. Be sure your browser is updated regularly.
a trace of your identity. Truly anonymous email e Do not access more than one account in a single browser session, and never access
accounts require no personal information to name accounts, such as Google or Yahoo in the same session.
register and retain little usage data. They should e Do not include personal details in your communication that could be used to identity
always be accessed and used in conjunction with you, such as your name, phone number, or address.
an anonymous IP address. e Remember, even through the use of tools, online anonymity cannot be guaranteed.

What is Tor?

e Toris afree, open source web browser that uses a volunteer network of servers and a layered encryption process to anonymize your IP
address

e  Before you access an email service, you must download and install Tor to protect your device’s unique IP address
e  Tor does not protect the information transferred between the Tor Network server and your destination site

u Visit torproject.org and / Make sure your Tor Browser is providing you with an anonymous
download the Tor Browser T ' IP address.

Bundle to your hard drive or a S
flash drive.

| Are you wning Ter?

& 3 || 8 [[] peitos c|[|- s 2| 2 B 5

; ? 3 Your Tor Browser
Congratulations. Your browser is

should display this

Please refier to the Tog website for further imnformaton about using Tor

safely. You are free to brawse the Interner ananymously

Download Tor *

message

open brOWSer.eXe in I Your [P addiess appears to be: 7412015150 I ‘

Windows Explorer, then
open the new Tor Browser
folder and double-click
Start Tor Browser. K Docs

Tor will display your
device’s IP address

as it appears online

At times, you may have to
| FirefoxPortable change your Tor-generated
E'S St Tor Baseress IF? address. You can renew.a
different IP address by going to
Green Onion > New Identity in
the top corner of the Top Browser.

New |dentity

‘Cookie Protections

Preferences... iS. Yﬂll
About Torbutton... . [I ' 4

The following services can be used to send and receive messages anonymously or semi-anonymously. These two services specialize in security
and privacy, they have simple sign up process that requires no personal information, and will not divulge account data except under rare
circumstances, if ever. The right service for you will depend on the organization providing the service, frequency of your use, and the primary
nature of your communications.

q Data Retained by q Cost/
. P Service Data Sharin
Service Organization Type Service Policy & Payment Suggested Fre- | Primary Use
Options quency
Hushmail Hush Communi- | Webmail IP Address, purchase | No 3rd party Premium/ Visa, | Daily to Weekly | Scheduling in-person
(hushmail.com) cations Canada, information* sharing MasterCard, Access meetings, private
Inc., Canada unless Amex, Paypal, correspondences,
issued a court Money Order press communications
order
Cloak My Webmy.me Message IP address, session No 3rd party Free One-time corre- One-time messaging and
(cloakmy.org) Inc., California, and chat cookies sharing spondence chat, no account required
USA

* Name, account and domain, alternate email, billing address, credit card information, IP address of purchase, for accounts.
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Hushmail is a traditional webmail service, similar t

Yahoo! Mail, that you can access through the Tor Browser. Unlike
most webmail services, Hushmail does not collect personal
information during registration. However, the service costs a

minimum $34.99/year and requires payment met

may expose your identity. To register for Hushmail:

Fill out Hushmail’s required registration information

and create an account.

0 Gmail or Hushmail requires you to purchase a
subscription using Visa, Mastercard,
American Express, Paypal, or money
order.
hods that
You can login to Hushmail’s webmail
client on the top right of the Hush-
mail’s homepage to send and receive
messages.

Hushmail(®
Sign up for Hushmail
Choose your new email address

@hushmail com [=
Create your passphrase
IS fikie 1
Wamning:

OF MO Words

Re-typs your passphrass

Type tha numbars displayed balow

Cick here i You cannot read these nUmbers

1 hurwee resa saned agress bo abide by the Hushmail (e

wilh aulhoriies pursuing evidence via vasd legal channels See our Secunty Pags

Create account now

1 understand thal Hushemail i nol suitable for llegal actvity and thal the providers of Hushenail will ¢

Choose your payment method

VISA @B = = =

Type your name as it appears on your card

2.9, Timmy Sman

Credit card number

Credit card expiry date

1 - January = 2014 =
n If you see the following message Card vty soda
when attempting to sign in to your
Hushmail account, you must use a new = on 1he axck of your card. L&sm how b S It
Tor Identity (see step 4 on the previous Address
page.
Chy
Hushmaﬂ’@

The compuler you are using has been blocked from our_websute poss_uhly due to ab‘_use of spam. Computerg

are blocked using an automatic process that will make

coperate fully

a3 500N as ES!IDl

not abusing the system being unable to access our website. If you believe that you ale seeing this messagd

n eror, please contact us at hitps:ivwww hushmal comicontact/abusel and we will unblock your computer

g in people who were

Please fry sgain..

Cloakmy is a one-time message and chat servi

requires no personal information, and is accessible through Tor.

However, Cloakmy does require you to provide
the unique URL outside of the service.

Enter the desired message. Supplemental information is optional

E Choose an expiration setting for the message

ce. Cloakmy is free,

e ; the message.
your recipient with

E After the message is sent, a unique URL location is created for

You must distribute this URL to the recipient. Only a user with

this URL can view the message.

To (optional)

d (optional)

Hint foptional) Last s10p on road 17

Share s secure messsge.| Moreinfo || Securs Chat

Read Message

BrylrenEpaEEzsssassczmnem Destroy Message Cloakmy
2030, Lincoln Memoral
Message Sent.
I Link to read the file : hltps:ffclonkmy.org.f'r-l
Expiration Auto Destruct @ Timed © Never Expire
| Link to destroy the file : hltps:a‘fcloahny.o’rgfﬁcstroy-

—— = P—————
| Send Message # allow Delete The message will be displayed once, then deleted forever.

A Parent’s Guide to Internet Safety
Privacy Rights Clearinghouse
Microsoft Safety and Security

Online Guardian

www.fbi.gov/stats-services/publications/parent-guide

www.privacyrights.org/fs/fs18-cyb.htm

www.microsoft.com/security/online-privacy/email.aspx

www.onguardonline.gov/topics/social-networking-sites.aspx
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f# Keeping Children Safe Online

e  Only establish and maintain connections with people you know and trust. Review your connections often.

Assume that ANYONE can see any information about your activities, personal life, or professional life that you post and share.

. Ensulrtz| that your family takes similar precautions with their accounts; their privacy and sharing settings can expose your per-
sonal data.

e Avoid posting or tagging images of you or your family that clearly show your face. Select pictures taken at a distance, at an
angle, or otherwise concealed. Never post Smartphone photos and don’t use your face as a profile photo, instead, use car-
toons or avatars.

e Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points.

culgsaeyontine

A 2013 study reported that 96% of children above the age of 8 claimed to actively use the internet, where kids are at risk of being
exposed to cyber-bullying, coercion, pornography, drugs/alcohol, and violence. Dangers were not limited to the content that a
child was subjected to, but also included the information that the child made available to the public through social networking ser-
vices (SNS). The following web browser add-ons and software downloads are available to prevent and/or monitor a child’s activities

To view child safety options, navigate to Tools > Internet Options > Content. Click Parental Controls (Internet Explorer 9) or Family Safety (Internet
Explorer 10) to customize settings for the different accounts registered on the computer.

Set up how Child will use the computer
Parental Controls: Current Settings:
@ On, enforce current settings i a .
it | ;Ch"d Adjust how your children can use the computer. Allow and block
| r tandard wser . . ..
- L:_.ﬁé No Password specific programs and set personalized restrictions based on game
b Time fimit ratings.
;) e Web Restrictions:
Control when Child uses the computer
Time Limits:
™
s Control games by rating, content, o title Game Ratings: ot
i Alwand blick speohé jiogn Prograrm Liriks Create a password for your child’s account that only you and other
CL Allow and block any programs on your computer adult supervisors know in order to ensure an adult presence.

More Settings

& Provides access to ContentWatch Administration

Set a time frame of acceptable computer use for your child that
permits an adult supervisor to be present.

Download the Blocksi extension from the Google Chrome Web Store to employ child safety settings for the Google Chrome browser.

+| Unethical Allow | Block Warning
Allow, block, or warn users of certain content types. Select the “+”
tiMature Content A A L.
+ Adult/Mature Content Allow | Block Warning next to each cate- gory to set more granular restrictions.
+| Bandwidth Consuming Allow Block Warning
%) Security Risk Allow | Block Warning YouTube Filter - Filters individual YouTube channels and movies for
content. Content Filtering - Identifies suspect words in webpages to
+) General Interest - Business Allow Block Warning prevent access. Black/White List - Allows users to add specific URL's
to block or allow.
+| General Interest - Personal Allow Block Warning
+ Unrated E blocksi Allow Block Warning Set a pme frame of acceptable computer use for your child that
permits an adult supervisor to be present.
Foxfilter for Firefox: To set parental controls, download the FoxFil-
Standard Firefox: Navigate Firefox > Options > Privacy to prevent ter add-on. Once installed, users are allowed to set key words to
web track- ing and Firefox > Options > Security to block access to block, permit accept- able sites, and set sensitivity settings.
sites with rrom . | e=m mali- Sensitivity Settings
cious con- = Q tent. .

General  Tabs  Content  Applications  Privacy  Security  Sync  Advanced

¥ Warn me when sites try to install add-ons Exceptions..
Options
] Block reported attack sites
== ¥ Block reported web forgeries

General  Tabs  Content Applications | Privacy Security  Sync  Advanced

Tracking
7] Tell websites 1 do not want to be tracked _g Always optout of
website tracking 37
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Service Capabilities Software ’
A variety of free and paid software packages are available for monitoring
Microsoft your child’s online activities. The listed packages are effective in either pre-
Family MEE | NErien venting or monitoring content that your child tries to access.
Nanny | Family
Safety |
Image Monitoring Win8+ X Download this free service from the Microsoft Windows website.
SIS Ie e ae e tonng X X The service .prowdes basic content filters and reports of pro-
grams/websites accessed by each account.
Contacts Monitoring Win8+ X X -
googleapis.com I
Block Site Options X X X i
twitter.com I
Allow Sites Option X X X
cnn.com I
Record User Activity X X X
google.com I
Time Restrictions X X X <
facebook.com NN
Game Restrictions X X 0 1 5 3
Paid Service X Number of pages visited
Remote Access Notification X X X Parents can set individualized settings for each account listed on the com-
puter and can view their child’s requests to access blocked content, each
Lock Safe Search Win8+ X X time they log in.

This service is available for download for $29.99 or less and can
both prevent and monitor content from computer programs, in-
stant messengers, SNS, and web browsing applications. It is in-
stalled onto the desktop and provides the most granular settings for
filtering and reporting potentially harmful content.

Web Categories Visited
(Click the graph for more details)

EEE EEEEER

What Nhich

Parents can re- ] Alowed Web sle viaded
spond to their
child’s permission
requests remotely from a mobile app or computer in real time. Ad-
ditional settings include blocking 64 Bit applications, HTTPS connec-
tions, proxy servers, blogs, and chat rooms. Net Nanny displays an
extensive list of SNS and instant messengers as well as 35 categories
of potentially harmful content to screen.

Categories

i wamed for blackinbed sbe b 0 not proceed

Reset ol categories to; | ~Select- -

ok v| I addtMatee ok ~ Tegal Actrites ok | @ Proxy
Wam Meohol Bock w| o DegalDrugs Mow » Social Networks
= Gambin ™ = Intimate W = Tobscr
Wam & Gambing an roowtwnasts  Mam x| 7 Tobaceo
Wan = r&i HateMolence Bock =~ Pornography Bok = JF wespons
Mok v| 8 profanity Mansge lingusges § [V ATM | Facebook Web IM | Jabber (Google Talk, etc.)
= J Meebo |V|MySpace Web IM | MySpacelM
JIQQ /| Windows Live Messenger || Yahoo! Messenger

Register online with this service to monitor your child’s online activity.
This service allows supervisors to track the websites that children visit
as well as prevent certain harmful content from being displayed on their
monitors. In- formation reported to the supervisor includes websites
visited, timestamps, searches conducted, and the actions taken by the
Norton Family security suite.

Most Visited Web Site Categories

_

What Which
Acrred Web nde viaded onbnetamdy nonon com

Chid wamed for blackiisled sde & did not proceed tacebook com

Norton Family also identifies the social networking profiles that their
chil- dren maintain and allows the supervisors to see what information
is being made public (name, age, profile picture, etc.). The service also
prevents children from sharing personal information including phone
numbers, Social Security numbers, and email addresses.

Useful Links

A Parent's Guide to Internet Safety www.fbi.gov/stats-services/publications/parent-guide

Privacy Rights Clearinghouse www.privacyrights.org/fs/fs18-cyb.htm

Microsoft Safety and Security www.microsoft.com/security/online-privacy/social-network

Online Guardian www.onguardonIine.gov/topics/sojczisal—networking—sites.aspx
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iﬁ‘ Lock down Your Laptop Smart Card

Lock your laptop by making sure that your Windows user account is set up
to require a password on log- in. A log- in password won’t protect against an
even semi competent hacker, but it could easily be enough to dissuade un-
sophisticated criminals from snooping through your files after stealing your

| Alex
u | Admanintrator

laptop.

In Windows 7, just hit ctrl- alt - del and select Change Password, the fourth
option down. After that's set, head to the Power Options in the Control Pan-
el, click Require a password on wakeup in the left- hand pane, and click the s seoed il |:|
radio button next to Require a password. The passwerd hint will be visible to everyone who uses this computer

H your password contains capitel letters, they must be typed the same way every time you |t-; on

| Create password |

In Windows 8, just search for "Users" to open up the Users menu in your PC
Settings. Here you'll find options to both change your password and require
users to log in when they wake the PC.

As mentioned above, a user account password won’t protect your data from a determined snoop—they’re easily cracked, or the thief can simply
plug your hard drive into a different computer in order to access your files directly. If you travel and have any files on your computer that you
simply don't want anyone else to see, you should use full disk encryption to keep them safe.

Because the strength of encryption is pretty much entirely dependent on the strength of your password, now would be a good time to talk about
good password practices. You’ve probably heard it before, but a password can be easily cracked if it’s too short or simple, or if you use the same
one across multiple services. For the rest of your security measures to be effective, make sure you’re following these three simple rules:

1. Use a password that’s at least 12 characters, featuring a mix of lower case and upper case letters, as well as symbols and numbers.

2. Don’t re- use passwords, especially for sensitive accounts, like your Windows logon, bank account and email account.

3. Change your password frequently. Every 6 months for important passwords, at the minimum. A free password manager like KeePass or

LastPass can make it a lot easier to follow the above rules. Again, make sure you choose a strong master password. Also, beware that no pass-
word protection system, digital or physical, is perfect.

= BB £yen without knowing your Windows password, intruders

Control Panel Home

@vvlw <« System and Security » BitLocker Drive Encryption

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the
drives shown below. You are able to use the computer normally, but unauthorized users
cannot read or use your files.

What should I know about Bitlocker Drive Encryption beforeIturn it on?

BitLocker Drive Encryption - Hard Disk Drives
C: By Turn On BitLocker

‘;‘" o

BitLocker Drive Encryption - BitLocker To Go

Insert a removable drive to use BitLocker To Go.

+ [ 4 ][ Search Control Pane ol

can easily gain access to files and passwords stored by Win-
dows and other programs on your computer. They can do
this by booting into their own operating system (Windows or
Linux) from a special disc or USB flash drive. After doing so,
they can access your hard drives just as you can when you're
logged into Windows.

The only way to protect your data completely is by using
encryption. You can encrypt select files, but to protect your
system files and saved passwords, you must encrypt your
entire hard drive. This operation takes more time and effort
than encrypting select files does, but it offers more security--
and it's great for laptops and netbooks that can easily go
missing.

BitLocker offers protection for all of your personal files and documents, as well as for all of the system files and cached or saved passwords on
your drive. Though Microsoft includes BitLocker with Windows Vista, Windows 7 Ultimate or Enterprise, and Windows 8 Pro or Enterprise, the
feature isn’t enabled by default. To activate it, you must manually enabl?(’egit in the 'System and Security' Control Panel.
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To support this simple encryption process, however, your computer must meet a few stringent software and hardware requirements. To start
with, your drive must have two NTFS drive partitions: a system partition (which contains the files needed to start your computer), and an oper-
ating system partition (which you should have already, and which contains Windows and your personal files).

If the system partition is not already available, BitLocker may try to create it for you automatically, but sometimes it may not have enough availa-
ble drive space to do so. In addition, your computer must have a motherboard with a compatible Trusted Platform Module (TPM) microchip, and
the BIOS should be TCG (for Trusted Computing Group) compliant. Having a TPM microchip isn't mandatory, but without it the configuration and
usability are more complicated.

If you don’t understand the requirements, don’t sweat it. To see whether your system meets them, simply open BitLocker: Click Start, Control
Panel, System and Security, BitLocker Drive Encryption, Turn on BitLocker.

If your computer doesn’t meet the requirements, it will let you know. If you get an error message about not having a TPM device, it's possible
that your PC does have one that isn't enabled in the BIOS. Try checking your PC's BIOS setup menu at boot for any mention of TPM support. Oth-
erwise, consider using a third-party encryption program, such as DiskCryptor, instead of using BitLocker.

This diagram shows the difference between an unencrypted and a VPN-
secured Internet connection.

Unsecured Wi- Fi networks present a major threat to your system’s secu-
rity on the road. You don’t know who else is sharing the network, poten-
tially intercepting and recording packets wirelessly sent by your comput-
er. Basic HTTPS web security does a good job of protecting data sent
across the internet, but you are essentially at the mercy of the receiving

site’s security protocols. If you're transferring sensitive data, the sensible WlFI

solution is to always use a virtual private network. — SECURE TUNNEL
e |JNENCRYPTED

With a VPN, traffic originating from your laptop is encrypted, then sent to — — WIRELESS

a third party server, where it can safely be forwarded on to the World
Wide Web at large, safe from prying eyes. There are lots of options for connecting to a VPN. Your company may provide one for you to use, or
you can set up your own VPN server at home. For most people, the easiest option will be to use a web- based VPN, many of which offer a limited
free service, and low-price monthly rates for heavier users.

Easy- to- use programs such as Firesheep make it easy for snoops to see what you're writing in your e- mail messages, posting to your Facebook
page, or buying online. But with a VPN, you can surf the Web through that virtual tunnel, away from prying eyes, and your Internet traffic is en-

crypted. Whether you just want to access Wi- Fi networks on the road without potentially exposing your activities to nosy strangers, or whether
you need to enable a team of remote employees to handle business securely on the Internet, you can find a VPN to fit your needs.

Numerous VPN providers, including Banana VPN, Black Logic, LogMeln Hamachi, and StrongVPN, have started offering their services for a fee,
generally from $15 to $20 a month.

Is the privacy factor alone worth the effort? Yes, but VPNs offer other advantages as well. For example, if you're in Canada, ordinarily you can't
watch a U.S. TV show on Hulu. But you can access the show if you use a VPN to obtain a U.S. IP (Internet Protocol) address.

Some VPN providers offer another benefit: anonymous Web browsing, which allows you to roam the Internet without being tracked. If your ISP
blocks some applications, such as Skype or other VolP (Voice over Internet Protocol) applications, you can use a VPN to get around the re-
strictions.

These VPN services may sound exactly like what you need. Beware, however: Not all services are created equal. If a service doesn't have enough
VPN servers-- technically, VPN concentrators- - to support the number of customers, you may experience poor Internet speeds or be unable to
make a connection at all. So, before subscribing to a VPN service, look into what its customers say about it. Better still, if the company offers a
free test period, take advantage of it before paying money for a service that may not meet your needs.
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Besides paying $15 to $20 a month to a VPN subscription service, you might be able to install a VPN server into your router using open-source,
alternative router firmware such as DD-WRT and OpenWRT. This firmware will allow you to use many, but not all, Wi-Fi routers and access points
as VPN endpoints.

Before flashing your Wi- Fi hardware with any alternative firmware, make sure that it's supported. The last thing you want to do is to "brick" your
wireless device--rendering it useless--just to set up a small VPN. Be sure to consult the DDWRT or the OpenWRT supported device lists. As these
lists are all works in progress, check back often if you buy a brand-new router or access point. If you'd rather not take your hardware's life into
your own hands, some routers, such as Buffalo Technology's WZR- HPG300NH AirStation Nfiniti Wireless-N High Power Router, come with DD-
WRT already installed.

Some desktop operating systems, including Windows (from XP) and Mac OS X, include VPN server software. Granted, these are very simple VPNs,
but they may be all you need. Of course, the Windows Server family comes with more- sophisticated VPN setups. If you're running all Windows 7
clients and Windows Server 2008 R2, you may also want to consider using DirectAccess, an advanced IPSec VPN that runs over IPv6 on ordinary
IPv4- based LANs and the Internet.

If you don't choose to use DirectAccess but opt for Microsoft's older VPN technologies, Windows Server 2008 R2 has a helpful new feature: VPN
Reconnect. Just as the name suggests, it will try to connect VPN sessions automatically if they're interrupted by a break in Internet connectivity.
This function can be handy for users with spotty Wi- Fi connectivity, since they won't need to manually reconnect with the VPN after they
reestablish a network connection. Most popular routers, such as the Linksys WRT160NL, make it easy for a VPN connection to work through the
firewall.

Another way to add a VPN to your small network is to install VPN server software yourself. The best known of these is OpenVPN, which is open-
source. It's available in versions for almost all popular desktop operating systems, including Linux, Mac OS X, and Windows. If setting up native
OpenVPN sounds a little too technical for you, you can run it as a VMware or Windows Virtual Hard Disk OpenVPN virtual appliance. With this
arrangement, you'll have a basic VPN up and running in minutes. But OpenVPN is far from the only VPN software out there. Other programs
worth considering are NeoRouter and Tinc.

Sources

http://www.pcworld.com/article/2025897/a-road-warriors-guide-to-locking-down-your-laptop.html
http://www.pcworld.com/article/242617/how_to use bitlocker to encrypt your hard drive.html
http://www.pcworld.com/article/236006/KeePass.html
http://www.pcworld.com/article/223044/vpns for beginners to experts.html
http://www.dd-wrt.com/wiki/index.php/Supported Devices

http://wiki.openwrt.org/toh/start
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The FTC has put together a great, step-by-step guide on what to do if you think your identity has been stolen. Here’s where to start:
Take action immediately! Keep records of your conversations and all correspondence.

Flag Your Credit Reports. Contact the fraud department of the three major credit reporting agencies. Tell them you are an identity theft victim.
Ask them to place a "fraud" alert in your file. An initial fraud alert is good for 90 days.

®  Equifax 1-800-525-6285
®  Experian 1-888-397-3742
®  TransUnion 1-800-680-7289

Order Your Credit Reports. Each company’s credit report about you is slightly different, so order a report from each company. They must give
you a free copy of your report if it is inaccurate because of fraud. When you order, you must answer some questions to prove your identity.
Read your reports carefully to see if the information is correct. If you see mistakes or signs of fraud, contact your creditors about any accounts
that have been changed or opened fraudulently. Ask to speak with someone in the security or fraud department.

Create an Identity Theft Report and Report it to the Local Police. An Identity Theft Report can help you get fraudulent information removed
from your credit report, stop a company from collecting debts caused by identity theft, and get information about accounts a thief opened in
your name. To create an Identity Theft Report:

®  File a complaint with the FTC at ftc.gov/complaint or 1-877-438-4338; TTY: 1-866-653-4261. Your completed complaint is called an FTC
Affidavit.

®  Take your FTC Affidavit to your local police, or to the police where the theft occurred, and file a police report. Get a copy of the police re-
port.

These two documents comprise an Identity Theft Report.

For more information regarding identity theft, visit the following websites:

®  Federal Trade Commission (FTC) http://www.consumer.ftc.gov/features/feature-0014-identity-theft

®  FTC Identity Theft Online Complaint Form https://www.ftccomplaintassistant.gov/
® www.fraud.org (You can also call: 1-800-876-7060)

1. Do not disclose your full nine-digit Social Security number
2. Avoid paper billing by requesting secure electronic statements instead
3. Lock your mailbox

4. Keep your information safe, both online and offline, shred documents containing personal information and password protect sensitive com-
puter files

5. Use unique hard-to-guess passwords that include a combination of letters, numbers, and symbols
6. Avoid the same password across multiple accounts
7. Install and update antivirus, anti-malware, and security programs on all computers, tablets, and smart-phones

8. Don’t disclose information commonly used to verify your identity on social network sites like, date of birth, city of birth, mother’s maiden
name, and name of high school

9. Avoid making purchases, paying bills, or sending sensitive information over unsecured WiFi networks

10. Disable Bluetooth on devices when not in use

11. Watch out for “phishing” scams

12. Fight “skimmers” by touching ATMs to see if all the parts are solid and not add-ons; cover the hand typing the password; look for suspicious

holes or cameras
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e  When creating passwords for your networks devices, ensure that they are sufficiently long and complex by using uppercase letters, lower-
case letters, numbers, and symbols. Consider a multi-password phrase that does not consist of dictionary-based words. An example of a
satisfactorily long and complex password would be ILuvFOOtb@77 from the phrase “I love football.”

e  Use a cable to directly access the internet for any computers that remain stationary.
e  Turn off your wireless network when you will not be using it for an extended period of time.
e If you have guest access set up for your network, ensure that it is password protected.

e If possible, turn on automatic updates for your network device’s firmware. If automatic updates are not offered, periodically check for firm-
ware updates on the network devices’ websites and manually download and install them.

e  If your router is compromised or if you cannot remember the password, you can restore it to the default factory settings by pressing the
reset button located on the back of the router.

®  Position the router away from windows and further into the interior of your house to decrease the reach of the signal.

Wireless Router - Physical hardware that allows users to connect their devices to a shared internet network.

Service Set Identifier (SSID) - The public name of a wireless network.

Wired Equivalent Privacy (WEP) - Older security algorithm for wireless networks that has numerous security flaws.

Wi-Fi Protected Access (WPA) - More recent security algorithm for wireless networks. Also has many security flaws.

Wi-Fi Protected Access Il (WPAZ) - The most secure algorithm for wireless networks. Improved upon and replaced WPA.
Pre-shared key (PSK) - An authentication mechanism that mandates a password. Adds additional security to wireless networks.
Hypetext Transfer Protocol (HTTP) - Protocol for communication over a computer network.

Hypertext Transfer Protocol Secure (HTTPS) - Uses various encryption protocols to add additional security to HTTP.

Media Access Control (MAC) Address - A unique, individual identifier assigned to computers and devices.

To access your router, you must enter the appropriate IP address, Choose a username that does not include you or your family’s
username, and password. Most routers share similar log-in information names and a password that is long and complex.
Router IP Address Username Password 0' d Usef Hame_ d ;
3Com 192.168.1.1 n/a admin ) aamin
Apple 192.168.1.1 admin admin g
Old Password:
Asus 192.168.1.1 admin admin
Belkin 192.168.2.1 admin n/a
Dell 192.168.1.1 n/a admin
Linksys 192.168.0.1 admin admin
r .
Medialink 192.168.0.1 nfa admin New Use Name HALQU{]O
Motorola 192.168.100.1 admin motorola "ew Password: e
Netgear 192.18.0.1 admin password
TP-LINK 192.168.1.1 admin admin i
Confirm New Password: sasssssssanans
US Robotic 192.168.1.1 admin admin
-\f,- Manual Wi-Fi Protected Setup™
Network Mode: Mixed : Metwork Mode: Mixed *
MNetwork Name (SS3I0):
Channel Width: Auto (20 MHz or 40 MHz) 4 Metwork Mame (S310); Ciscogo240
Channel: Auto (DFS) s
SSID Broadeast: (+) Enabled () Disabled Channel Width: 20 MHz 'Dr'll';."
Network Mode: Mixed 5
Network Name (SSID): CiscoB240 Channel; Auto =
Channel Width: 20 MHz Only = -
Channet Auto : 5|0 Broadcast: Enabled (=) Disabled
SS5I0 Broadcast: (*) Enabled Disabled

43




g 0 20140228
Securing Your Home Wireless Network

Check that the Remote Management IP Address is set to 0.0.0.0
in order to ensure that remote access is disabled.

Remote Management Access Remote Management: Enabled (e) Disabled
m Access via: HTTP HTTPS
1 - Remote Upgrade: Enabled Disabled
::I"::‘;:I:-Isl}gfi’.."l‘-rtlmwall = Enabjed Disabled Allowed Remote IP
s Address Any IP Address
IPv4 SPI Firewall o I o o o o I w0
by =) Enabled Disabled - s o .
Protection: Remote Management 8080
Port s
Enabled | (*) Disabled
Prevent PCs ksted below from accessing the wireless network.
Permit PCs Ested below 1o access the wireless network.
HDut&r Pﬂsswl}rlj mimEmiEEEIREEIEE Wireless Client List
Re-Emer 1o Confirm: MAC 01:  00:00:00:00:00:00 MAC 17:  00:00:00:00:00:00
MAC 02:  00:00:00:00:00:00 MAC 18:  00:00:00:00:00:00
ncoess v HTTF ™ HTTPS "
— Enable MAC address filtering to ensure that only approved
booess via Wireess: = Enabled Dizabled computers and devices can connect to your router

Enter the Mac Restricting administra- ocal Manage
address and a tive access through the
brief descrip- web to specific devices. [
HAC A ! Add the MAC addresses
Descnobion: tlon Of the f h d
o S = connected o e.ac comp.uter an
device. device you wish to add. T
MAC &:
Save Back Your P MAC Address: F Add

© WPA-PSKIWPA2-PSK Between the optional WEP, WPA, WPA-PSK, WP2, and WPA2-PSK
Version: WPA2-PSK 'I algorithms, you should select WPA2-PSK and also AES for encryp-
] tion. The PSK password should be long and complex, but differ-
Encryption: AES ¥ ent than the administrative router access password.
P SK Password: RRatJIsSJaKH% 1798

Practically Networked http://www.practicallynetworked.com/support/wireless secure.htm
Wi-Fi.org www.wi-fi.org/discover-wi-fi/security
NIST http://csrc.nist.gov/publications/nistpubs/800-48-rev1l/SP800-48r1.pdf
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Items such as browsing history, cache and cookies are saved on your browser while you surf the Web, utilized in a number of different ways to
improve your browsing experience. These private data components, while offering conveniences such as faster load times and auto-populated
forms, can also be sensitive in nature. Whether it be the password for your email account or the information for your favorite credit card, much
of the data left behind at the end of your browsing session could potentially be harmful if found in the wrong hands. In addition to the inherent
security risk, there are also privacy issues to consider.

A useful keyboard shortcut for deleting your browsing histo-
ry in Internet Explorer is Ctrl-Shift-Delete. If you press this
combination of keys in a recent version of Explorer, you'll
bring up a dialog box that lets you specify what you want to
keep and what you want to purge. Simply check the boxes
next to the history you want to remove and then click De-

lete.

Delete Browsing History

S

v

<

<

<

Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files

Copies of webpages, images, and media that are saved for faster
viewing.

Cookies

Files stored on your computer by websites to save preferences
such as login information.

History

List of websites you have visited.

Download History
List of files you have downloaded.

Form data
Saved information that you have typed into forms,

Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited.

ActiveX Filtering and Tracking Protection data

A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.

Delete | [ Cancel

Chrome users have access to the same slick keyboard
shortcut as Internet Explorer users. Press Citrl-Shift-
Delete in Chrome, and you'll see Google's options for
deleting your browser history. As with IE, simply check
the boxes next to the history items you want to clear, but
be sure to examine the options available to you in the
drop-down menu at the top. This menu allows you to
specify how much of your history you'd like to delete.
You can choose

to excise the past |
hour, day, week,
or month--or you
can obliterate
everything since
the beginning of

time.

Clear Browsing Data

Obliterate the following items from: | the beginning of time =
Y| Clear browsing history
7| Clear download history
|¥| Empty the cache
Delete cookies and other site and plug-in data
Clear saved passwords
] Clear saved Autofill form data

Clear browsing data

Firefox fans, too, have access to the same keyboard shortcut for
deleting browser history as IE and Chrome users: Press Ctrl-Shift-
Delete to summon the history-clearing options that are available to
you in Firefox. If you don't see a detailed list of what you can and
can't delete, click the Details arrow to reveal the specifics. As with
Chrome, you have the option of choosing a time range to clear. The
options are a bit different, however. In Firefox, you can clear the last
hour, the last 2 hours, the last 4 hours, the last full day, or your en-

tire Firefox history.
S=)

Clear Recent History

Time range to clear: |} | - |

[~ Details

Browsing & Download History e
Form & Search History

Cookies

Cache

Active Logins

m

< 19 1= e =

Site Preferences -

[ CIearNDw] | Cancel

Like most browsers, Safari has a ton of keyboard shortcuts, but it
doesn't have one for deleting your browser history. Instead, click the
gear icon in the upper-right corner, and select Reset Safari. In the
resulting pop-up menu, check the items that you want to clear; then
press the Reset button to purge your data.

==

Are you sure you want to reset Safani?

Select the items you want to reset, and then click Reset. You
can't undo this operation.
V| Clear history
/| Reset Top Sites
| Remove all webpage preview images
V| Clear the Downloads window
/| Remave all website icons
/| Remove saved names and passwords
V| Remaove other AutoFill form text
V| Close all Safari windows
V| Reset all location warnings
/| Remove all website data

? | Reset | | Cancel |

Source: Jonathan Wylie, “How to Delete Your Browser Histo-
ry,” PCWorld Dec 20, 2011; http://www.pcworld.com/

Cancel
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There are different browsers and even applications to consider, so
here's a guide to doing so for three of the most popular Android
browsers — Chrome, Firefox and Google Play Store.

Chrome is the default web browser of the Android, so this is crucial
for users of devices with the most recent updates (which are always
recommended) and stock browser settings. With any tab open in
the Chrome app, select the three square dots in the top right of the
window and select Settings. Under the 'Advanced' heading choose
Privacy, and then on the right side of the top bar you will see 'Clear
Browsing Data'. Simply select this and choose what you wish to
remove (history, cache, cookies, form data, saved passwords etc)
and your web history is removed.

Alternatively, if you don't want the sites you browse to be stored in
Chrome's history, simply go into options (the three squared dots)
and select New Incognito Tab. Data won't be stored for the duration
that this tab is in use.

To remove your history in Firefox for Android, again select the three
square dots in the top right, and choose Settings. Under the third
division, named 'Privacy & Security' you will find Clear Private Data.
From there, you can choose what you wish to delete and select
Clear Data.

Browsers aren't the only applications which retain a history on an
Android device. If you regularly search for apps in the Play Store,
you may notice when you search for a new app that your previous
searches remain. To remove these, choose the three square dots in
the top right of the Play application, select Settings and under
'General' tap Clear Search History.

If you own an Android device, then you have a Google account. Any
time you are logged on to that account, on any device that is con-
nected to the internet, Google will store your search in case you
want to revisit it later. If you didn't know that Google was doing
this, or think you'd rather not have Google storing such data, you
can clear the history and stop it storing future searches. To do this
go to http://www.google.com/history and sign in to your account.
Once in, choose the cog icon on the right and select Settings. Here
you can clear your search history, and turn off your future 'Web
History'.

Dave Kim on February 25, 2013; http://www.mobilesecurity.com/
articles/384-how-to-clear-your-android-browsing-history

Open Settings. From your home

screen (the default location), tap = o
the Settings icon, open the )d 1 1 %
Settings control panel. *If you b, } :
don't see your Settings, swipe the =+ o4

A

screen, moving it to the left until
you reach the Search page. Enter
"settings" in the search field, and
then tap on the Settings icon in
the results.

il Verizon = Locate Safari. In the Settings
control panel, search for Safari.
It will be below all the built in
apps. When you find it, tap the
button to open the Safari control
panel.

e
1

Maps

b2 Safari O >

Nl

i
A e Se s s s s s

Locate the Clear History button. In the
Safari control panel, scroll down to the
Privacy section, and find the Clear His-
tory button, then tap it. Tap the Clear Privacy

History button to erase your browsing ) . =
history. You'll be asked to confirm that Frivate Browsing '
you wish to clear your history. Accept
the confirmation. This removes only
your browsing history—the specific web
pages you've visited—but leaves intact
everything else.

il Verizon & 4:02 PM

Accept Cookies From visited »

Clear History (-
M-

= = = = st

Choose additional options. You can
clear cookies and data, as well. This is
information used by websites that you
visit to preserve such things as logins,
auto-fill account info, and other auto-
mated functions.

Go private. For browsing without leav-
ing a history, or cookies and data,
enable Private Browsing. While this
leaves no trace of your browsing activ-
ities, it will also not store passwords or
other login data. *Note that when you
disable Private Browsing, any pages
you leave open will no longer be pri-
vate.

Are you sure you wa
cannot be undone.

Clear History

Cancel

*Note: iOS 5 or later: To clear other stored information from Safari,
tap Advanced > Website Data > Remove All Website Data

**Note: With iOS 7 you may have to disable restrictions first. Go to
settings > General > Restrictions >
Disable restrictions. Then go to Safari
and delete history. Then go back to
restrictions and enable them.

aulVerizon =

Privacy

Private Browsing

46 Accept Cookies From visi
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Launch Google Chrome. If
you've downloaded it, but can't
find the app, swipe the screen,
moving it to the left until you
reach the Search page. Enter
"chrome" in the search field,
then tap on the Chrome icon in
the results.

Open the Settings panel. Tap the
Chrome menu in the upper right:
it looks like 3 short horizontal
lines. Locate the Settings menu
item at the bottom of the list, and
tap it to open the Settings control
panel.

Tap Privacy. In the Settings pan-
el, locate the Privacy button, and
tap it to open the Privacy control
panel.

Clear Browsing History. It's locat-
ed at the top of the page in the
Clear Browsing Data section.

Accept the confirmation. From
the popup confirmation dialog,
tap the large red Clear Browsing

ail. Verizon &

Bookmarks

A A A 4 4 A 4 4 4

Settings

Help

Recently closed

@ chrome ORE

wil_Verizon & 8:14 PM

Done Settings

- 4 -~ -~ 2 -~ o s . s
Advanced
Voice Search English (U.S.) »

Privacy

_Coptent Sej# /‘ g

History button. This will clear your entire browsing history for
Google Chrome. ¢In the same section, you can also clear your

cache, cookies and site data, or
everything.

Browse "Incognito." For total
history-free browsing, select
"New Incognito* Tab" in the

Chrome menu.

il Verizon &

@ chr
New Tab

Welct

New Incognito* Tab g;\
o b S A A A e , -

Launch Opera Mini. If you've downloaded it, but can't find the
app, swipe the screen, moving it to the left until you reach the
Search page. Enter "opera” in the search field, then tap on the
Opera icon (a red O) in the results.

—

ol Verizon = 10:11 AM
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Bookmarks

Launch Opera Mini. If
you've downloaded it,
but can't find the app,
swipe the screen, mov-
ing it to the left until
you reach the Search
page. Enter "Opera" in
the search field, then
tap on the Opera icon
(ared O) in the results.

History

< e

Settings

Start Page

Find in Page

1

Data Usage

Share Help

wil. Verizon & 8:43 PM 97% =
Tap the Opera menu in
the lower right. It is the
Opera logo—the red O. A
menu panel will pop up.
Locate the settings op-
tion—a silver gear. Tap it
to open the Settings con-
trol panel.

Back

1Ot Settings

N N W W W W W W

Advanced P

il Verizon F

1 Privacy

843 PM 97 % (=P

Back .
Tap Privacy. In the Set-

tings panel, locate the
Privacy button at the
bottom of the screen.
Tap it to open the Priva-
cy control panel.

O on

Remember passwords

Accept cookies

Clear history

Accept vookies

\) wa

Tap Clear Browsing
History. It's located at
the top of the page in
the Clear Browsing
Data section.

®Clear History

You are about to clear your entire browsing
history. Do you wish to continue?

Accept the confirma-
tion. This will clear your
entire browsing history
for Opera Mini. In the same section, you can also clear your
passwords and your cookies. As of this writing, Opera Mini
has no provision for private or incognito browsing.

Serendipitee Combz, http://www.wikihow.com/Clear-History-
on-an-iPhone
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How to Conduct a Self-Assessment

Doxing, the abbreviated form of “dropping dox,” is the
process of obtaining or deducing information about a per-
son based on a limited set of initial information and then
broadcasting the personally identifiable information about
an individual. The methods employed to acquire this in-
formation include searching publicly available databases
and social media websites (like Facebook), hacking, and
social engineering.

WHAT IS DOXING?
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Doxing is used for a multitude of reasons, some of them
nefarious. Some instances have been as simple as the
desire to embarrass someone. In other far more serious
instances doxing has been used by criminals and even
terrorists for the purposes of harassment, fraud, and
identity theft and targeting.
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Search yourself using various search engines such as
Google, DuckDuckGo, etc. Be sure to delete your brows-
er history and clear cookies before you begin. Start with
basic personal information such as, First and Last Name,
First and Last Name and City or Home Address. Also

conduct searches on phone numbers, email address and
usernames.

Google

“John Smith"

Google

“John Smith and Tampa®"

Google

"John Smith and United States Nawvy"

Conduct an image search on any photos you have used
as profile pictures on social media accounts or posted to
other places online. To conduct an image search using
Google, go to images.google.com, click the camera icon,
then select “Upload an image.” Select the image you
want to use to start your search.

The searches above will have given you an idea of the
information that can be quickly and easily gathered on
you. For example, you may have found information
about previous work history or hobbies (races, sports
events). Use that information to conduct more precise
searches such as “FirstName/LastName AND Marathon”
or “LastName AND Naval Academy.”




24

N

Take an inventory of social media accounts that you cur-
rently maintain. Some examples include, Facebook, In-
stagram, LinkedIn and Twitter, etc.

Without being logged in to any social media accounts,
conduct open source searches on yourself to see what is
viewable to the public. For example, Google “your first
and last name” site:Facebook.com.

Google

“John Smith" site:facebook.com

Next, login to those accounts and thoroughly review your
profile for sensitive information and consider removing
unnecessary data:

e Review your profile to see what data is avail-
able (address, employment, phone number,
etc.)

e Check any photos that you have posted or
have been tagged in for meta-data

* See Facebook, Instagram, Twitter and LinkedIn Smart-
Cards to learn how to property set privacy settings.

Repeat the Open Search and Social Media on friends
and family members that may have posted information
about you or that an adversary may be able to access
through them.

e Review family members, friends and ac-
quaintances that you are associated with to
ensure nothing posted on their accounts that
could indicate a connection you don’t want
discovered.

e Ask immediate family members (spouse, chil-
dren, etc.) to review their account settings
and postings to ensure that they have not
inadvertently posted sensitive information.
Oftentimes, adversaries find their target
through friends and family members.
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e Ask immediate family members (spouse, chil-
dren, etc.) to review their account settings
and postings to ensure that they have not
inadvertently posted sensitive information.
Oftentimes, adversaries find their target
through friends and family members.

e Provide them with copies of our SmartCard
books to use for adjusting their privacy set-
tings.

Conduct searches on various data aggregator sites. Ex-
amples include, www.BeenVerified.com,

www. Intelius.com, www.Radaris.com and
www.Spokeo.com. You can conduct an initial search for
free, but all of these sites require payment to access a full
report. These sites require no special authorities, anyone
with internet access and a credit card can purchase re-
ports, so it is a good idea to be familiar with the infor-
mation that can be found in them.

If you find sensitive information in any of the reports con-
tact the organization to request that your information be
opted out.*

Once you've opted out of or removed any sensitive infor-
mation you have found, consider setting up Google Alerts
so that you're notified if the information reappears.**

* See SmartCard on opting out of data aggregators.
** See SmartCard on how to set up Google Alerts

Review any accounts that you maintain with companies
that have been the victim of recent data breaches so that
you are aware of any information that may have been
compromised.

The Identity Theft Resource Center maintains a compre-
hensive list of data breaches dating back to 2005 which
can be found at:

http://www.idtheftcenter.org/id-theft/data-breaches.html.
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www.google.com

Google is a search engine that specializes in Internet-
related services and products. These include online ad-
vertising technologies, search, cloud computing, and soft-
ware. The majority of its profits are derived from Ad-
Words, an online advertising service that places adver-
tisements near the list of search results.

www.hing.com

Bing is the second largest search engine in the US.
Searches conducted using Bing generally yield similar
results to Google, however Bings media search capability
(https://www.bing.com/images) is considered superior by
most.

www.duckduckgo.com

DuckDuckGo is a search engine that distinguishes itself
from other search engines by not profiling its users and
by deliberately showing all users the same search results
for a given search term. DuckDuckGo emphasizes get-
ting information from the best sources rather than the
most sources, generating its search results from key
crowdsourced sites such as Wikipedia and from partner-
ships with other search engines like Yandex, Yahoo!,
Bing, and Yummly.

www.dogpile.com

Dogpile is a search engine that fetches results from multi-
ple search engines including Google as well as audio and
video content providers.

¢ www.facebook.com
www.linkedin.com
WwWw.myspace.com
www.twitter.com
www.tumblr.com
www.classmates.com
www.instagram.com
www.socialmention.com
www.plus.google.com
Www.vine.com
www.pinterest.com
www.flickr.com
www.meetup.com
www.vk.com
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www.privateeye.com
www.peoplefinders.com
www.usa-people-search.com
WWww.veromi.com
www.intelius.com
www.spokeo.com
www.lookupanyone.com
www.locateplus.com
www.peekyou.com
www.thatsthem.com
www.peoplefinders.com
www.beenverified.com
www.radaris.com
www.familytree.com
www.instantcheckmate.com
www.zabasearch.com
www.peoplelookup.com
www.publicrecords.com
www.phonesbook.com
www.peoplesmart.com
www.whitepages.com
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Web cookies hide in your computer so that your browser and websites can track your browsing sessions and save certain useful information,
such as account names and passwords, for later retrieval. Although cookies may seem harmless overall, they can threaten your privacy if an
attacker tries to use them maliciously.

Because of that threat, most modern browsers make cookie storage easy to understand and control. They also make it simple to remove individ-
ual website cookies, or even to delete cookies from your computer entirely. Here's how you can perform the latter task in some of the most pop-
ular browsers.

Note: Much M{I// depend upgn your operating system and /lfs version as tc? the precision of Delete Browsing Himfy_ ——
these instructions that are just one example from one version of IE on Windows OS. R R R R SRR —

Preserve Favorites website data

. Keep cookies and temporary Internet files that enable your favorite
1. Upgrade to the latest version of Internet Explorer. Select the Tools menu from the In- e T Tt P eyt

ternet Explorer window, and click Delete Browsing History.
Temporary Internet files

2. In the Delete Browsing History window, check the box next to Cookies. You can uncheck \ffel;[if;f webpages, images, and media that are saved for faster
everything else if you want to remove only cookies. 7] Cookies |
From here you can choose which parts of your browsing history to erase. Files stored on your computer by websites to save preferences
such as login information.
. . . History ‘
3. Click Delete to remove all cookies stored in Internet Explorer. et s g T

Congratulations, you've successfully cleaned out your browser's cookie cabinet. Although |
cookie files pose a potential threat to privacy, don't forget that they can also improve
your Web browsing by making it faster and more convenient.

Form data
Saved information that you have typed into forms.

Passwords

Saved passwords that are automatically filed in when you sign in

to a website you've previously visited.

InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

About deleting browsing history Delete | [ Cancel

1. If you're running Google Chrome version 14 or higher, click the wrench button in the upper-right corner of the Chrome window. From there,
select Options.

2. In the navigation pane of the Options page, click Under the Hood.

3. Under the Privacy section, click Content Settings.
Click the 'All cookies and site data' button in the Content Settings window.

4. Under the Cookies section, click All cookies and site data.

5. When the list of cookies appears, click the Remove All button to delete all cookies stored in Chrome.
Alternatively, you can navigate to the Cookies section of your Chrome browser and click the Remove All button to delete all cookies in one fell

Swoop.

Options Content Settings
Pr Cookies @ Allow local data to be set (recommended)
Basics Allow local data to be set for the current session only
Personal Stuff Block S|t.es from SEHII’TQ any data.
Block third-party cookies from being set
Under the Hood Clear cookies and ather site and plug-in data when | close my browser
Extensions Manage exceptions All cookies and site data
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' : r - i ._' - —“ Ehﬁ-‘
Note: Screens and steps may vary depending upon the version o Cooki —
ps may vary depending up f | @) Cookies

Firefox and the OS used. This is one example of a Firefox version

with a Windows OS. Search: L
1. Make sure you are running the latest version of Firefox brows- The following cookies are stored on your computer:
er, and the select Tools from the Firefox menu. From there, se-
lect Options. Site +  Cookie Mame
| _Igoogle.com

2. Click the Privacy tab to bring up your user-privacy options.

3. Under the History section, click the Remove Individual Cookies
link. Click the Remove All Cookies button to zap them.

4. At the bottom of the Cookies window that appears, click the | Name: <no cookie selected> l

Remove All Cookies button to delete all cookies associated with |
your Firefox browser.

Content! <no cookie selected=
Host <no cookie selected>
Path: <no cookie selecteds

Send For <no cookie selected>

Expires: =no cookie selected>

Eemove Cookies ‘ I Remowve All Cookies Close

e =

1. Confirm that you're running version 5 or later of Apple's Safari browser and then click the Gears menu in the upper-right corner of the Safari
window. From there, select Reset Safari.

In this window, check the bottom box, 'Remove all website data’'.
a e | ]

Are you sure you want to reset Safari?

Select the items you want to reset, and then click Reset, You
can't undo this operation.

[7] Clear history

[C] Reset Top Sites

["] Remove all webpage preview images
[”1 Clear the Downloads window

[C] Remove all website icons

[C] Remove saved names and passwords
[”] Remove other AutoFill form text

Cloze all Safari windows

|" | Reset all location warnings

[¥] Rernove all website data

7 [ Feset | | Cancel |

2. Check the bottom box, labeled Remove all website data. You can uncheck everything else if you want to remove only cookies.

3. Click the Reset button to eliminate all cookies associated with Safari.
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Additional Resources

Free Annual Credit Report https://www.annualcreditreport.com

The University of Texas Identity Center https://identity.utexas.edu/

Stay Safe Online https://www.staysafeonline.org/

On Guard Online http://www.onguardonline.gov/

Equifax: ID protection kit http://www.equifax.com/idtheftprotectionkit/

Federal Trade Commission: ID protection tips http://www.consumer.ftc.gov/topics/protecting-your-identity

IRS: ID Protection, Prevention, Detection and Victim Assistance

http://www.irs.gov/Individuals/Identity-Protection

Netsmartz Workshop for Parents & Guardians http://www.netsmartz.org/netparents.htm

http://www.netsmartz411.org/

FBI Parents Guide to Internet Safety

http://www.fbi.gov/stats-services/publications/parent-guide Kids games https://sos.fbi.gov/

Online Safety Guidelines http://kids.getnetwise.org/safetyguide/

Privacy Rights Clearinghouse http://www.privacyrights.org/fs/fs18-cyb.htm

Microsoft Safety and Security http://www.microsoft.com/security/online-privacy/email.aspx

Safety reviews for games, websites & apps https://www.commonsensemedia.org/

Opt Out of Interest-Based Advertising http://www.networkadvertising.org/choices/

Google Privacy http://www.google.com/intl/en/policies/privacy/tools/

Open Source Searching http://inteltechnigues.com/links.html

Social Media Search http://iconosquare.com/instagram-search-tool

http://websta.me/search

http://Search.fb.com

http://Twilert.com

http://Search.twitter.com

For More information contact the Identity Management (IdM) Branch at: Phone: 813-826-
1256

Email: J3X-IDM.org@socom.mil

IdM NIPRNet portal at https://sof.socom.mil/sites/J3/13X/IdM/Pages/IdM%20Training.aspx
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